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Test Report - AS4 TAO1

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAOI

Test Case: AS4 TAO1 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:

Variables:

AS4 TAO1
Message Exchange Conversation

[eSENS] "AS4 provides multiple mechanisms to correlate messages within a
particular flow. 1.UserMessage/Messagelnfo/RefToMessageld provides a way
to express that a message is a response to a single specific previous message.
Presence of a RefToMessageld is required in response messages in Two Way
message exchanges. By default, exchanges are considered One Way.
2.UserMessage/CollaborationInfo/Conversationld provides a more general way
to associate a message with an ongoing conversation, without requiring a
message to be a response to a single specific previous message, but allowing
update messages to existing conversations from both Sender and Receiver of
the original message."

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to the
eSENS profile: Two-Way/Push-and-Push MEP. « SMSH sends an AS4 User
Message (M 1) associated to a specific conversation through variable (element)
CONVERSATIONIDMI (set by the producer). « The consumer replies to the
message M1.

The RMSH sends back a User Message (M2) with element
CONVERSATIONIDM?2 equal to ConversationldM1 (set by the consumer).

CONVERSATIONIDMI1: XML element (M1)
UserMessage/CollaborationInfo/Conversationld CONVERSATIONIDM?2:



Tag:

XML element (M2) UserMessage/CollaborationInfo/Conversationld

Message Packaging, Correlation, Conversation ID



Log

2016-03-05 13:11:57,989: INFO - Start Test

2016-03-05 13:11:57,994: INFO - Initialize test case

2016-03-05 13:11:58,003: DEBUG - Parameters

2016-03-05 13:11:58,009: DEBUG - Corner2:flame-c2

Corner3:flame-c3

2016-03-05 13:11:58,014: INFO - > Initialize the Adapters

2016-03-05 13:11:58,021: INFO - Call start test on NULLWRAPPER
2016-03-05 13:11:58,026: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:11:58,031: INFO - Call start test on as4-adapter
2016-03-05 13:11:58,040: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:11:58,046: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:11:58,051: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:11:58,056: INFO - Call start test on genericAS4Corner4
2016-03-05 13:11:58,062: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:11:58,068: INFO - Call start test on genericAS4Cornerl
2016-03-05 13:11:58,074: INFO - Obtain SUT Identifiers from genericAS4Cornerl
2016-03-05 13:11:58,079: INFO - > RUN RIVET ©

2016-03-05 13:11:58,084: DEBUG - Assign free vars

2016-03-05 13:11:58,091: INFO - Corner 2 flame-c2

2016-03-05 13:11:58,096: INFO - Corner 3 flame-c3

2016-03-05 13:11:58,119: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:11:58,125: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:11:58,130: INFO - < Rivet finished sucessfully

2016-03-05 13:11:58,136: INFO - ----------

2016-03-05 13:11:58,141: INFO - > RUN RIVET 1

2016-03-05 13:11:58,146: DEBUG - Assign free vars

2016-03-05 13:11:58,152: INFO - > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:58,855: INFO - < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:58,860: INFO - < Rivet finished sucessfully

2016-03-05 13:11:58,865: INFO - ---=---=----

2016-03-05 13:11:58,870: INFO - > RUN RIVET 2

2016-03-05 13:11:58,875: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

2016-03-05 13:12:01,737: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

2016-03-05 13:12:01,743: INFO - C2 AS4 Message

2016-03-05 13:12:01,796: INFO - Attachments

2016-03-05 13:12:01,801: INFO - =---------eccecmemmcmm e

2016-03-05 13:12:01,809: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip

2016-03-05 13:12:01,815: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000

2016-03-05 13:12:01,820: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!

2016-03-05 13:12:01,825: INFO -

2016-03-05 13:12:01,830: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip

2016-03-05 13:12:01,836: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:12:01,841: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:12:01,846: INFO -

2016-03-05 13:12:01,851: INFO - =--------cmceecmcmmcem e

2016-03-05 13:12:01,869: INFO - SOAP HEADER

2016-03-05 13:12:01,874: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"

env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-1457176364141-

677755118">MIIDazCCAL0gAWIBAgIEEZBnRzANBgkqhkiG9wOBAQs FADBmMQ8wDQYDVQQGEwWZmbGFtZTIxDzANBgNVBAgTBmMZsYW11MjEPMAOGALUEBXMGZmxhbWUyMQ8wDQYDVQQKEWZ
mbGFtZTIxDzANBgNVBASTBmZsYW11MjEPMAOGALUEAXMGZmxhbWUyMB4XDTE1MDgwOTEXMzUyN1oXDTE2MDgwODEXxMzUyNlowZjEPMAOGALUEBhMGZmxhbWUyMQ8wDQYDVQQIEWZmhGFtZ
TIxDzANBgNVBACTBmMZsYW11MjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIXxDzANBgNVBAMTBmMZsYW11MjCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIGNSqo
CqGCOWX51Yp+j jdW/km27tWX0t6rTscqV9wxSbX9gKOR49+aUHHZzab05VXIMIHNKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDwOqII0g5FgQNK7LIKzB4RuAmy f1P18CV2sg6Cg0hs
RvfnDLzPupND/giSbhdwkRxHCSaxktolCGLSj2RLafuwla8kad0bgQd fOBKfVzUpJsB8EqnbwNQdQZQx19BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLrOcF0909n1F9Cu
tXdpJyKVIKEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAWEAAaMhMB8WHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAGGCSqGSIb3DQEBCWUAA4IBAQBs1ujVdA/E9
EAUpV7co8tFQjsWrkKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCOXKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I430zCXA2yR1FvchGLXA4Hto55s1zFNEc43WiLPx3E9F6y
FBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZql0T5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUL1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54cF14/yXkgjTT
qX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176364394-1594186530">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-1457176364141-677755118"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>N13yATLhq4VN6xs2MZyrfg0THusQynkJIMit/2KkYAd/i5uV0gnaY4aYaCcIuBC73JaW40A0oUOKc

X9u+4kVH1j fni9WW09J06WN7UHOgCB7Aw1lKYOuhOGh1gGYsdXB9OThHOPH] jnIBxDOUxpTpUUSAX

hwE/0181Zf2GSWmuwwT jLyWvq683gWfgV7i0G3hm+Q9TzhHMA9I jwR7ilqppsI86T1bHm1lbpwtw

ugHWsFNA2payg350YNRhXkMrxHHitYcSxWAAP5Mj E3yY7ixV/Ac6hIVQ6hj86hiHwY-+gR7HKGFad

qHQ13pzUKcI6jmX+YUR6MCX22s80/WeGFVPHzw==</xenc: CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-1457176364461836720687"/>

<xenc:DataReference URI="#XWSSGID-1457176364457-444617578"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176364457-444617578"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:custompayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>



</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176364461836720687"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176364137-
324458779">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQQKEWVMbGFtZTE
OMAWGA1UECXMFZmxhbWUxDj AMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwNL1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAGTBWZsYW11MQ4wDAYDVQQHEWVMb
GFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwWVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0SWUMx19vZeZmkTjWZeGjhE
dQX1iaSUgIRARYSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bdk+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d1yBHoedCU1/74
efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJul6
mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8wWHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CAsEAzekEeNE7qj3aSMKnxm
fY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEm1wGtV1P3+zKMv1lgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]jji081BPZKzx31L9BpBEkxR41iTGc+Kwe8pyu8dgrziVza
rCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqcw
jtXagQlaomSl4ssvvxquGolL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-1457176364134-2103102208">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-14571763642582105625194">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>I/tS31RFDP/wbWolMdDO/fLqgXhkmIKmwFydSSUv3Us=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176364260747262859">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>WQ9989iWt80jbgSv24FI1YWkBcd9AT2Q4wT9IV1Wgx8c=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>clhJ987yIGLeZg8CZD7poNtSnCx1j3IGVVuzZIbWzkZbm/otSSVFq/yBgHRtotCaxDI20KLpOHVUF
7Voqswv8ByLtunAzGVapFAYcA5vGYVqjadRuYy50/IbTOX1nZk8puHSmLEFuyhTrwIil/gQAiGmY
cmoQnPukm3fi4ublpm+0mGGq0q3AFUgVLt33EMO00XQqNIFDD5nPmubv4POLWFpB/DbSh2M1YY569
0Qk/x05TKkw61gi/n0zUDNR/S80C0+1d8hoK9Uw6h/yB4t1ztR0964I8hGVOk2MES fHsDqIczXFe
qP+MbkGoriRXcCohFvlmHVIIXzMr+FpONlaV8w==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176364237809066412">

<wsse:Reference URI="#XWSSGID-1457176364137-324458779"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

<eb:Messaging xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"

sl12:mustUnderstand="true"

wsu:Id="XWSSGID-14571763642582105625194">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:12:43.795Z</eb: Timestamp>
<eb:MessageId>67642715-a5d3-48ce-91da-d37167150f9b@mindertestbed.org</eb:Messageld>

</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>

<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>

</eb:PartyInfo>

<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_TWOWAY</eb:Service>

<eb:Action>ACT_SIMPLE_TWOWAY</eb:Action>

<eb:ConversationId>501831</eb:ConversationId>

</eb:CollaborationInfo>

<eb:MessageProperties>

<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">501831</eb:Property>



<eb:Property name="Action">ACT_SIMPLE_TWOWAY</eb:Property>
<eb:Property name="TA_id">AS4_TAO1l</eb:Property>

<eb:Property name="originalSender">Cl</eb:Property>

<eb:Property name="Service">SRV_SIMPLE_TWOWAY</eb:Property>
<eb:Property ToPartyld">flame-c3</eb:Property>

<eb:Property name="finalRecipient">C4</eb:Property>

<eb:Property name="Messageld">67642715-a5d3-48ce-91da-d37167150f9b@mindertestbed.org</eb:Property>
</eb:MessageProperties>

<eb:PayloadInfo>

<eb:PartInfo href="cid:custompayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>

</eb:PartInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>

</eb:PartInfo>

</eb:PayloadInfo>

</eb:UserMessage>

</eb:Messaging>

</env:Header>

2016-03-05 13:12:01,880: INFO - ========

2016-03-05 13:12:01,885: DEBUG - Assign free vars

2016-03-05 13:12:01,890: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:12:05,914: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:12:05,919: INFO - < Rivet finished sucessfully
2016-03-05 13:12:05,925: INFO - =---=-==-=--

2016-03-05 13:12:05,930: INFO - > RUN RIVET 3

2016-03-05 13:12:05,935: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:12:05,940: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:12:05,950: INFO - RECEIPT

2016-03-05 13:12:05,955: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"

env:mustUnderstand="true">

<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
1457176369216463180537">MIIDWTCCAKGgAWIBAgGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwWIFVTEOMAWGALUECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQ
QKEwVmbGFtZTEOMAWGALUE CXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAKGALUEBhMCRVUXDj AMBgNVBAGTBWZ S YW11MQ4w
DAYDVQQHEWVmbGFtZTEOMAWGALUE ChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0OSWUMXx19vZ
eZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bak+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLIul6mclx0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8WHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CASEAzekEe
NE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMvlgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgXjji081BPZKzx31L9BpBEKXR41iTGc+Kwe
8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Id="XWSSGID-1457176369216252692640">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176369219-966847225">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>GjPeilIbj3yIluzboIb8b1dWOQkZn/IpECtsTuqclklg=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-14571763692191274981534">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>K3PDrdNukF9B0il3H6MGbGgYQAzPg6IRfEZz6dyiQZc4=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>SNyntWHpCLBeLLJ+1kArJAt3yqkFR+g8MWfD7Ac9JjsZcxZj7coSoh623tr+bRzUdFI6CT+PmwY7
30LGcIBrWFyh+X9Y2ulGAcYg8iyEHCWMURLiPzPGYRobBSLLYWXjBK9v8gyXy1Y49BtuVIXsitsZ
5FxtI/Wz/93e0jm4/Y6QDZfmC5u7cr0/14/x6h50y0yyfG52s9gDvybOgKpwluT/K0e+9CUZcaid
NVEhEE/0zpk09bZ1cSQc8vn91lyIWSEHNHYfhitIntPlkMhwlJr33j3D+m5D+LrMGXjiuQfNmQeSG

4dzUuqc3WpUXmkvXjU7eS4clWfDleLLOgsEwFg==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176369219-653948436">

<wsse:Reference URI="#XWSSGID-1457176369216463180537"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176369219-966847225">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:12:49.207Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131245.787-0.3611710023168664@fms . flame.co.za</eb:MessageId>
<eb:RefToMessageId>67642715-a5d3-48ce-91da-d37167150f9b@mindertestbed.org</eb:RefToMessageld>

</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-14571763642582105625194">



<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>I/tS31RFDP/wbWolMdDO/fLqgXhkmIKmwFydSSUv3Us=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176364260747262859">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>WQ9989iWt80jbgSv24FI1YWkBcd9AT2Q4wT9IV1Wgx8c=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:12:05,961: ==
2016-03-05 13:12:05,972: DEBUG - Assign free vars

2016-03-05 13:12:05,978: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:12:05,988: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:12:05,996: INFO - < Rivet finished sucessfully

2016-03-05 13:12:06,002: INFO - =---=--=-=----

2016-03-05 13:12:06,007: INFO - > RUN RIVET 4

2016-03-05 13:12:06,012: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:06,017: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:06,023: INFO - =-------cccccmmcmccce e e

2016-03-05 13:12:06,028: INFO - Corner4 Received Payloads:

2016-03-05 13:12:06,033: INFO - Data

2016-03-05 13:12:06,039: INFO - originalSender: C1

2016-03-05 13:12:06,047: INFO - finalRecipient: C4

2016-03-05 13:12:06,052: INFO - refToMessageId: null

2016-03-05 13:12:06,058: INFO - conversationId: 501831

2016-03-05 13:12:06,063: INFO - messageld: 67642715-a5d3-48ce-91da-d37167150f9b@mindertestbed.org
2016-03-05 13:12:06,068: INFO - to: flame-c3

2016-03-05 13:12:06,074: INFO - from: null

2016-03-05 13:12:06,079: INFO - pModeId: null

2016-03-05 13:12:06,085: INFO - custompayload@minder type: application/octet-stream.

2016-03-05 13:12:06,090: INFO - !! Modify me after submission, if you dare!!

2016-03-05 13:12:06,096: INFO - xmlpayload@minder type: application/octet-stream.

2016-03-05 13:12:06,101: INFO - <min><der>sample</der></min>

2016-03-05 13:12:06,106: INFO - =--=-----cccccmmcmmccccmcem e

2016-03-05 13:12:06,112: DEBUG - Assign free vars

2016-03-05 13:12:06,117: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:12:06,123: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:12:06,128: INFO - < Rivet finished sucessfully

2016-03-05 13:12:06,134: INFO - =---=--=-=--=--

2016-03-05 13:12:06,139: INFO - > RUN RIVET 5

2016-03-05 13:12:06,144: DEBUG - > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:12:08,262: DEBUG - < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:12:08,281: INFO - Cornerl/4 backend NOTIFICATION

2016-03-05 13:12:08,286: INFO - Receipt

2016-03-05 13:12:08,292: INFO - 67642715-a5d3-48ce-91da-d37167150f9b@mindertestbed.org

2016-03-05 13:12:08,297: INFO - null

2016-03-05 13:12:08,302: INFO - null

2016-03-05 13:12:08,308: DEBUG - Assign free vars

2016-03-05 13:12:08,313: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:12:08,319: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:12:08,325: INFO - < Rivet finished sucessfully

2016-03-05 13:12:08,330: INFO - =---=-==--=--

2016-03-05 13:12:08,336: INFO - > RUN RIVET 6

2016-03-05 13:12:08,341: DEBUG - Assign free vars

2016-03-05 13:12:08,346: INFO - > CALL SLOT genericAS4Corner4|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:09,090: INFO - < SLOT CALLED genericAS4Corner4|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:09,096: INFO - < Rivet finished sucessfully

2016-03-05 13:12:09,101: INFO - =---=--=-=-=--

2016-03-05 13:12:09,107: INFO - > RUN RIVET 7

2016-03-05 13:12:09,112: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:12:12,262: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:12:12,267: INFO - C3 AS4 Message

2016-03-05 13:12:12,325: INFO - Attachments

2016-03-05 13:12:12,330: INFO - =------cceccccccmmcmmcemcmamaan

2016-03-05 13:12:12,336: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:12:12,342: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:12:12,347: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:12:12,352: INFO -



2016-03-05 13:12:12,357: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip

2016-03-05 13:12:12,363: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:12:12,368: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:12:12,373: INFO -

2016-03-05 13:12:12,379: INFO - -------ccmccccccmccemcemcmammaan

2016-03-05 13:12:12,390: INFO - SOAP HEADER

2016-03-05 13:12:12,395: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"

env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-1457176374609-
483336745">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQQKEWVMbGFtZTE
OMAWGA1UECXMFZmxhbWUxDj AMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNj E3NDMwNL1owXTELMAKGALIUEBhMCRVUXDj AMBgNVBAgTBWZsYW11MQ4wDAYDVQQHEWVMb
GFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwWVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0SWUMx19vZeZmkTjWZeGjhE
dQX1iaSUgIRARYSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bdk+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d1yBHoedCU1/74
efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJul6
mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8wWHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CAsEAzekEeNE7qj3aSMKnxm
fY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEm1wGtV1P3+zKMv1lgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]jji081BPZKzx31L9BpBEkxR41iTGc+Kwe8pyu8dgrziVza
rCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqcw
jtXagQlaomSl4ssvvxquGolL</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-14571763749001789462212">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-1457176374609-483336745"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>VQXMjN680OE3eEmD7DWyelTxfKYnPEcMU+GERA55CuYQJIZxWjwMmdWMHFHNVwBzo9ku+t/gnJkx9Y
RXCbkJEL9M5dIdoBc3rsFRTAGhM4E3zc001lwbcctmHtlbPntVawzMwfAHa+4VNZYVp23JbzBqTv+
r/t3g+XKRUb9MC/z8KZ1Y/cdqgdzOrLbul9j3WxVr/A/E8EJA1Wex5xDRFAdGLRTq75x5IT2F1Z1
cKlwBoPi9a0Yi5zxtsEkqCO+Wxq23f+T9J6eQ83cKqxwjwodlm+G/hzMkQox/+YkX8W1ZdbSCZFW

c03j74UC7IjKz0cM5qzSOGEI/saI6MSXSN7aGsQ==</xenc:CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-1457176374994120959572" />

<xenc:DataReference URI="#XWSSGID-145717637498994180838"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-145717637498994180838"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:custompayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176374994120959572"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
1457176374605681959949">MIIDWTCCAKGgAWIBAgGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwWIFVTEOMAWGALUECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQ
QKEwVmbGFtZTEOMAWGALUE CXMFZmxhbWUxDjAMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNj E3NDMwNL1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAGTBWZSYW11MQ4w
DAYDVQQHEWVmbGFtZTEOMAWGALUE ChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwVmMhGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0OSWUMXx19vZ
eZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bak+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLIul6mclx0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8WHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CASEAzekEe
NE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMvlgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgXjji081BPZKzx31L9BpBEKXR41iTGc+Kwe
8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-1457176374601-1970964573">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176374735-160067938">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>ax8Y3FakfX1xXIbloFugygpMkifjy0AOMKzYzSs0fPg=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176374737-1762057718">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>qcwsnj350pdGRHhX16wWEaQkSaSFSiRP75Y65UMT+FI=</ds:DigestValue>




</ds:Reference>

<ds:Reference URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>0Rqhb5GatNMBkD5qxcPGa7 cHySUbKXEypCPeWqjByD85j z4Kxm6rg5+kHLoi3gjXy5A1Q8tz/ny0i
rPK5fF/yFKB20odf92yZs7HarROPKIWMI5MnIbj5LPgoE5azRqSvDzBXTSQB7pNCe4FYyUTqSk50b
V9pY6hhOgOHtT6r7U5LI0/RnolM1b8vd3aeUV/CDUIT5qvuoDhjHTE/Z111LNG7qZbmj IUDULUW3
rRX6MKqqMaQXdnbXwzMJI9GXEScrAZajqKFCVg3EIRI2kuj FkBhDMPM5hOWFQSValkLTEIDoSRPHF
bDsJsOun/0S95XWe9atKEfcd4CSS7Z4pgEn8ww==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176374705-8090884">

<wsse:Reference URI="#XWSSGID-1457176374605681959949"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

<eb:Messaging xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-1457176374735-160067938">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:12:54.254Z</eb: Timestamp>
<eb:MessageId>bd025be7-b514-4dbf-9f25-70930859243d@mindertestbed.org</eb:Messageld>
<eb:RefToMessageId>67642715-a5d3-48ce-91da-d37167150f9b@mindertestbed.org</eb:RefToMessageld>

</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>

<eb:To>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>

</eb:PartyInfo>

<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_TWOWAY</eb:Service>

<eb:Action>ACT_SIMPLE_TWOWAY</eb:Action>

<eb:ConversationId>501831</eb:ConversationId>

</eb:CollaborationInfo>

<eb:MessageProperties>

<eb:Property name="RefToMessageld">67642715-a5d3-48ce-91da-d37167150f9b@mindertestbed.org</eb:Property>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Property>
<eb:Property name="ConversationId">501831</eb:Property>

<eb:Property name="Action">ACT_SIMPLE_TWOWAY</eb:Property>

<eb:Property name="TA_id">AS4_TAO1l</eb:Property>

<eb:Property name="originalSender">C4</eb:Property>

<eb:Property name="Service">SRV_SIMPLE_TWOWAY</eb:Property>

<eb:Property ToPartyld">flame-c2</eb:Property>

<eb:Property name="finalRecipient">Cl</eb:Property>

<eb:Property name="MessageId">bd025be7-b514-4dbf-9f25-70930859243d@mindertestbed.org</eb:Property>
</eb:MessageProperties>

<eb:PayloadInfo>

<eb:PartInfo href="cid:custompayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/octet-stream</eb:Property>

<eb:Property name="Description">custompayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>

</eb:PartInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name="Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:12:12,401: ==
2016-03-05 13:12:12,406: DEBUG - Assign free vars

2016-03-05 13:12:12,412: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:12:16,475: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:12:16,480: INFO - < Rivet finished sucessfully
2016-03-05 13:12:16,485: INFO - =---=---=--=--

2016-03-05 13:12:16,490: INFO - > RUN RIVET 8

2016-03-05 13:12:16,496: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:12:16,501: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:12:16,508: INFO - RECEIPT

2016-03-05 13:12:16,513: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">

<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176379781-

205926604">MIIDazCCAL0gAWIBAgIEEZBnRzANBgkqhkiG9wOBAQs FADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmMZSsYW11MjEPMAOGALUEBXMGZmxhbWUyMQ8wDQYDVQQKEWZ



mbGFtZTIxDzANBgNVBASTBmZsYW11MjEPMAOGALUEAXMGZmxhbWUyMB4XDTE1MDgwOTEXMzUyN1oXDTE2MDgwODEXxMzUyNlowZjEPMAOGALUEBhMGZmxhbWUyMQ8wDQYDVQQIEWZmhGFtZ
TIxDzANBgNVBACTBmMZsYW11MjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmMZSsYW11MjCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIGNSqo
CqGCOWX51Yp+j jdW/km27tWX0t6rTscqV9wxSbX9gKOR49+aUHHZzabO5VXIMIHNKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDwOqII0g5FgQNK7LIKzB4RuAmy f1P18CV2sg6Cg0hs
RvfnDLzPupND/giSbhdwkRxHCSaxktolCGLSj2RLafuwla8kad0bgQdfOBKfVzUpJsB8EqnbwNQdQZQx19BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLrOcF0909n1F9Cu
tXdpJyKVIKEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAWEAAaMhMB8WHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAGGCSqGSIb3DQEBCWUAA4IBAQBs1ujVdA/E9
EAUpV7co8tFQjsWrkKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCOXKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I430zCXA2yR1FvchGLXA4Hto55s1zFNEc43WiLPx3E9F6y
FBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZql0T5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUL1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54cF14/yXkgjTT
qX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Id="XWSSGID-1457176379781-888472898">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-14571763797831834785536">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>A76EFXoyYOuGjx28IBLO/9CiylmlrHivQ@mhuiDkYxnc=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176379783865699571">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>IjlHRXHOq3LKKe6P9Ue6mMjZuGHdPvwRrKc5Z+hNWSo=</ds :DigestValue>

</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue>BRyOH6bHUYOyqB4KNcLufP6Y6pTNnbvhW04x93pyQlG40Kz/dqCCOj6TUYW18sZTWML/L81dv]jzZ
ds7zBSeCurFz+ISxLuGl5xjyQIKHYx1S9qBvWwqrK4rPYFO/0k8MxdwfnYW3MDXDccOa5kgVORdI
X69HFKIjrofrfjUlUerv6JIgTAXjJoyrQWkRyQl2WVHGd6riSXaxSEyf6wFJIrzk02cLT8Z7hj4DKD
memz+3WxrZj3csw+yvq6yLLKUZN8wSD5REvqgfTIqXcOpbzzcivQfSBIASm7Yoq5k0uJAQAL6QRN
PIbSLEBv3mwNJ10zoL10y+ZDYzvCHWMYKAEx1g==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176379782-107707342">

<wsse:Reference URI="#XWSSGID-1457176379781-205926604"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"

wsu:Id="XWSSGID-14571763797831834785536">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:12:59.772Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131256.298-0.8838978238855345@fmstest. flame.co.za</eb:Messageld>
<eb:RefToMessageId>bd025be7-b514-4dbf-9f25-70930859243d@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176374735-160067938">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>ax8Y3FakfX1xXIbloFugygpMkifjy0AOMKzYzSs0fPg=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176374737-1762057718">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>qcwsnj350pdGRHhX16wWEaQkSaSFSiRP75Y65UMT+FI=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>

</eb:SignalMessage>

</eb:Messaging>

</env:Header>

2016-03-05 13:12:16,518: INFO - ========

2016-03-05 13:12:16,524: DEBUG - Assign free vars

2016-03-05 13:12:16,529: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])

2016-03-05 13:12:16,539: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])

2016-03-05 13:12:16,544: INFO - < Rivet finished sucessfully

2016-03-05 13:12:16,549: INFO - ---=---=-=--
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> RUN RIVET 9
- > Wait For Signal:genericAS4Cornerl|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Cornerl|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Cornerl Received Payloads:

Data

originalSender: C4

finalRecipient: C1

refToMessageld: 67642715-a5d3-48ce-91da-d37167150f9b@mindertestbed.org
conversationId: 501831

messageld: bd025be7-b514-4dbf-9f25-70930859243d@mindertestbed.org

to: flame-c2

from: null

pModeId: null

custompayload@minder type: application/octet-stream.

!l Modify me after submission, if you dare!!

xmlpayload@minder type: application/octet-stream.
<min><der>sample</der></min>
- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 10

- > Wait For Signal:genericAS4Corner4|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Corner4|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl/4 backend NOTIFICATION

Receipt

bd025be7-b514-4dbf-9f25-70930859243d@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TAO02

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAO02

Test Case: AS4 TA02 TCO02

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:

Variables:

Tag:

AS4 TAO02
User Message Exchange Parameters

[eSENS] "A compliant product must allow the Producer, when submitting
messages, to set values for Messageld, RefToMessageld and Conversationld,
to support correlation)."

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile: One-Way/Push MEP. ¢ Producer submits a Message
including metadata information and payload to the SMSH with setting
message parameters: MESSAGEID, REFTOMESSAGEID and
CONVERSATIONID.

The SMSH returns a successful submission Notification and the AS4 Message
generated by the SMSH contains the same parameters values set by the
producer.

MESSAGEID: XML element
Messaging/UserMessage/Messagelnfo/Messageld REFTOMESSAGEID:
XML element Messaging/UserMessage/Messagelnfo/ RefToMessageld
CONVERSATIONID: XML element Messaging/UserMessage
/CollaborationInfo/Conversationld

User Message



Log

2016-03-05 13:12:21,044: INFO - Start Test

2016-03-05 13:12:21,050: INFO - Initialize test case

2016-03-05 13:12:21,061: DEBUG - Parameters

2016-03-05 13:12:21,067: DEBUG - Corner2:flame-c2

Corner3:flame-c3

2016-03-05 13:12:21,072: INFO - > Initialize the Adapters

2016-03-05 13:12:21,079: INFO - Call start test on NULLWRAPPER
2016-03-05 13:12:21,084: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:12:21,089: INFO - Call start test on as4-adapter
2016-03-05 13:12:21,100: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:12:21,106: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:12:21,112: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:12:21,117: INFO - Call start test on genericAS4Corner4
2016-03-05 13:12:21,124: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:12:21,130: INFO - Call start test on genericAS4Cornerl
2016-03-05 13:12:21,137: INFO - Obtain SUT Identifiers from genericAS4Cornerl
2016-03-05 13:12:21,142: INFO - > RUN RIVET ©

2016-03-05 13:12:21,148: DEBUG - Assign free vars

2016-03-05 13:12:21,153: INFO - Corner 2 flame-c2

2016-03-05 13:12:21,159: INFO - Corner 3 flame-c3

2016-03-05 13:12:21,179: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:12:21,184: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:12:21,190: INFO - < Rivet finished sucessfully

2016-03-05 13:12:21,195: INFO - ----------

2016-03-05 13:12:21,200: INFO - > RUN RIVET 1

2016-03-05 13:12:21,205: DEBUG - Assign free vars

2016-03-05 13:12:21,210: INFO - > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:21,903: INFO - < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:21,908: INFO - < Rivet finished sucessfully

2016-03-05 13:12:21,913: INFO - ------=----

2016-03-05 13:12:21,918: INFO - > RUN RIVET 2

2016-03-05 13:12:21,923: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

2016-03-05 13:12:24,847: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

2016-03-05 13:12:24,853: INFO - C2 AS4 Message

2016-03-05 13:12:24,861: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-1457176387237-1540425489">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:13:06.807Z</eb: Timestamp>
<eb:Messageld>422331-106409@mindertestbhed.org</eb:Messageld>
<eb:RefToMessageId>829265-779276@mindertestbed.org</eb:RefToMessageId>

</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>

<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>

</eb:PartyInfo>

<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>

<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>

<eb:ConversationId>106480</eb:ConversationId>

</eb:CollaborationInfo>

<eb:MessageProperties>

<eb:Property name="RefToMessageld">829265-779276@mindertestbed.org</eb:Property>

<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">106480</eb:Property>

<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="TA_id">AS4_TA02</eb:Property>

<eb:Property name="originalSender">Cl</eb:Property>

<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="ToPartyId">flame-c3</eb:Property>

<eb:Property name="finalRecipient">C4</eb:Property>

<eb:Property name="MessageIld">422331-106409@mindertestbed.org</eb:Property>

</eb:MessageProperties>

<eb:PayloadInfo>

<eb:PartInfo href="cid:custompayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/octet-stream</eb:Property>

<eb:Property name="Description">custompayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>

</eb:PartInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name="Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:12:24,872:
2016-03-05 13:12:24,877: INFO - AS4 message id: 422331-106409@mindertestbed.org




2016-03-05 13:12:24,882: INFO - Reference To Message ID (1. message): 829265-779276@mindertestbed.org
2016-03-05 13:12:24,888: DEBUG - Assign free vars

2016-03-05 13:12:24,893: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:12:29,299: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:12:29,304: INFO - < Rivet finished sucessfully

2016-03-05 13:12:29,310: INFO - ----------

2016-03-05 13:12:29,315: INFO - > RUN RIVET 3

2016-03-05 13:12:29,320: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:12:29,325: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:12:29,331: INFO - Received Receipt: 1457176349331

2016-03-05 13:12:29,338: INFO - RECEIPT

2016-03-05 13:12:29,343: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">

<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
14571763926081765418816">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSYW11MQ4wDAYDV
QQKEwVmbGFtZTEOMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAgTBWZSYW11MQ4
wDAYDVQQHEWVmbGFtZTEOMAWGALUEChMFZmxhbWUxDj AMBgNVBAS TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMX19v
ZeZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ03j5/AsqMGobx0kg3Nk3eXC3pBw605c41b4k+ylxSkTd1E91YVUVB/49hFyWKwiIVwupol/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLIul6mclx0/PVmffO3D8CzcK4Y10AzIts CAWEAAaMhMB8wHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADpC+qzMiI0OCASEAZekE
eNE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMv1lqeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]ji081BPZKzx31L9BpBEKXR4iTGCc+Kw
e8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1lbvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Id="XWSSGID-1457176392608674576255">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-14571763926092087354589">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>f7aqYhoyvXPJhm5A/UQ/Mcgl4wlqAjtFHzPedCuKPvE=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176392609557547867">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>ZQj5ImItfjpl826yY2a3xKgKNImcQ8v/77y8BxH5nws=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>UMo/hKtsi7LtsPIku5qL6NMbCG6yQyUCuCN9SYe8RgfDtkkESBZW7 jNnIle+mDw//ADYHnlyGiy+
Vksneu7dBWD31hKZ7SN9LDVOnBGyOpvGG/act7sAWIc8vYdoOHwW81hZhQwRgAiFhB+EwRs1mONS
U2UQRtPEQRtW1jxjbryMfy58Sbe+DxRTCIGwlemm3AAUs1RXHdN99IsyOuriNa+plzq3ziF6qj7B
VGjbMawCcZjN8PporXmN15fWIpWiIv6UOchOFn3UEUFoX3TTxFJf42kWfSzHXb5CLDTAv+IRSW6b

ipOTUBdn9KXyMLs feBWg5MpjD26uNQzoBQFzqg==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176392609986970878">

<wsse:Reference URI="#XWSSGID-14571763926081765418816"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-14571763926092087354589">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:13:12.600Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131308.786-0.04705746575871228@fmstest.flame.co.za</eb:Messageld>
<eb:RefToMessageId>422331-106409@mindertestbed.org</eb:RefToMessageId>

</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176387237-1540425489">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/64/xmlenc#sha256"/>
<ds:DigestValue>IcM8Ch5iS08X2eHgiNC7VxzUjyNw55kcaYud4x6cS1iQ=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176387238-1242028100">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>KS1CoIepamMdej4InyH2J0KldwzCy3Y60uSMTjjBUpM=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>



</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
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INFO -

- Assign free vars

> CALL SLOT as4-adapter|3.sendResponse(byte[])

< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4
- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: 829265-779276@mindertestbed.org
conversationId: 106480

messageld: 422331-106409@mindertestbed.org

to: flame-c3

from: null

pModeId: null

custompayload@minder type: application/octet-stream.
!l Modify me after submission, if you dare!!
xmlpayload@minder type: application/octet-stream.
<min><der>sample</der></min>
- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

422331-106409@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA04

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAO4

Test Case: AS4 TA04 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:
Variables:

Tag:

AS4 TAO4
AS4 Message format

[eSENS] "Section 5.1.1 of the ebMS3 Core Specification [EBMS3] requires
implementations to process both non-multipart (simple SOAP) messages and
multipart (SOAP-with-attachments) messages" and this is a requirement for
the AS4 ebHandler Conformance Profile.

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile: One-Way/Push MEP. « SMSH sends an AS4 message
(User Message with payload) to the RMSH.

The RMSH sends a non-repudiation receipt to the SMSH.

Message format, Message packaging, SOAP-with-attachments



Log
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</eb:MessageInfo>

<eb
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INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
:mustUnderstand="true"

:Id="XWSSGID-1457176399788659196101">

:UserMessage>
:MessageInfo>

:Timestamp>2016-03-05T11:13:19.336Z</eb: Timestamp>
:MessageIld>40305e2e-4bf6-49fe-a27c-7434b10763df@mindertestbed.org</eb:Messageld>

:PartyInfo>
:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb

:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>549628</eb:ConversationId>
</eb:CollaborationInfo>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

MessageProperties>
Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

</eb:MessageProperties>

<eb

:PayloadInfo>

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
'ConversationId">549628</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

'"TA_id">AS4_TA04</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">40305e2e-4bf6-49fe-a27c-7434b10763df@mindertestbed.org</eb:Property>

<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name=

Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:12:37,344:
2016-03-05 13:12:37,349:
2016-03-05 13:12:37,408:
2016-03-05 13:12:37,413:

INFO

INFO - AS4 message id: 40305e2e-4bf6-49fe-a27c-7434b10763df@mindertestbed.org

INFO

INFO - Attachments



2016-03-05 13:12:37,422: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:12:37,427: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

13:
13:
13:
13:
13:
13:

12
12
12
12
12
12
12
12
12
12
12

12
12
12
12
12
12

:37,432:
:37,437:
:37,443:
:37,448:
:37,453:
:37,458:
:37,464:
:37,469:
:41,535:
:41,540:
:41,545:

:41,550:
:41,556:
:41,561:
:41,567:
:41,575:
:41,581:

INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

- Decompressed Payload: !! Modify me after submission, if you dare!!
- Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
- Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
- Decompressed Payload: <min><der>sample</der></min>
- Assign free vars
- > CALL SLOT as4-adapter|3.sendMessage(byte[])
- < SLOT CALLED as4-adapter|3.sendMessage(byte[])
- < Rivet finished sucessfully

- > RUN RIVET 3

DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

INFO
INFO
INFO

- Received Receipt: 1457176361567
- RECEIPT
- <?xml version="1.0" encoding="UTF-8"7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
14571764048491613550086">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSYW11MQ4wDAYDV
QQKEwVmbGFtZTEOMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAgTBWZSYW11MQ4
wDAYDVQQHEWVmbGFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAS TBWZsYW11MQ4wDAYDVQQDEWVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMX19v
ZeZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ03j5/AsqMGobx0kg3Nk3eXC3pBw605c41b4k+ylxSkTd1E91YVUVB/49hFyWKwiIVwupol/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLIul6émclx0/PVmffO3D8CzcK4Y10AzIts CAWEAAaMhMB8wHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI0OCASEAZekE
eNE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMv1lqeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]ji081BPZKzx31L9BpBEKXR4iTGCc+Kw
e8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1lbvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Id="XWSSGID-1457176404849-1320151969">

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176404850608405351">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/64/xmlenc#sha256"/>
<ds:DigestValue>I1/0QrZN1gFAb4x8Curyq/+zpr04i7Wcz8Fr+IgP6Qc=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176404850-1823425377">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>iSrs24FqUh//fuQQtGIOp4n0XSpLSgLa/OrNXgtCAfI=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>GVY6yYcX7BYF46k1I8r2wi6ZZCra2VumYyL5nhSyfMW6qA6QpAtzn]0iyRHWgGsyLdsQ6SorR8/I
GW7IHJjii5E4JdcL3TvmL8WW4F11ls+tMUsaB+K0Bics12LQh0Zhsh8HGXUgwCmAnDn/eiCVOFqQq
Zb/+y403fnQEiMhIS6uHKTzv6dIvKTemS18tYVMUZU/qudM1I4gf/BoAS8pey3zpq8Y1lhyYAY+p
sW55iwtTVoTySKj07h6vN9+oq3fNOA9XxNnbmryedz7SIp85IKwki3olmmlupUJEAVi+F8gGGV2B/

aKrxRtRKhWQgWDWs zKirN8p31Gd5L4Ug2pSuQw==</ds:SignatureValue>

<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176404850-373050194">

<wsse:Reference URI="#XWSSGID-14571764048491613550086"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176404850608405351">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:13:24.841Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131321.340-0.8250444472734277@fms . flame.co.za</eb:MessageId>
<eb:RefToMessageId>40305e2e-4bf6-49fe-a27c-7434b10763df@mindertestbed.org</eb:RefToMessageIld>

</eb:MessageInfo>

<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176399788659196101">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>AkNstK6MLfjQulIm8C7NWSvezFHdW+TSh3edk/PS6So=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-14571763997891894007684">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>0TCCo4GoI5H0e6k2YZ8HV3DocHiwhBL1jlle+jPq9Ao=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>



<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>

</eb:SignalMessage>

</eb:Messaging>

</env:Header>

2016-03-05 13:12:41,587: INFO - ========

2016-03-05 13:12:41,593: DEBUG - Assign free vars

2016-03-05 13:12:41,598: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:12:41,615: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:12:41,625: INFO - < Rivet finished sucessfully

2016-03-05 13:12:41,630: INFO - =---=---=-=--

2016-03-05 13:12:41,636: INFO - > RUN RIVET 4

2016-03-05 13:12:41,641: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:41,646: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:41,652: INFO - =-------cccccmmcmccccemcmm e cnmann

2016-03-05 13:12:41,657: INFO - Corner4 Received Payloads:

2016-03-05 13:12:41,662: INFO - Data

2016-03-05 13:12:41,667: INFO - originalSender: C1

2016-03-05 13:12:41,677: INFO - finalRecipient: C4

2016-03-05 13:12:41,682: INFO - refToMessageId: null

2016-03-05 13:12:41,687: INFO - conversationId: 549628

2016-03-05 13:12:41,693: INFO - messageld: 40305e2e-4bf6-49fe-a27c-7434b10763df@mindertestbed.org
2016-03-05 13:12:41,698: INFO - to: flame-c3

2016-03-05 13:12:41,7063: INFO - from: null

2016-03-05 13:12:41,708: INFO - pModeId: null

2016-03-05 13:12:41,715: INFO - custompayload@minder type: application/octet-stream.

2016-03-05 13:12:41,720: INFO - !! Modify me after submission, if you dare!!

2016-03-05 13:12:41,725: INFO - xmlpayload@minder type: application/octet-stream.

2016-03-05 13:12:41,730: INFO - <min><der>sample</der></min>

2016-03-05 13:12:41,736: INFO - =-------cccccmmcmcccccmcmmcmmcanann

2016-03-05 13:12:41,741: DEBUG - Assign free vars

2016-03-05 13:12:41,746: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:12:41,760: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:12:41,765: INFO - < Rivet finished sucessfully

2016-03-05 13:12:41,771: INFO - =---=-==-=--

2016-03-05 13:12:41,776: INFO - > RUN RIVET 5

2016-03-05 13:12:41,781: DEBUG - > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:12:43,820: DEBUG - < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:12:43,826: INFO - Cornerl backend NOTIFICATION

2016-03-05 13:12:43,832: INFO - Receipt

2016-03-05 13:12:43,837: INFO - 40305e2e-4bf6-49fe-a27c-7434b10763df@mindertestbed.org

2016-03-05 13:12:43,842: INFO - null

2016-03-05 13:12:43,848: INFO - null

2016-03-05 13:12:43,854: DEBUG - Assign free vars

2016-03-05 13:12:43,859: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:12:43,865: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:12:43,871: INFO - < Rivet finished sucessfully

2016-03-05 13:12:43,876: INFO - =---=---=--=--

2016-03-05 13:12:43,881: INFO - > Send finish message to all wrappers



Test Report - AS4 TAO0S

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAO0S5

Test Case: AS4 TAO05 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:
Variables:

Tag:

AS4 TAOS
AS4 Message format

[eSENS] "Section 5.1.1 of the ebMS3 Core Specification [EBMS3] requires
implementations to process both non-multipart (simple SOAP) messages and
multipart (SOAP-with-attachments) messages"

Mandatory

* AS4 TAO4

The SMSH sends a success notification to the producer.

Message format, simple SOAP



Log

2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
Corner3:flame-c3
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12

2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12

2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12

xmlns:
xmlns:
sl2:
wsu:
<eb:
<eb:
<eb:
<eb:
</eb:MessageInfo>
<eb:
<eb:

:45,940:
:45,945:
:45,954:
:45,960:

:45,965:
:45,970:
:45,976:
:45,981:
:45,991:
:45,998:
:46,003:
:46,009:
:46,015:
:46,022:
:46,028:
:46,034:
:46,040:
:46,046:
:46,052:
:46,068:
:46,074:
:46,080:
:46,085:

:46,090:
:46,096:
:46,101:
:47,612:
:47,618:
:47,624:

:47,629:
:47,634:
:50,555:
:50,560:
:50,581:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
mustUnderstand="true"

Id="XWSSGID-14571764130301709702529">

UserMessage>
MessageInfo>

Timestamp>2016-03-05T11:13:32.523Z</eb: Timestamp>
MessageId>b80a41d1-5183-430c-b0eb-01ba3e7a9c65@mindertestbed.org</eb:Messageld>

PartyInfo>
From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb:

To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>517116</eb:ConversationId>
</eb:CollaborationInfo>
MessageProperties>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

<eb:

Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
'ConversationId">517116</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

'"TA_id">AS4_TA05</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">b80a41ld1-5183-430c-b0eb-01lba3e7a9c65@mindertestbed.org</eb:Property>
</eb:MessageProperties>

PayloadInfo>

<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name=

Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:12:50,592:
2016-03-05 13:12:50,597:
2016-03-05 13:12:50,649:
2016-03-05 13:12:50,654:

INFO

INFO - AS4 message id: b80a4ld1-5183-430c-bOeb-0lba3e7a9c65@mindertestbed.org

INFO

INFO - Attachments



2016-03-05 13:12:50,662: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:12:50,667: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

13:
13:
13:
13:
13:
13:

12
12
12
12
12
12
12
12
12
12
12

12
12
12
12
12
12

:50,673:
:50,678:
:50,683:
:50,688:
:50,694:
:50,699:
:50,704:
:50,709:
:55,308:
:55,314:
:55,319:

:55,324:
:55,330:
:55,335:
:55,342:
:55,353:
:55,358:

INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

- Decompressed Payload: !! Modify me after submission, if you dare!!
- Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
- Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
- Decompressed Payload: <min><der>sample</der></min>
- Assign free vars
- > CALL SLOT as4-adapter|3.sendMessage(byte[])
- < SLOT CALLED as4-adapter|3.sendMessage(byte[])
- < Rivet finished sucessfully

- > RUN RIVET 3

DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

INFO
INFO
INFO

- Received Receipt: 1457176375341
- RECEIPT
- <?xml version="1.0" encoding="UTF-8"7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
1457176418629491167934">MIIDWTCCAKGgAWIBAgGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwWIFVTEOMAWGALUECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQ
QKEwVmbGFtZTEOMAWGALUE CXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAKGALUEBhMCRVUXDj AMBgNVBAGTBWZSYW11MQ4w
DAYDVQQHEWVmbGFtZTEOMAWGALUE ChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0OSWUMXx19vZ
eZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bak+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLIul6mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8WHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CASEAzekEe
NE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMvlgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgXjji081BPZKzx31L9BpBEKXR41iTGc+Kwe
8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Id="XWSSGID-1457176418629-1389837560">

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-14571764186311171896629">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>1KewfMBIpxbJ2iul9+L1guq5K8MXHGK6q//gdYUv30c=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176418631-166996091">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>vEGrONgv1Cm2ZF4obG3vFgVjXCMLY5B9229JKuKiwK8=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>A5y+jPJf/Xceb9cjtZqdq3kllga7z9tziDbsDIkd+nMhsWvApHVkhYPyyYS34rZUSXiW8V/fIGJ0
uXm30oMW431PicWh5Bs31DsJYzLr+riMi21bAoTAmn4uYz9cIHzS85Gv/nKBnUShO13VN+8pXYwUv
6VDx0OVBd7IjqbYPNWmYnHksxLOCcgAXONsyXToK755caMO71Y8fLyMtmVtoWGMI1q7U4/S9AIqVQO
tF6L7fXxsHK9AprivpybWe2/pU7y9F4gLYvbklVYdf7G8FxoMgaVUVQIrM/aiUYWM8eftOYyEsIn
ThlkwWpjdVz8+j045B0OVF3fLj+5v9AmvVizJA==</ds:SignatureValue>

<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176418630-582358438">

<wsse:Reference URI="#XWSSGID-1457176418629491167934"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-14571764186311171896629">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:13:38.620Z</eb: Timestamp>

<eb:MessageId>FMS-A-20160305-131335.100-0.5492090616187506@fmstest.flame.co.za</eb:Messageld>
<eb:RefToMessageId>b80a41d1-5183-430c-b0eb-01ba3e7a9c65@mindertestbed.org</eb:RefToMessageld>

</eb:MessageInfo>

<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-14571764130301709702529">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>htD2w2j067UvhR/d8XUS50g0CIwbO6TMARCTO] fnQRM=</ds :DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176413032-1985299189">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>hL7/fatmEVy0X7PfDX4D+LShC8X/ZB7n1FMGACeehLI=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>



<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>

</eb:SignalMessage>

</eb:Messaging>

</env:Header>

2016-03-05 13:12:55,371: INFO - ========

2016-03-05 13:12:55,377: DEBUG - Assign free vars

2016-03-05 13:12:55,382: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:12:55,393: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:12:55,400: INFO - < Rivet finished sucessfully

2016-03-05 13:12:55,407: INFO - =---=---=--=--

2016-03-05 13:12:55,415: INFO - > RUN RIVET 4

2016-03-05 13:12:55,421: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:55,428: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:12:55,433: INFO - =-------cceccmmcmcccc e e annann

2016-03-05 13:12:55,438: INFO - Corner4 Received Payloads:

2016-03-05 13:12:55,447: INFO - Data

2016-03-05 13:12:55,455: INFO - originalSender: Cl1

2016-03-05 13:12:55,463: INFO - finalRecipient: C4

2016-03-05 13:12:55,469: INFO - refToMessageId: null

2016-03-05 13:12:55,475: INFO - conversationId: 517116

2016-03-05 13:12:55,481: INFO - messageld: b80a4ldl-5183-430c-bOeb-01ba3e7a9c65@mindertestbed.org
2016-03-05 13:12:55,487: INFO - to: flame-c3

2016-03-05 13:12:55,495: INFO - from: null

2016-03-05 13:12:55,501: INFO - pModeId: null

2016-03-05 13:12:55,508: INFO - custompayload@minder type: application/octet-stream.

2016-03-05 13:12:55,515: INFO - !! Modify me after submission, if you dare!!

2016-03-05 13:12:55,523: INFO - xmlpayload@minder type: application/octet-stream.

2016-03-05 13:12:55,530: INFO - <min><der>sample</der></min>

2016-03-05 13:12:55,536: INFO - =-------cccccmmcmcccecc e cmmanmane

2016-03-05 13:12:55,541: DEBUG - Assign free vars

2016-03-05 13:12:55,547: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:12:55,553: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:12:55,559: INFO - < Rivet finished sucessfully

2016-03-05 13:12:55,566: INFO - =---=---=--=--

2016-03-05 13:12:55,572: INFO - > RUN RIVET 5

2016-03-05 13:12:55,577: DEBUG - > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:12:57,615: DEBUG - < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:12:57,621: INFO - Cornerl backend NOTIFICATION

2016-03-05 13:12:57,627: INFO - Receipt

2016-03-05 13:12:57,632: INFO - b80a4ld1-5183-430c-bOeb-01lba3e7a9c65@mindertestbed.org

2016-03-05 13:12:57,637: INFO - null

2016-03-05 13:12:57,642: INFO - null

2016-03-05 13:12:57,649: DEBUG - Assign free vars

2016-03-05 13:12:57,654: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:12:57,660: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:12:57,667: INFO - < Rivet finished sucessfully

2016-03-05 13:12:57,672: INFO - =---=-====--

2016-03-05 13:12:57,677: INFO - > Send finish message to all wrappers



Test Report - AS4 TA06

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAO06

Test Case: AS4 TA06 _TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID: AS4 TAO06

Target: Payload compression mandatory

Normative [eSENS] "Due to the mandatory use of AS4 compression (see paragraph
Source: below), XML Payloads are exchanged as compressed binary data"
Prescription

Level: Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
Prerequisite: the eSENS profile (One-Way/Push MEP). « Producer submits a Message with
metadata information and XML payload to the SMSH.

Predicate: The SMSH generates an AS4 message with a gzip compressed payload.
Variables:

Tag: Payload, compression



Log
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2016-03-05 13:12
2016-03-05 13:12
2016-03-05 13:12

2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:

2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:

xmlns:
xmlns:
sl2:
wsu:
<eb:
<eb:
<eb:
<eb:
</eb:MessageInfo>
<eb:
<eb:

:59,724:
:59,730:
:59,738:
:59,743:

:59,749:
:59,754:
:59,759:
:59,765:
:59,774:
:59,780:
:59,785:
:59,790:
:59,797:
:59,803:
:59,815:
:59,822:
:59,827:
:59,832:
:59,838:
:59,858:
:59,868:
:59,874:
:59,879:

:59,884:
:59,890:
:59,895:
01,027:
01,033:
01,038:

01,044:
01,049:
03,805:
03,811:
03,825:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
mustUnderstand="true"

Id="XWSSGID-14571764263211967241963">

UserMessage>
MessageInfo>

Timestamp>2016-03-05T11:13:45.851Z</eb: Timestamp>
MessageIld>e37aec53-644c-4dd0-abl8-0eaa39bbe448@mindertestbed.org</eb:Messageld>

PartyInfo>
From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb:

To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>656341</eb:ConversationId>
</eb:CollaborationInfo>
MessageProperties>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

<eb:

Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
'ConversationId">656341</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

'"TA_id">AS4_TA06</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">e37aec53-644c-4dd0-abl8-0eaa39bbe448@mindertestbed.org</eb:Property>
</eb:MessageProperties>

PayloadInfo>

<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name=

Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:13:03,831:
2016-03-05 13:13:03,843:
2016-03-05 13:13:03,849:
2016-03-05 13:13:03,855:

INFO

INFO - AS4 message id: e37aec53-644c-4dd0-abl8-0eaa39bbed448@mindertestbed.org
INFO - CompressionType Property for Custom Payload:
INFO - <?xml version="1.0" encoding="UTF-8"?>



<eb:Property xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
name="CompressionType">application/gzip</eb:Property>

2016-03-05 13:13:03,861: INFO - CompressionType Property for XML Payload:

2016-03-05 13:13:03,866: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Property xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
name="CompressionType">application/gzip</eb:Property>

2016-03-05 13:13:03,986: INFO - =-------ccmccccccmmcmmcemcmaenaan

2016-03-05 13:13:03,991: INFO - Attachments

2016-03-05 13:13:03,999: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:13:04,006: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:13:04,011: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:13:04,016: INFO -

2016-03-05 13:13:04,021: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:13:04,027: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:13:04,032: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:13:04,037: INFO -

2016-03-05 13:13:04,044: INFO - Forward message to the other side: 1457176384043

2016-03-05 13:13:04,049: DEBUG - Assign free vars

2016-03-05 13:13:04,055: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:13:08,393: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:13:08,398: INFO - < Rivet finished sucessfully

2016-03-05 13:13:08,404: INFO - ------=----

2016-03-05 13:13:08,409: INFO - > RUN RIVET 3

2016-03-05 13:13:08,414: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:13:08,419: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:13:08,424: INFO - Received Receipt: 1457176388424

2016-03-05 13:13:08,430: INFO - RECEIPT

2016-03-05 13:13:08,439: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176431668595126645">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:13:51.641Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131347.943-0.7903747755184174@fmstest. flame.co.za</eb:Messageld>
<eb:RefToMessageIld>e37aec53-644c-4dd0-abl8-0eaa39bbe448@mindertestbed.org</eb:RefToMessageIld>
</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-14571764263211967241963">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>2]sGiAXDoVIRnLBcDVWpepOeDObLDZz20e0hN1NOtUeA=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-145717642632313496575">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/64/xmlenc#sha256"/>
<ds:DigestValue>FAUxs5aftFFFn8bpbilZNAzWp4YqoCAFsqm6ViOkZfE=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>

</eb:SignalMessage>

</eb:Messaging>

2016-03-05 13:13:08,444: INFO - ========

2016-03-05 13:13:08,453: DEBUG - Assign free vars

2016-03-05 13:13:08,458: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:13:08,471: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:13:08,477: INFO - < Rivet finished sucessfully

2016-03-05 13:13:08,482: INFO - =---=---=--=--
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08,488:
08,493:
08,507:
08,513:
08,518:
08,524:
08,537:
08,543:
08,548:
08,553:
08,558:
08,563:
08,568:
08,574:
08,580:
08,585:
08,590:
08,596:
08,601:
08,606:
08,612:
08,618:
08,624:
08,629:

08,635:
08,640:
10,693:
10,700:
10,705:
10,710:
10,715:
10,721:
10,727:
10,732:
10,747:
10,756:
10,762:

10,767:

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -

> RUN RIVET 4
- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 656341

messageld: e37aec53-644c-4dd0-abl8-0eaa39bbed448@mindertestbed.org
to: flame-c3

from: null

pModeId: null

custompayload@minder type: application/octet-stream.

!l Modify me after submission, if you dare!!

xmlpayload@minder type: application/octet-stream.
<min><der>sample</der></min>
- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

e37aec53-644c-4dd0-ab18-0eaa39bbed48@mindertesthed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TAO07

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAO7

Test Case: AS4 TAO07 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:

Variables:

Tag:

AS4 TAO7
Payload Compression

[eSENS] "The PartInfo element in the message header that relates to the
compressed message part, must have an Property element with @name
="CompressionType" ... The content type of the compressed attachment must
be "application/gzip""

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile (One-Way/Push MEP). « Producer submits a Message with
metadata information and payload to the SMSH.

In the AS4 message generated by the SMSH, a property element with name
"CompressionType" and value set to "application/gzip" is present.

Payload, compression, compression Type



Log

2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:

Corner3:flame-c3

2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:

2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:

2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:

xmlns:
xmlns:

s12
wsu
<eb
<eb
<eb
<eb

</eb:MessageInfo>

<eb
<eb

12,833:
12,839:
12,847:
12,853:

12,858:
12,863:
12,869:
12,874:
12,885:
12,892:
12,898:
12,905:
12,912:
12,918:
12,927:
12,933:
12,939:
12,945:
12,950:
12,964:
12,970:
12,982:
12,988:

12,993:
12,998:
13,003:
13,694:
13,700:
13,705:

13,710:
13,715:
16,540:
16,546:
16,554:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
:mustUnderstand="true"

:Id="XWSSGID-1457176439045576505783">

:UserMessage>
:MessageInfo>

:Timestamp>2016-03-05T11:13:58.583Z</eb: Timestamp>
:MessageId>3b2f53a8-a940-4840-8680-a29e24f4e090@mindertestbed.org</eb:Messageld>

:PartyInfo>
:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb

:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>860455</eb:ConversationId>
</eb:CollaborationInfo>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

MessageProperties>
Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

</eb:MessageProperties>

<eb

:PayloadInfo>

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
'ConversationId">860455</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

'TA_id">AS4_TA07</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">3b2f53a8-a940-4840-8680-a29e24f4e090@mindertestbed.org</eb:Property>

<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name=

Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:13:16,563:
2016-03-05 13:13:16,569:
2016-03-05 13:13:16,576:
2016-03-05 13:13:16,582:

INFO

INFO - AS4 message id: 3b2f53a8-a940-4840-8680-a29e24f4e090@mindertestbed.org
INFO - CompressionType Property for Custom Payload:
INFO - <?xml version="1.0" encoding="UTF-8"?>



<eb:Property xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
name="CompressionType">application/gzip</eb:Property>

2016-03-05 13:13:16,588: INFO - CompressionType Property for XML Payload:

2016-03-05 13:13:16,594: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Property xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
name="CompressionType">application/gzip</eb:Property>

2016-03-05 13:13:16,647: INFO - -------ccmccccccmmcemcemcmaenaan

2016-03-05 13:13:16,652: INFO - Attachments

2016-03-05 13:13:16,660: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:13:16,665: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:13:16,671: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:13:16,676: INFO -

2016-03-05 13:13:16,681: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:13:16,686: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:13:16,692: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:13:16,697: INFO -

2016-03-05 13:13:16,704: INFO - Forward message to the other side: 1457176396703

2016-03-05 13:13:16,709: DEBUG - Assign free vars

2016-03-05 13:13:16,715: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:13:20,751: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:13:20,756: INFO - < Rivet finished sucessfully

2016-03-05 13:13:20,762: INFO - =---=---=--=--

2016-03-05 13:13:20,767: INFO - > RUN RIVET 3

2016-03-05 13:13:20,772: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:13:20,777: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:13:20,783: INFO - Received Receipt: 1457176400783

2016-03-05 13:13:20,788: INFO - RECEIPT

2016-03-05 13:13:20,803: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176444067-1082218867">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:14:04.058Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131400.623-0.3223577896841229@fms . flame.co.za</eb:MessageId>
<eb:RefToMessageId>3b2f53a8-a940-4840-8680-a29e24f4e090@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176439045576505783">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>4X+oj+wgAWpdcyJR3L40k/7kuPi9Vna2nWjMSupOXLY=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176439046176808951">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>2J0DxUI926eLR2YCO3TVe+1GzOm28LE7Y0q445p4PQo=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>

</eb:SignalMessage>

</eb:Messaging>

2016-03-05 13:13:20,808: INFO - ========

2016-03-05 13:13:20,816: DEBUG - Assign free vars

2016-03-05 13:13:20,821: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:13:20,831: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:13:20,839: INFO - < Rivet finished sucessfully

2016-03-05 13:13:20,847: INFO - =---=--=-=--
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DEBUG
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DEBUG
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DEBUG
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INFO -
INFO -
INFO -

INFO -

> RUN RIVET 4
- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 860455

messageld: 3b2f53a8-a940-4840-8680-a29e24f4e090@mindertesthed.org
to: flame-c3

from: null

pModeId: null

custompayload@minder type: application/octet-stream.

!l Modify me after submission, if you dare!!

xmlpayload@minder type: application/octet-stream.
<min><der>sample</der></min>
- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

3b2f53a8-a940-4840-8680-a29e24f4e090@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TAOS8

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAO8

Test Case: AS4 TA08 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription

Level:

Prerequisite:

Predicate:

Variables:

Tag:

AS4 TAOS8
Payload Compression

[eSENS] "Packaging requirements: *An
PartInfo/PartProperties/Property/@name="MimeType" value is required to
identify the MIME type of the payload before compression was applied."

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile (One-Way/Push MEP). * Producer submits a message to the
SMSH with payload (ex: xml document) and metadata information including a
property element with name "MimeType" and value ("application/xml").

The SMSH generates an AS4 message with the property "MimeType" present
and set to the value specified by the producer ("application/xml").

Payload, compression, Mime Type



Log
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25,116:
25,122:
25,133:
25,138:

25,143:
25,149:
25,154:
25,159:
25,168:
25,174:
25,180:
25,185:
25,192:
25,201:
25,208:
25,214:
25,219:
25,225:
25,230:
25,246:
25,252:
25,258:
25,263:

25,273:
25,279:
25,284:
26,463:
26,469:
26,474:

26,479:
26,484:
30,223:
30,229:
30,243:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO - > Initialize the Adapters

INFO - Call start test on NULLWRAPPER

INFO - Obtain SUT Identifiers from NULLWRAPPER

INFO - Call start test on as4-adapter

INFO - Obtain SUT Identifiers from as4-adapter

INFO - System Under Test: Flame FMS AS4 Server

INFO - System Under Test: Flame FMS AS4 Server

INFO - Call start test on genericAS4Corner4d

INFO - Obtain SUT Identifiers from genericAS4Corner4
INFO - Call start test on genericAS4Cornerl

INFO - Obtain SUT Identifiers from genericAS4Cornerl
INFO - > RUN RIVET ©

DEBUG - Assign free vars

INFO - Corner 2 flame-c2

INFO - Corner 3 flame-c3

INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

INFO - < Rivet finished sucessfully

INFO - ----------

INFO - > RUN RIVET 1

DEBUG - Assign free vars

INFO - > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
INFO - < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
INFO - < Rivet finished sucessfully

INFO - ----==-----

INFO - > RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2=
xmlns:wsu=
xmlns:env=

"http://www.w3.0rg/2003/05/soap-envelope"
"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
"http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-1457176451638-538334993">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:14:11.183Z</eb: Timestamp>

<eb:MessageId>2c8f0dd8-b5d3-4eed-a6d3-d34df75422c6@mindertestbed.org</eb:Messageld>

</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>
<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>

</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>335127</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

name=
name=
name=
name=
name=
name=
name=
name=

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
"ConversationId">335127</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

"TA_id">AS4_TA08</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

"ToPartyld">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

name="MessageId">2c8f0dd8-b5d3-4ee4-a6d3-d34df75422c6@mindertestbed.org</eb:Property>

</eb:Messaging>
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30,252:
30,257:
30,263:
30,268:
30,273:
30,278:
34,377:
34,382:
34,387:

34,392:

INFO - AS4 message id: 2c8f0dd8-b5d3-4eed4-abd3-d34df75422c6@mindertestbed.org
INFO - Mime Type Property for Xml Payload:

INFO - application/xml

DEBUG - Assign free vars

INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

INFO - < Rivet finished sucessfully

INFO - ----------

INFO - > RUN RIVET 3



2016-03-05 13:
2016-03-05 13:
2016-03-05 13:
2016-03-05 13:
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<eb:Messaging

xmlns:S12=
xmlns:wsu=

13:
13:
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13:

34,397:
34,403:
34,409:
34,414:
34,421:

DEBUG
DEBUG
INFO -
INFO -
INFO -

- > Wait For Signal:as4-adapter|3.replyReceived(byte[])
- < Signal Arrived: as4-adapter|3.replyReceived(byte[])
Received Receipt: 1457176414408

RECEIPT

<?xml version="1.0" encoding="UTF-8"7?>

xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

"http://www.w3.0rg/2003/05/soap-envelope"
"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-14571764576901805894383">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:14:17.680Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131414.174-0.6860506979245777@fms . flame.co.za</eb:MessageId>
<eb:RefToMessageId>2c8f0dd8-b5d3-4eed-ab6d3-d34df75422c6@mindertestbed.org</eb:RefToMessageld>

</eb:MessageInfo>

<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176451638-538334993">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>FjHq82MzyUmHyxD9pyeHBPZ70VfOXLWFU1P7hejF3+k=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176451640-1195182372">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/64/xmlenc#sha256"/>
<ds:DigestValue>TZcnLTCgXrVsLBHVG7ZKhTgIU+cFQoZmc2WrXmz1UD8=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
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34,588:
34,594:
36,697:
36,704:
36,709:
36,714:
36,720:
36,725:
36,731:
36,736:
36,742:
36,748:
36,753:

36,758:

DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -

- Assign free vars

> CALL SLOT as4-adapter|3.sendResponse(byte[])

< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4

- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 335127

messageld: 2c8f0dd8-b5d3-4eed-abd3-d34df75422c6@mindertestbed.org

to: flame-c3

from: null

pModeId: null

xmlpayload@minder type: application/octet-stream.

<min><der>sample</der></min>

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

2c8f0dd8-b5d3-4eed-abd3-d34df75422c6@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA09

Overview

Test Group:
Test Assertion:
Test Case:
User:

Date:

System(s) Tested:

Result:

Test Assertion Details

TAID: AS4 TAO09
Target: PartInfo MimeType

Normative
Source:

Generic AS4 test assertions
AS4 TA09

AS4 TA09 TCO1
Muhammet YILDIZ
2016.03.05 13:10:29

1- Flame FMS AS4 Server

Successful J

[eSENS] "Packaging requirements: *An
PartInfo/PartProperties/Property/@name="MimeType" value is required to

identify the MIME type of the payload before compression was applied."

Prescription
Level:

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
Prerequisite: the eSENS profile (One-Way/Push MEP). « The SMSH is simulated to send
an AS4 message without property "MimeType" present to the RMSH.

Predicate: The RMSH sends a synchronous ebMS error response.

Variables:

Tag: Payload, Compression, Mime Type



Log

2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:
2016-03-05 13:13:

Corner3:flame-c3

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13

13
13
13
13
13
13

13
13
13
13
13

RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g

RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g

RIlE3g
RIlE3g
RIlE3g
RIlE3g
RIlE3g

38,812:
38,817:
38,828:
38,834:

38,839:
38,845:
38,850:
38,856:
38,866:
38,873:
38,878:
38,883:
38,890:
38,896:
38,901:
38,908:
38,913:
38,936:
38,942:
38,948:
38,953:

38,958:
38,964:
38,969:
39,928:
39,934:
39,940:

39,945:
39,950:
42,551:
42,557:
42,568:

INFO
INFO

- Start Test
- Initialize test case

DEBUG - Parameters
DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

- > Initialize the Adapters
- Call start test on NULLWRAPPER
- Obtain SUT Identifiers from NULLWRAPPER
- Call start test on as4-adapter
- Obtain SUT Identifiers from as4-adapter
- System Under Test: Flame FMS AS4 Server
- System Under Test: Flame FMS AS4 Server
- Call start test on genericAS4Cornerl
- Obtain SUT Identifiers from genericAS4Cornerl
- > RUN RIVET 0

- Assign free vars
- Corner 2 flame-c2
- Corner 3 flame-c3
- > CALL SLOT NULLWRAPPER.NULLSLOT
- < SLOT CALLED NULLWRAPPER.NULLSLOT
- < Rivet finished sucessfully

- > RUN RIVET 1

DEBUG - Assign free vars

INFO
INFO
INFO
INFO

INFO

- > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
- < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Rivet finished sucessfully

- > RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO
INFO

- C2 AS4 Message
- <?xml version="1.0" encoding="UTF-8"7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:wsu=
xmlns:env=

http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-14571764650401577344834">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:14:24.604Z</eb: Timestamp>

<eb:MessageId>3fb51534-36bf-4338-9232-efefa7lbe5h5@mindertestbed.org</eb:MessageId>

</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>
<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>

</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>628507</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>

<eb:Property name='
<eb:Property name=

name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>

name=
name=
name=
name=
name=
name=
name=
name=

"ConversationId">628507</eb:Property>

Action">ACT_SIMPLE_ONEWAY</eb:Property>

"TA_id">AS4_TA09</eb:Property>

"originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

ToPartyld">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>
"MessageId">3fb51534-36bf-4338-9232-efefa71be5b5@mindertestbed.org</eb:Property>

'MimeType">application/xml</eb:Property>
Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
<eb:Messag

xmlns:sl2=
xmlns:wsu=
xmlns:env=

13:
13:
13:
13:
13:
13:

ing

13:
13:
13:
13:
13:
13:

42,573:
42,578:
42,631:
42,636:
42,641:
42,647:

INFO
INFO
INFO
INFO
INFO
INFO

- AS4 message id: 3fb51534-36bf-4338-9232-efefa7lbe5h5@mindertestbed.org
- Mime Type Property for Xml Payload:

- application/xml

- MIME TYPE REMOVED!

- <?xml version="1.0" encoding="UTF-8"?7>

xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"
"http://www.w3.0rg/2003/05/soap-envelope"

http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

"http://www.w3.0rg/2003/05/soap-envelope"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"



sl2:mustUnderstand="true"

wsu:Id="XWSSGID-14571764650401577344834">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:14:24.604Z</eb: Timestamp>
<eb:MessageId>3fb51534-36bf-4338-9232-efefa7lbe5h5@mindertestbed.org</eb:Messageld>
</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>

</eb:PartyInfo>

<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>

<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>628507</eb:ConversationId>

</eb:CollaborationInfo>

<eb:MessageProperties>

<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">628507</eb:Property>

<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="TA_id">AS4_TA09</eb:Property>

<eb:Property name="originalSender">Cl</eb:Property>

<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>

<eb:Property ToPartyld">flame-c3</eb:Property>

<eb:Property name="finalRecipient">C4</eb:Property>

<eb:Property name="MessageId">3fb51534-36bf-4338-9232-efefa7lbe5h5@mindertestbed.org</eb:Property>
</eb:MessageProperties>

<eb:PayloadInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>

<eb:Property name="Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>

</eb:PartInfo>

</eb:PayloadInfo>

</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:13:42,652: INFO - ========

2016-03-05 13:13:42,697: DEBUG - Assign free vars

2016-03-05 13:13:42,702: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:13:43,276: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:13:43,282: INFO - < Rivet finished sucessfully

2016-03-05 13:13:43,287: INFO - ----------

2016-03-05 13:13:43,292: INFO - > RUN RIVET 3

2016-03-05 13:13:43,297: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:13:43,302: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:13:43,308: INFO - Received Receipt: 1457176423308

2016-03-05 13:13:43,314: INFO - RECEIPT

2016-03-05 13:13:43,323: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:14:26.619Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131426.561-0.7417958747018079@fms . flame.co.za</eb:MessageId>
<eb:RefToMessageId>3fb51534-36bf-4338-9232-efefa7lbe5b5@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>

<eb:Error category="Content"

errorCode="EBMS:0011"

origin="ebMS"

refToMessageInError="3fb51534-36bf-4338-9232-efefa7lbe5h5@mindertestbed.org"

severity="failure"

shortDescription="ExternalPayloadError">

<eb:Description xml:lang="en">Compressed payload has missing MimeType in SOAPBody</eb:Description>
<eb:ErrorDetail>com. flame.shared.exceptions.PackingException: Compressed payload has missing MimeType in SOAPBody
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.decompressionPass(PackageManager.java:2345)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:669)

at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)

at java.util.concurrent.FutureTask.run(FutureTask.java:266)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)

at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)

at java.lang.Thread.run(Thread.java:745)

</eb:ErrorDetail>
</eb:Error>
</eb:SignalMessage>
</eb:Messaging>
2016-03-05 13:13:43,328: INFO - ========
2016-03-05 13:13:43,336: INFO - Error message

2016-03-05 13:13:43,341: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Error xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

category="Content"

errorCode="EBMS:0011"

origin="ebMS"

refToMessageInError="3fb51534-36bf-4338-9232-efefa7lbe5bh5@mindertestbed.org"

severity="failure"

shortDescription="ExternalPayloadError">

<eb:Description xml:lang="en">Compressed payload has missing MimeType in SOAPBody</eb:Description>
<eb:ErrorDetail>com. flame.shared.exceptions.PackingException: Compressed payload has missing MimeType in SOAPBody
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.decompressionPass(PackageManager.java:2345)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:669)

at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)

at java.util.concurrent.FutureTask.run(FutureTask.java:266)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)

at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)




at java.lang.Thread.run(Thread.java:745)

</eb:ErrorDetail>

</eb:Error>
2016-03-05
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2016-03-05
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2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
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13:
13:
13:
13:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

13:

13:
13:
13:
13:
13:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
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43,347:
43,352:
43,362:
43,368:
43,373:

43,379:
43,384:
55,576:
55,583:
55,588:
55,604:
55,610:
55,615:
55,621:
55,626:
55,632:
55,638:
55,643:

55,648:

DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -

- Assign free vars

> CALL SLOT as4-adapter|3.sendResponse(byte[])

< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Error

3fb51534-36bf-4338-9232-efefa7lbe5h5@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA10

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA10

Test Case: AS4 TA10 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:

Variables:

Tag:

AS4 TA10
Payload CharacterSet

[eSENS] "Packaging requirements: *For XML payloads, an
PartInfo/PartProperties/Property/@name="CharacterSet" value is recommended to identify the
character set of the payload before compression was applied. The value of this property MUST
conform to the values defined in section 4.3.3 of [XML10]."

Preferred

* SMSH and RMSH are configured to exchange AS4 messages according to the eSENS profile
(One-Way/Push MEP). ¢ Producer submits a message to the SMSH with xml (UTF-16)
payload and metadata information including payload characterset info.

The SMSH generates an AS4 message with the property "CharacterSet" present and set to the
value "UTF-16".

CharacterSet =
Messaging/UserMessage/PayloadInfo/PartInfo/PartProperties/Property[ @name='CharacterSet]'

Payload, compression, Character Set



Log

2016-03-05
2016-03-05
2016-03-05
2016-03-05

13:13:
13:13:
13:13:
13:13:

Corner3:flame-c3
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2016-03-05
2016-03-05
2016-03-05
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2016-03-05
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2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
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xmlns:env=
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13:13:
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13:13:
13:13:
13:13:
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13:13:
13:13:
13:13:
13:14:
13:14:
13:14:

13:14:
13:14:
13:14:
13:14:
13:14:

57,743:
57,748:
57,759:
57,764:

57,769:
57,775:
57,780:
57,785:
57,798:
57,804:
57,809:
57,815:
57,820:
57,826:
57,832:
57,838:
57,843:
57,849:
57,855:
57,875:
57,881:
57,886:
57,892:

57,897:
57,902:
57,908:
00,193:
00,199:
00,204:

00,209:
00,214:
02,965:
02,971:
02,978:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

"http://www.w3.0rg/2003/05/soap-envelope"
"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
"http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-14571764854571001651804">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:14:44.994Z</eb: Timestamp>

<eb:MessageId>b5b33ea9-c755-4bf3-aadb-62fe24e8bcO3@mindertestbed.org</eb:Messageld>

</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>
<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>

</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>106297</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>

<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property

name=
name=
name=
name=
name=
name=
name=
name=

</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
<eb:Property name="CharacterSet">utf-16</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05

13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:

13:14:

02,988:
02,994:
02,999:
03,005:
03,010:
07,355:
07,360:
07,365:

07,370:

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
"ConversationId">106297</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

"TA_id">AS4_TA10</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

"ToPartyld">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>
name="MessageId">b5b33ea9-c755-4bf3-aadb-62fe24e8bcO3@mindertestbed.org</eb:Property>

INFO - AS4 message id: b5b33ea9-c755-4bf3-aadb-62fe24e8bcO3@mindertestbed.org
INFO - Payload CharSet: utf-16

DEBUG - Assign free vars

INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

INFO
INFO
INFO

INFO

< SLOT CALLED as4-adapter|3.sendMessage(byte[])
< Rivet finished sucessfully

> RUN RIVET 3



2016-03-05 13:14:07,376: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:14:07,381: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:14:07,387: INFO - Received Receipt: 1457176447386

2016-03-05 13:14:07,399: INFO - RECEIPT

2016-03-05 13:14:07,404: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">

<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176490658 -
1796626373">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQQKEWVMbGFtZT
EOMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwNL1owXTELMAKGA1IUEBhMCRVUXDjAMBgNVBAGTBWZ s YW11MQ4wDAYDVQQHEWVM
bGFtZTEOMAWGA1UEChMFZmxhbWUxDjAMBgNVBAS TBWZSsYW11MQ4wDAYDVQQDEWVMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMX19vZeZmkTjWZeGjh
EdQX1iaSUgIRARGSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bdk+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d1yBHoedCU1/7
4efPPuiu7T7Uxfsf3x925cqKg4fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jgKnLIul
6mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8wHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CASEAzekEeNE7qj3aSMKnx
mfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMvlqeadY0Oc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]ji081BPZKzx31L9BpBEKXR4iTGc+Kwe8pyu8dgrzivz
arCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqc
wjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Id="XWSSGID-1457176490658928650113">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176490660-1425308329">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>DI1OVpRrv1tRQHWxI5a4nxMjfPMSSoy9xCoxFeBrkK4=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176490660-329110707">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>qbuNt45JDe5QKKOhm2Q+sYBcQX9i52hx+2E3tIWZcss=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>0X4d1DdFgtxTs1I04Ms2Bs4XvzMteupPMNRYwqferme/KEpPw4bJY+bFMLOPWWTZu54B6GkKNur3
AAUW7MwkOYUEIOd5S8tZqZuBx67/S4I+f5ZM2UHCQRB3LBeph6WqYZ7B1TN7NsX9miJ9bicUwxGY
7D81vU51GhfIAbOOHSsxpn7EBUhiWIDkHdsDFPRtaS9CVZAK86ItFbGMY84YjrMpZU/5+Z15Yr4nY
w05iUJxI0AoehFusd+j3djM+6f+TiPH4DgEcONni05DghfStEbaR527q7xXpoXbaDv6FiuEImO rxG
7tIPsSm20ttcGwRkhhWKOGYcB+95rn5mSJ9vw==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176490660-1257157357">

<wsse:Reference URI="#XWSSGID-1457176490658-1796626373"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176490660-1425308329">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:14:50.650Z</eb: Timestamp>

<eb:MessageId>FMS-A-20160305-131447.374-0.9971887011971065@fmstest. flame.co.za</eb:Messageld>
<eb:RefToMessageId>b5b33ea9-c755-4bf3-aadb-62fe24e8bcO3@mindertestbed.org</eb:RefToMessageld>

</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-14571764854571001051804">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>jusdmWammI78AEcILFCzdJz1bHOXMatWqrWr5c3y9V4=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176485461435656775">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>Wd+s1DqRE5sa+gNxfzTGO9dVBykjcuT7381878elBL8=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>L9PVOkdcQgrSg3n+TUaIzFIDmf6SD+0JZsEg9bF2D9c=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:14:07,410: INFO - == ==
2016-03-05 13:14:07,416: DEBUG - Assign free vars

2016-03-05 13:14:07,421: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])




2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05

13:
13:
13:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

13:

14:
14:
14:

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:

07,432:
07,437:
07,442:

07,448:
07,453:
07,458:
07,464:
07,469:
07,474:
07,479:
07,485:
07,490:
07,495:
07,500:
07,506:
07,511:
07,516:
07,529:
07,534:
07,539:
07,545:
07,550:
07,557:
07,563:
07,568:

07,577:
07,582:
09,595:
09,601:
09,607:
09,612:
09,617:
09,623:
09,629:
09,634:
09,640:
09,646:
09,651:

09,656:

INFO -
INFO -
INFO -

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -

< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4

- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 106297

messageld: b5b33ea9-c755-4bf3-aadb-62fe24e8bcO3@mindertestbed.org

to: flame-c3

from: null

pModeId: null

xmlpayload@minder type: application/octet-stream.

@f<min><der>sample</der></min>

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

b5b33ea9-c755-4bf3-aadb-62fe24e8bcO3@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA1l1

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAll

Test Case: AS4 TA1l TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:

Variables:

Tag:

AS4 TAll
PartInfo CharacterSet

[eSENS] "Packaging requirements: *For XML payloads, an
PartInfo/PartProperties/Property/@name="CharacterSet" value is
recommended to identify the character set of the payload before compression
was applied. The value of this property MUST conform to the values defined
in section 4.3.3 of [XML10]."

Preferred

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile (One-Way/Push MEP). * Producer submits a message to the
SMSH with xml (UTF-8) payload and metadata information including payload
characterset info.

The SMSH generates an AS4 message with the property "CharacterSet"
present and set to the value "UTF-8".

Payload, Compression, Character Set



Log

2016-03-05
2016-03-05
2016-03-05
2016-03-05

13:14:
13:14:
13:14:
13:14:

Corner3:flame-c3

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

xmlns:sl2=
xmlns:wsu=
xmlns:env=

13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:

13:14:
13:14:
13:14:
13:14:
13:14:
13:14:

13:14:
13:14:
13:14:
13:14:
13:14:

11,700:
11,705:
11,718:
11,723:

11,729:
11,734:
11,739:
11,745:
11,754:
11,760:
11,765:
11,770:
11,777:
11,783:
11,790:
11,802:
11,807:
11,813:
11,818:
11,847:
11,852:
11,857:
11,863:

11,868:
11,873:
11,878:
12,514:
12,519:
12,524:

12,529:
12,535:
15,202:
15,208:
15,220:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

"http://www.w3.0rg/2003/05/soap-envelope"
"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
"http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-1457176497673-914249200">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:14:57.260Z</eb: Timestamp>

<eb:MessageId>b9b75c3d-fcl0-4e80-bbe7-f93c32da85a6@mindertestbed.org</eb:Messageld>

</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>
<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>

</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>275311</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>

<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property
<eb:Property

name=
name=
name=
name=
name=
name=
name=
name=

</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
<eb:Property name="CharacterSet">utf-8</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05

13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:
13:14:

13:14:

15,226:
15,231:
15,239:
15,244:
15,249:
19,611:
19,617:
19,622:

19,627:

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
"ConversationId">275311</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

"TA_id">AS4_TAll</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

"ToPartyld">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>
name="MessageId">b9b75c3d-fc10-4e80-bbe7-f93c32da85a6@mindertestbed.org</eb:Property>

INFO - AS4 message id: b9b75c3d-fcl0-4e80-bbe7-f93c32da85a6@mindertestbed.org
INFO - Payload CharSet: utf-8

DEBUG - Assign free vars

INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

INFO
INFO
INFO

INFO

< SLOT CALLED as4-adapter|3.sendMessage(byte[])
< Rivet finished sucessfully

> RUN RIVET 3



2016-03-05 13:14:19,632: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:14:19,637: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:14:19,643: INFO - Received Receipt: 1457176459643

2016-03-05 13:14:19,653: INFO - RECEIPT

2016-03-05 13:14:19,659: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">

<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176502919-
1366025172">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQQKEWVMbGFtZT
EOMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwNL1owXTELMAKGA1IUEBhMCRVUXDjAMBgNVBAGTBWZ s YW11MQ4wDAYDVQQHEWVM
bGFtZTEOMAWGA1UEChMFZmxhbWUxDjAMBgNVBAS TBWZSsYW11MQ4wDAYDVQQDEWVMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMX19vZeZmkTjWZeGjh
EdQX1iaSUgIRARGSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bdk+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d1yBHoedCU1/7
4efPPuiu7T7Uxfsf3x925cqKg4fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jgKnLIul
6mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8wHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CASEAzekEeNE7qj3aSMKnx
mfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMvlqeadY0Oc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]ji081BPZKzx31L9BpBEKXR4iTGc+Kwe8pyu8dgrzivz
arCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqc
wjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Id="XWSSGID-1457176502919266645961">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-14571765029231132613027">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>rSpXPcYOIObK7KrE4hQnfvjUr7+wkQphmIN48D8fy4U=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-14571765029231269800766">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>060tENKVEpeiH6FeiTgMhbyHGFxqbhxyYWUr6u+/q58=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>RiUzNNg2deoV4Uu0Xb6HMhgizmKtyb9adOkTYW+50960hEhHWrwc506NHOL j XaR4MSWv1z09pQAW
p8T8G4SQIMrGGGsAbf1211i/WdoKZDOYpKBI1Z1VI90DBtlocv1zF+9KAbN+/GXYEDV7XfyYuCD7L
xc4wlfD87pvMrqL/GrreCnrifkFCt30ZCTcoXHdfu/LVIP8t/0jRkYudowzYcg5F+9jtQfIKuoN4
9S/9gHLalID3kAPcOULyqX9/S3EB4F9CrV3BnK+kgBob0008RSaosyudR9rmz8zJCfRgd8XYODTc

gqNcbcXnmHmyW3bBwksL7ICTymp9SHS jPuQodSA==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176502922-631955765">

<wsse:Reference URI="#XWSSGID-14571765602919-1366025172"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-14571765029231132613027">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:15:02.910Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131459.608-0.42811433965448675@fmstest.flame.co.za</eb:Messageld>
<eb:RefToMessageId>b9b75c3d-fcl0-4e80-bbe7-f93c32da85a6@mindertestbed.org</eb:RefToMessageld>

</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176497673-914249200">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>5CgaAnzAywcVz76G7QfHpwsEcDWgUe+EjGlYuYKcF/Q=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176497675130269488">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>39ExGaQXU5g0P2vkLcOqg5ZuvIHR2sYvGkfs7sp6g5g=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:14:19,664: INFO - == ==
2016-03-05 13:14:19,671: DEBUG - Assign free vars

2016-03-05 13:14:19,676: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])




2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05

13:
13:
13:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

13:

14:
14:
14:

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:

19,687:
19,693:
19,698:

19,704:
19,709:
19,714:
19,720:
19,725:
19,730:
19,735:
19,750:
19,755:
19,760:
19,766:
19,771:
19,776:
19,781:
19,789:
19,794:
19,800:
19,805:
19,810:
19,816:
19,822:
19,827:

19,832:
19,838:
21,925:
21,931:
21,936:
21,941:
21,947:
21,952:
21,958:
21,963:
21,969:
21,975:
21,980:

21,985:

INFO -
INFO -
INFO -

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -

< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4

- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 275311

messageld: b9b75c3d-fcl0-4e80-bbe7-f93c32da85a6@mindertestbed.org

to: flame-c3

from: null

pModeId: null

xmlpayload@minder type: application/octet-stream.

<min><der>sample</der></min>

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

b9b75c3d-fcl0-4e80-bbe7-f93c32da85a6@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA12

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAI12

Test Case: AS4 TA12 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:
Variables:

Tag:

AS4 TA12
Payload Compression

[eSENS] "Packaging requirements: *For XML payloads, an
PartInfo/PartProperties/Property/@name="CharacterSet" value is
recommended to identify the character set of the payload before compression
was applied. The value of this property MUST conform to the values defined
in section 4.3.3 of [XML10]." And "https://issues.oasis-
open.org/browse/EBXMLMSG-87" And "https://issues.oasis-
open.org/browse/EBXMLMSG-88"

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile (One-Way/Push MEP). « SMSH is simulated to send an AS4
message with property element "CharacterSet" set to value not conform to
section 4.3.3 of [XML10] (example: "!utf*"). « The SMSH sends the AS4
message to the RMSH.

The RMSH returns a synchronous ebMS error message.

Payload, compression, Character Set



Log

2016-03-05 13:14:24,051:
2016-03-05 13:14:24,056:
2016-03-05 13:14:24,066:
2016-03-05 13:14:24,072:
Corner3:flame-c3

2016-03-05 13:14:24,077:
2016-03-05 13:14:24,083:
2016-03-05 13:14:24,088:
2016-03-05 13:14:24,094:
2016-03-05 13:14:24,104:
2016-03-05 13:14:24,111:
2016-03-05 13:14:24,116:
2016-03-05 13:14:24,122:
2016-03-05 13:14:24,128:
2016-03-05 13:14:24,134:
2016-03-05 13:14:24,140:
2016-03-05 13:14:24,146:
2016-03-05 13:14:24,152:
2016-03-05 13:14:24,177:
2016-03-05 13:14:24,183:
2016-03-05 13:14:24,188:
2016-03-05 13:14:24,194:

2016-03-05 13:14:24,199:
2016-03-05 13:14:24,204:
2016-03-05 13:14:24,209:
2016-03-05 13:14:24,883:
2016-03-05 13:14:24,893:
2016-03-05 13:14:24,898:

2016-03-05 13:14:24,904:
2016-03-05 13:14:24,909:
2016-03-05 13:14:27,456:
2016-03-05 13:14:27,462:
2016-03-05 13:14:27,475:

INFO
INFO

- Start Test
- Initialize test case

DEBUG - Parameters
DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

- > Initialize the Adapters
- Call start test on NULLWRAPPER
- Obtain SUT Identifiers from NULLWRAPPER
- Call start test on as4-adapter
- Obtain SUT Identifiers from as4-adapter
- System Under Test: Flame FMS AS4 Server
- System Under Test: Flame FMS AS4 Server
- Call start test on genericAS4Cornerl
- Obtain SUT Identifiers from genericAS4Cornerl
- > RUN RIVET 0

- Assign free vars
- Corner 2 flame-c2
- Corner 3 flame-c3
- > CALL SLOT NULLWRAPPER.NULLSLOT
- < SLOT CALLED NULLWRAPPER.NULLSLOT
- < Rivet finished sucessfully

- > RUN RIVET 1

DEBUG - Assign free vars

INFO
INFO
INFO
INFO

INFO

- > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
- < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Rivet finished sucessfully

- > RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO
INFO

- C2 AS4 Message
- <?xml version="1.0" encoding="UTF-8"7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:wsu=
xmlns:env=

http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
http://www.w3.0rg/2003/05/soap-envelope"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-14571765099592125758850">

<eb:UserMessage>
<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:15:09.553Z</eb: Timestamp>
<eb:MessageId>5d8572d6-0c6a-4c4e-aa%e-fa2l970abe6ba@mindertestbed.org</eb:Messageld>

</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>
<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>677674</eb:ConversationId>

</eb:CollaborationInfo>
<eb:MessageProperties>

<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>

<eb:Property name='

'ConversationId">677674</eb:Property>

<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="TA_id">AS4_TAl2</eb:Property>
<eb:Property name="originalSender">Cl</eb:Property>

<eb:Property name='

'Service">SRV_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="ToPartyId">flame-c3</eb:Property>

<eb:Property name=

finalRecipient">C4</eb:Property>

<eb:Property name="MessageId">5d8572d6-0c6a-4c4e-aa9e-fa2l970abe6a@mindertestbed.org</eb:Property>

</eb:MessageProperties>
<eb:PayloadInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>
<eb:Property name='
<eb:Property name=

'MimeType">application/xml</eb:Property>
Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
<eb:Property name="CharacterSet">utf-8</eb:Property>

</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:14:27,480:
2016-03-05 13:14:27,486:
2016-03-05 13:14:27,519:
2016-03-05 13:14:27,524:
2016-03-05 13:14:27,530:

- AS4 message id: 5d8572d6-0c6a-4cde-aa9e-fa21970abeba@mindertestbed.org
- Payload CharSet: utf-8

- AS4Message After Character Set Modification

- <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">

<eb:Messaging xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"



sl2:mustUnderstand="true"

wsu:Id="XWSSGID-14571765099592125758850">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:15:09.553Z</eb: Timestamp>
<eb:MessageId>5d8572d6-0c6a-4cde-aa%e-fa2l970abe6a@mindertestbed.org</eb:Messageld>

</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>

<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>

</eb:PartyInfo>

<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>

<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>

<eb:ConversationId>677674</eb:ConversationId>

</eb:CollaborationInfo>

<eb:MessageProperties>

<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">677674</eb:Property>

<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="TA_id">AS4_TAl2</eb:Property>

<eb:Property name="originalSender">Cl</eb:Property>

<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>

<eb:Property ToPartyld">flame-c3</eb:Property>

<eb:Property name="finalRecipient">C4</eb:Property>

<eb:Property name="MessageId">5d8572d6-0c6a-4c4e-aa9e-fa2l970abe6a@mindertestbed.org</eb:Property>
</eb:MessageProperties>

<eb:PayloadInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name="Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

<eb:Property name="CharacterSet">!utf*</eb:Property>

</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:14:27,535: ==
2016-03-05 13:14:27,565: DEBUG - Assign free vars

2016-03-05 13:14:27,571: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:14:28,160: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:14:28,166: INFO - < Rivet finished sucessfully

2016-03-05 13:14:28,172: INFO - ----------

2016-03-05 13:14:28,177: INFO - > RUN RIVET 3

2016-03-05 13:14:28,182: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:14:28,187: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:14:28,193: INFO - Received Receipt: 1457176468193

2016-03-05 13:14:28,200: INFO - RECEIPT

2016-03-05 13:14:28,206: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:15:11.494Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131511.439-0.9727363177522597@fms . flame. co.za</eb:MessageId>
<eb:RefToMessageId>5d8572d6-0c6a-4cde-aa%e-fa21970abe6ba@mindertestbed.org</eb:RefToMessageIld>
</eb:MessageInfo>

<eb:Error category="Content"

errorCode="EBMS:0001"

origin="ebMS"

refToMessageInError="5d8572d6-0c6a-4c4e-aa9e-fa21970abe6a@mindertestbed.org"

severity="failure"

shortDescription="ValueNotRecognized">

<eb:Description xml:lang="en">Payload has invalid CharacterSet '!utf*' in SOAPBody</eb:Description>
<eb:ErrorDetail>com. flame.shared.exceptions.PackingException: Payload has invalid CharacterSet '!utf*' in SOAPBody
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.decompressionPass (PackageManager.java:2349)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:669)

at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)

at java.util.concurrent.FutureTask.run(FutureTask.java:266)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)

at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)

at java.lang.Thread.run(Thread.java:745)

</eb:ErrorDetail>
</eb:Error>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:14:28,216: INFO - ========
2016-03-05 13:14:28,222: INFO - Error message

2016-03-05 13:14:28,227: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Error xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

category="Content"

errorCode="EBMS:0001"

origin="ebMS"

refToMessageInError="5d8572d6-0c6a-4c4e-aade-fa21970abe6a@mindertestbed.org"

severity="failure"

shortDescription="ValueNotRecognized">

<eb:Description xml:lang="en">Payload has invalid CharacterSet '!utf*' in SOAPBody</eb:Description>
<eb:ErrorDetail>com. flame.shared.exceptions.PackingException: Payload has invalid CharacterSet '!utf*' in SOAPBody
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.decompressionPass(PackageManager.java:2349)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:669)




at java.util.
at java.util.
at java.util.
at java.util.
at java.lang.

</eb:ErrorDetail>
</eb:Error>
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concurrent.Executors$RunnableAdapter.call(Executors.java:511)
concurrent.FutureTask.run(FutureTask.java:266)
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DEBUG - Assign free vars

INFO
INFO
INFO
INFO

INFO

DEBUG
DEBUG

INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> CALL SLOT as4-adapter|3.sendResponse(byte[])
< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Error

5d8572d6-0c6a-4cde-aade-fa21970abeba@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA13

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA13

Test Case: AS4 TA13 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:

Variables:

Tag:

AS4 TA13
Message Compression

[eSENS] "In case of error during decompression, the following error MUST be
used: Code = EBMS:0303, Short Description = DecompressionFailure,
Severity = Failure, Category = Communication. " "Error Handling For the error
handling this profile specifies that errors must be reported and transmitted
synchronously to the Sender and should be reported to the Consumer. *The
parameter PMode[1].ErrorHandling.Report. AsResponse must be set to the
value true."

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile (One-Way/Push MEP). « SMSH is simulated to send an AS4
User Message with compressed but damaged payloads. « The SMSH sends the
AS4 User Message to the RMSH.

The RMSH sends back a synchronous error response with error code "Code =
EBMS:0303 Short Description = DecompressionFailure Severity = Failure
Category = Communication

Payload Compression, error handling



Log

2016-03-05 13:14:42,729: INFO - Start Test

2016-03-05 13:14:42,735: INFO - Initialize test case

2016-03-05 13:14:42,746: DEBUG - Parameters

2016-03-05 13:14:42,752: DEBUG - Corner2:flame-c2

Corner3:flame-c3

2016-03-05 13:14:42,757: INFO - > Initialize the Adapters

2016-03-05 13:14:42,763: INFO - Call start test on NULLWRAPPER
2016-03-05 13:14:42,768: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:14:42,773: INFO - Call start test on as4-adapter
2016-03-05 13:14:42,783: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:14:42,790: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:14:42,795: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:14:42,801: INFO - Call start test on genericAS4Cornerl
2016-03-05 13:14:42,813: INFO - Obtain SUT Identifiers from genericAS4Cornerl
2016-03-05 13:14:42,818: INFO - > RUN RIVET 0

2016-03-05 13:14:42,823: DEBUG - Assign free vars

2016-03-05 13:14:42,829: INFO - Corner 2 flame-c2

2016-03-05 13:14:42,834: INFO - Corner 3 flame-c3

2016-03-05 13:14:42,854: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:14:42,860: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:14:42,866: INFO - < Rivet finished sucessfully

2016-03-05 13:14:42,871: INFO - ----------

2016-03-05 13:14:42,877: INFO - > RUN RIVET 1

2016-03-05 13:14:42,882: DEBUG - Assign free vars

2016-03-05 13:14:42,888: INFO - > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:14:43,576: INFO - < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:14:43,582: INFO - < Rivet finished sucessfully

2016-03-05 13:14:43,587: INFO - ----------

2016-03-05 13:14:43,592: INFO - > RUN RIVET 2

2016-03-05 13:14:43,598: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:14:46,153: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:14:46,158: INFO - C2 AS4 Message

2016-03-05 13:14:46,173: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-1457176528642-781551004">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:15:28.237Z</eb: Timestamp>
<eb:MessageId>d5bad27e-4d65-423e-9cc7-dee2787485d5@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>

</eb:PartyInfo>

<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>

<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>

<eb:ConversationId>941875</eb:ConversationId>

</eb:CollaborationInfo>

<eb:MessageProperties>

<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">941875</eb:Property>

<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="TA_id">AS4_13</eb:Property>

<eb:Property name="originalSender">Cl</eb:Property>

<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="ToPartyId">flame-c3</eb:Property>

<eb:Property name="finalRecipient">C4</eb:Property>

<eb:Property name="MessageId">d5bad27e-4d65-423e-9cc7-dee2787485d5@mindertestbed.org</eb:Property>
</eb:MessageProperties>

<eb:PayloadInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name="Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>

</eb:PartInfo>

</eb:PayloadInfo>

</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:14:46,178: INFO - C2 AS4 Security Header

2016-03-05 13:14:46,184: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176528525-

1774103854">MIIDazCCAL0gAWIBAgIEEZBnRzANBgkqhkiG9wOBAQs FADBmMQ8wDQYDVQQGEWZmbGFtZTIxDzANBgNVBAgTBmMZsYW11MjEPMAOGALUEBXMGZmxhbWUyMQ8wDQYDVQQKEwW




ZmbGFtZTIXxDzANBgNVBASTBmZsYW11MjEPMAOGA1UEAXMGZmxhbWUyMB4XDTE1MDgwOTEXxMzUyN1oXDTE2MDgwODExMzUyNlowZj EPMA@GALUEBhMGZmxhbWUyMQ8wDQYDVQQIEwWZmbGFt
ZTIxDzANBgNVBACTBmMZSYW11MjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEWZmbGFtZTIXxDzANBgNVBAMTBMZSYW11MjCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIGNSq
0CqGCOWX51Yp+j j dW/km27tWX0t6rTscqVIwxSbX9qKORA9+aUHHzabO5VXIMIHNKHPgBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDwOqII0g5FgQNK7LIKzBARuAmy f1P18CV2sg6Cg0h
sRvfnDLzPupND/giSbhdwkRxHCSaxktolCGLSj2RLafuwla8kad0bgQdfOBKfVzUpJsB8EqnbwNQdQZQx19BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLrOcF0909n1F9C
utXdpJyKVIKEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAWEAAaMhMB8WHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAGGCSqGSIh3DQEBCWUAA4IBAQBs1ujVdA/E
9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCIXKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I430zCXA2yR1FvchGLXA4Ht055s1zFNEc43WilPx3E9F6
yFBsLqfS+WpqRA8yucR3PSfraalL9Yq/gKah5u3mb+fP/r9ay0AjAxkZql0T5T281zQ7Wn8tejzpirk12qjwjMQoFTuSW11SUL1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54cF14/yXkgjT
TqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176528777-190608228">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-1457176528525-1774103854"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>TdJch0Qo2i/X0OuFm/671319PZsHgsAVwZv1d7deP2LZgTS1IBk7LNCLMES jEvA6gMqCiCGd8DOtV
dY6VpsnZ9Ki+4ibmImdX1CBXnptLIHdKgTtyel+828G1i207vWjStFh908tT00ID2kXCZK5I0] fW
31j1mgtreC42aqSIcgZgAlZG/YReL/HIVilhJ4d8YxteKR83bvpMBSPd/EdJ+NeTQRwKsJgjAw3H
pel/7jdoCZ+bSPV2tKwEEowGzQjS8PxSPInqkqWQ8Pkx+LwRclAfj03ENet7 fJuK2VXnaB7FyQ8y

XP811QmlwNh5HOGMFEOIpEVWBFx8np52k6laww==</xenc:CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-14571765288401768039433"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-14571765288401768039433"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
1457176528521113334771">MIIDWTCCAKGgAWIBAgGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwWIFVTEOMAWGALUECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQ
QKEwVmbGFtZTEOMAWGALUE CXMFZmxhbWUxDjAMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwNL1owXTELMAKGALUEBhMCRVUXDj AMBgNVBAGTBWZ S YW11MQ4w
DAYDVQQHEWVmbGFtZTEOMAWGALUE ChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwWVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0OSWUMXx19vZ
eZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bak+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLIul6mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8WHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CASEAzekEe
NE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMv1lgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgXjji081BPZKzx31L9BpBEKXR41iTGc+Kwe
8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-1457176528517-17104296">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176528642-781551004">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>Vf0GapXiidDikKowXznU6qZQZVq60CRI6y1RdZ4wKmo=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-14571765286441005031131">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>CkqaP1ZLXszbc21CeR7wGQpadjtCISN8KWIzMTQITgU=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>Y9lrdBFH4acSCmq/06iXUVXxISwkBOarPv0zq30CR+0DdS0QfDZ683mZh/vV5vhYwlm+3ze0dcXP
0eAjb9AGeixg4KyojMsWGO/rMOKOdQIWWsw+b6Gs08gHpTcFwTeQoMWrPuSm+u36Eal7 f4qqzP/G
oP4vDeOKbCcuHtXInTgat+bV1YFAaLntpMjhGhApImnDNzBNlgaFJyk0+aKKPf1l+yfRQbs/VDnWr
wCc2dH90EQrFhpi5ER1sL40DaAm2qS9btEt1+krd7NStC7XLspALiriHGW8c9tauOh5AQVIyyBpb

yxm4dSzIXn59jvy6UEA2xGEmWkB32MJoN4Ww8g==</ds : SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176528622510212581">

<wsse:Reference URI="#XWSSGID-1457176528521113334771"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

2016-03-05 13:14:46,190: INFO - =--------cmccccccmmcmmcemcaemaan

2016-03-05 13:14:46,196: INFO - AS4 message id: d5bad27e-4d65-423e-9cc7-dee2787485d5@mindertestbed.org

2016-03-05 13:14:46,247: INFO - Attachments

2016-03-05 13:14:46,252: INFO - -------cccccccccmmcem e

2016-03-05 13:14:46,261: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip

2016-03-05 13:14:46,266: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:14:46,271: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:14:46,278: INFO - DAMAGED data (HEX):648B0800000000000000B3C9CDCCB3B349A72DB22B4E6B2D038BB5D1073A6DF441C2007E6CD378AE00D300
2016-03-05 13:14:46,283: INFO -

2016-03-05 13:14:46,289: INFO - --------ccccccccmmcmmcmmcmaemaan



2016-03-05 13:14:46,337: DEBUG - Assign free vars

2016-03-05 13:14:46,342: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:14:47,263: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:14:47,269: INFO - < Rivet finished sucessfully

2016-03-05 13:14:47,274: INFO - ----------

2016-03-05 13:14:47,279: INFO - > RUN RIVET 3

2016-03-05 13:14:47,284: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:14:47,289: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:14:47,295: INFO - Received Receipt: 1457176487295

2016-03-05 13:14:47,301: INFO - RECEIPT

2016-03-05 13:14:47,308: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:15:30.603Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131530.379-0.8713188859729579@fms . flame. co.za</eb:MessageId>
<eb:RefToMessageId>d5bad27e-4d65-423e-9cc7-dee2787485d5@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>

<eb:Error category="Communication"

errorCode="EBMS:0303"

origin="ebMS"

refToMessageInError="d5bad27e-4d65-423e-9cc7-dee2787485d5@mindertestbed.org"

severity="failure"

shortDescription="DecompressionFailure">

<eb:Description xml:lang="en">java.util.zip.ZipException: Not in GZIP format</eb:Description>
<eb:ErrorDetail>com. flame.shared.exceptions.PackingException: java.util.zip.ZipException: Not in GZIP format
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.decompressionPass(PackageManager.java:2387)

at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:669)

at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)

at java.util.concurrent.FutureTask.run(FutureTask.java:266)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)

at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)

at java.lang.Thread.run(Thread.java:745)

</eb:ErrorDetail>
</eb:Error>
</eb:SignalMessage>
</eb:Messaging>
2016-03-05 13:14:47,313:
2016-03-05 13:14:47,319: INFO - Found Error Element. Now check the fields.
2016-03-05 13:14:47,326: DEBUG - Assign free vars

2016-03-05 13:14:47,332: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:14:47,344: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:14:47,350: INFO - < Rivet finished sucessfully

2016-03-05 13:14:47,355: INFO - ----------

2016-03-05 13:14:47,361: INFO - > RUN RIVET 4

2016-03-05 13:14:47,366: DEBUG - > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:14:59,573: DEBUG - < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:14:59,579: INFO - Cornerl backend NOTIFICATION

2016-03-05 13:14:59,584: INFO - Error

2016-03-05 13:14:59,589: INFO - d5bad27e-4d65-423e-9cc7-dee2787485d5@mindertestbed.org

2016-03-05 13:14:59,595: INFO - null

2016-03-05 13:14:59,600: INFO - null

2016-03-05 13:14:59,606: DEBUG - Assign free vars

2016-03-05 13:14:59,611: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:14:59,618: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:14:59,624: INFO - < Rivet finished sucessfully

2016-03-05 13:14:59,629: INFO - =---=---=--=--

2016-03-05 13:14:59,634: INFO - > Send finish message to all wrappers



Test Report - AS4 TA14

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA14

Test Case: AS4 TA14 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:

Variables:

Tag:

AS4 TA14
Message Compression

[eSENS] "In case of error during decompression, the following error MUST be
used: Code = EBMS:0303, Short Description = DecompressionFailure,
Severity = Failure, Category = Communication. " "Error Handling For the error
handling this profile specifies that errors must be reported and transmitted
synchronously to the Sender and should be reported to the Consumer. *The
parameter PMode[1].ErrorHandling.Report. AsResponse must be set to the
value true. *The parameter
PMode[1].ErrorHandling.Report.ProcessErrorNotifyConsumer should be set to
the value true. "

Preferred
* AS4 TA13. « The User Message is bound to a PMode with parameter

PMode[1].ErrorHandling.Report.ProcessErrorNotifyConsumer: set to true.

The RMSH sends back a synchronous error response (with error code "Code =
EBMS:0303, Short Description = DecompressionFailure, Severity = Failure,
Category = Communication") and the RMSH sends an error notification to the
consumer of the message.

Payload Compression error



Log

2016-03-05 13:15:01,728: INFO - Start Test

2016-03-05 13:15:01,734: INFO - Initialize test case

2016-03-05 13:15:01,742: DEBUG - Parameters

2016-03-05 13:15:01,747: DEBUG - Corner2:flame-c2

Corner3:flame-c3

2016-03-05 13:15:01,753: INFO - > Initialize the Adapters

2016-03-05 13:15:01,758: INFO - Call start test on NULLWRAPPER
2016-03-05 13:15:01,764: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:15:01,769: INFO - Call start test on as4-adapter
2016-03-05 13:15:01,780: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:15:01,786: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:15:01,792: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:15:01,797: INFO - Call start test on genericAS4Corner4
2016-03-05 13:15:01,803: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:15:01,810: INFO - Call start test on genericAS4Cornerl
2016-03-05 13:15:01,816: INFO - Obtain SUT Identifiers from genericAS4Cornerl
2016-03-05 13:15:01,822: INFO - > RUN RIVET ©

2016-03-05 13:15:01,828: DEBUG - Assign free vars

2016-03-05 13:15:01,834: INFO - Corner 2 flame-c2

2016-03-05 13:15:01,839: INFO - Corner 3 flame-c3

2016-03-05 13:15:01,856: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:15:01,862: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:15:01,868: INFO - < Rivet finished sucessfully

2016-03-05 13:15:01,873: INFO - ----------

2016-03-065 13:15:01,879: INFO - > RUN RIVET 1

2016-03-05 13:15:01,884: DEBUG - Assign free vars

2016-03-05 13:15:01,890: INFO - > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:15:02,570: INFO - < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:15:02,576: INFO - < Rivet finished sucessfully

2016-03-05 13:15:02,581: INFO - ---=-------

2016-03-05 13:15:02,586: INFO - > RUN RIVET 2

2016-03-05 13:15:02,592: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:15:05,125: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:15:05,131: INFO - C2 AS4 Message

2016-03-05 13:15:05,139: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-1457176547658-1181599540">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:15:47.240Z</eb: Timestamp>
<eb:MessageId>8feed884-542c-4cac-882a-def46db3e869@mindertestbed.org</eb:Messageld>
</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>

</eb:PartyInfo>

<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>

<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>

<eb:ConversationId>415800</eb:ConversationId>

</eb:CollaborationInfo>

<eb:MessageProperties>

<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">415800</eb:Property>

<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="TA_id">AS4_13</eb:Property>

<eb:Property name="originalSender">Cl</eb:Property>

<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="ToPartyId">flame-c3</eb:Property>

<eb:Property name="finalRecipient">C4</eb:Property>

<eb:Property name="Messageld">8feed884-542c-4cac-882a-def46db3e869@mindertestbed.org</eb:Property>
</eb:MessageProperties>

<eb:PayloadInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name="Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>

</eb:PartInfo>

</eb:PayloadInfo>

</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:15:05,144: INFO - C2 AS4 Security Header

2016-03-05 13:15:05,150: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"




wsu:Id="XWSSGID-1457176547540-
131131447">MIIDazCCAL0gAwIBAgIEEzBnRzANBgkqhkiGO9wOBAQsFADBmMMQ8wDQYDVQQGEWZmbGFtZTIXxDzANBgNVBAGTBMZSsYW11MjEPMAOGALUEBXMGZmxhbWUyMQ8wDQYDVQQKEWZ
mbGFtZTIxDzANBgNVBASTBmZsYW11MjEPMAOGALUEAXMGZmxhbWUyMB4XDTE1MDgwOTEXMzUyN1oXDTE2MDgwODEXxMzUyN1lowZjEPMAOGA1UEBhMGZmxhbWUyMQ8wDQYDVQQIEWZmhGFtZ
TIxDzANBgNVBACTBmMZsYW11MjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIXxDzANBgNVBAMTBmMZSYW11MjCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIGNSqo
CqGCOWX51Yp+j jdW/km27tWX0t6rTscqV9wxSbX9gKOR49+aUHHZzabO5VXIMIHNKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDwOqII0g5FgQNK7LIKzB4RuAmy f1P18CV2sg6Cg0hs
RvfnDLzPupND/giSbhdwkRxHCSaxktolCGLSj2RLafuwla8kad0bgQdfOBKfVzUpJsB8EqnbwNQdQZQx19BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLrOcF0909n1F9Cu
tXdpJyKVIKE05imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAWEAAaMhMB8WHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAGGCSqGSIb3DQEBCWUAA4IBAQBs1ujVdA/E9
EAUpV7co8tFQjsWrkKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCOXKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I430zCXA2yR1FvchGLXA4Hto55s1zFNEc43WiLPx3E9F6y
FBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZql0T5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUL1Rc14yyQTI1QilzVREK3alY5vaTwvjP54cF14/yXkgjTT
qX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-14571765477991761319001">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-1457176547540-131131447"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>

<xenc: CipherValue>HPrg2BibFcgZPMuuv68C2EKnL/x6/2F rwymPzB1/IB4PxF8YhH7MpGs180qsTp/jNcMz1ljdqcI37
nLBxRKtWuh6vRb3vX0oG1lPrLN62zj44jSMSTiFLH74d9uF/aPg99S+EreCNGeyWET7GLUHNX6T/9yP
Ah6Y/2ZQ6I+0Xh+s0SrAKguMPDJ+gsj8bcz0EejzalnbmaLPL1cQGPRT2i3cwAQT97x13g6XYhBW
NuCS3bVpugY83RYXrbXj8Mz0On80pU33SwI+/MO59t+Xuwb6gspCwW/DPEKLk8KdTIsRIIbpNAagqY

85351qdIUqV6n283SM6C3M49t1z1Rsh4pOwRrA==</xenc:CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-1457176547891-536007661"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176547891-536007661"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
14571765475361131183148">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiG9wOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSYW11MQ4wDAYDV
QQKEwVmbGFtZTEOMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAgTBWZSYW11MQ4
wDAYDVQQHEWVmbGFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAS TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMX19v
ZeZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ03j5/AsqMGobx0kg3Nk3eXC3pBw605c41b4k+ylxSkTd1E91YVUVB/49hFyWKwiIVwupol/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLIul6mclx0/PVmffO3D8CzcK4Y10AzIts CAWEAAaMhMB8wHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI0OCASEAZekE
eNE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMv1lqeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]ji081BPZKzx31L9BpBEKXR4iTGCc+Kw
e8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1lbvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-14571765475331276817436">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176547658-1181599540">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>M/faJv7whyl+Em7W2YnelvEObbd+XheSwVRblrfnL+I=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176547660-904647522">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>en52U2hmIS+uYjjaCbhZsd508xM97Nv8EOjDcgtWdn+Y=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>Ya9JQO1IDWoWIICWaUVF8WOgT8kfsKxGbu/4rwtXT29;jY1K3yTM3dkR5fLXGAWd+XfMTS+LbFYhE
DOOhspHWZaoFzJcU6kjIOUqE50c4LGLHZuI1Gukbi6D0a2syuYyJdjuhUnuFoSMItImIXakProw6l
wNd5ZSpGO6tDv1XKPK76Skoy/ufYsePc/iuNshlmB7ZFddLLXTtFaWpADBTLHzkyieFTDXf1tN6D
dgBzgIE+iK5mmroT81broVlUog/WGnpNaaWtFvipUNrUxGIf3KcGjdnHIkM623348Uj+gQF7MVEB

Kau3re8pNcEMhIAcfw5/9r93QSFROty2nCAHYw==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-14571765476372138456234">

<wsse:Reference URI="#XWSSGID-14571765475361131183148"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

2016-03-05 13:15:05,157: INFO = =------cccccccccmmcemcmmcmamnaan

2016-03-05 13:15:05,163: INFO - AS4 message id: 8feed884-542c-4cac-882a-def46db3e869@mindertesthbed.org

2016-03-05 13:15:05,204: INFO - Attachments

2016-03-05 13:15:05,209: INFO - =-------cccccccccmmcmmcemcaenaan

2016-03-05 13:15:05,220: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip

2016-03-05 13:15:05,226: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:15:05,231: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:15:05,241: INFO - DAMAGED data (HEX):1F8BB50000000000002DB3C9AECCB8B349492DB22BA4CC2DC82C54D107B16DF441C200966CD3781C000000



2016-03-05 13:15:05,246: INFO -

2016-03-05 13:15:05,252: INFO - --=-------mecmmcmcememeemnennan

2016-03-05 13:15:05,304: DEBUG - Assign free vars

2016-03-05 13:15:05,309: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:15:06,255: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:15:06,260: INFO - < Rivet finished sucessfully

2016-03-05 13:15:06,266: INFO - ----------

2016-03-05 13:15:06,271: INFO - > RUN RIVET 3

2016-03-05 13:15:06,276: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:15:06,281: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:15:06,287: INFO - Received Receipt: 1457176506287

2016-03-05 13:15:06,293: INFO - RECEIPT

2016-03-05 13:15:06,300: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:15:49.595Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131549.541-0.5491791236888317@fms . flame.co.za</eb:MessageId>
<eb:RefToMessageId>8feed884-542c-4cac-882a-def46db3e869@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>

<eb:Error category="Communication"

errorCode="EBMS:0303"

origin="ebMS"
refToMessageInError="8feed884-542c-4cac-882a-def46db3e869@mindertestbed.org"
severity="failure"

shortDescription="DecompressionFailure">

<eb:Description xml:lang="en">java.util.zip.ZipException: Unsupported compression method</eb:Description>
<eb:ErrorDetail>com.flame.shared.exceptions.PackingException: java.util.zip.ZipException: Unsupported compression method
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.decompressionPass (PackageManager.java:2387)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:669)

at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)

at java.util.concurrent.FutureTask.run(FutureTask.java:266)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)

at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)

at java.lang.Thread.run(Thread.java:745)

</eb:ErrorDetail>

</eb:Error>

</eb:SignalMessage>

</eb:Messaging>

2016-03-05 13:15:06,305: INFO - ========

2016-03-05 13:15:06,311: INFO - Found Error Element. Now check the fields.

2016-03-05 13:15:06,318: DEBUG - Assign free vars

2016-03-05 13:15:06,323: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])

2016-03-05 13:15:06,335: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:15:06,341: INFO - < Rivet finished sucessfully

2016-03-05 13:15:06,346: INFO - ----------

2016-03-05 13:15:06,352: INFO - > RUN RIVET 4

2016-03-05 13:15:06,357: DEBUG - > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:15:18,535: DEBUG - < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:15:18,542: INFO - Cornerl backend NOTIFICATION

2016-03-05 13:15:18,547: INFO - Error

2016-03-05 13:15:18,552: INFO - 8feed884-542c-4cac-882a-def46db3e869@mindertestbed.org

2016-03-05 13:15:18,557: INFO - null

2016-03-05 13:15:18,563: INFO - null

2016-03-05 13:15:18,569: DEBUG - Assign free vars

2016-03-05 13:15:18,574: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:15:18,580: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:15:18,586: INFO - < Rivet finished sucessfully

2016-03-05 13:15:18,591: INFO - =---=--==-=--

2016-03-05 13:15:18,597: INFO - > RUN RIVET 5

2016-03-05 13:15:18,602: DEBUG - > Wait For Signal:genericAS4Corner4|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:15:18,607: DEBUG - < Signal Arrived: genericAS4Corner4|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:15:18,613: INFO - Cornerl backend NOTIFICATION

2016-03-05 13:15:18,619: INFO - Error

2016-03-05 13:15:18,625: INFO - null

2016-03-05 13:15:18,630: INFO - null

2016-03-05 13:15:18,635: INFO - null

2016-03-05 13:15:18,641: DEBUG - Assign free vars

2016-03-05 13:15:18,646: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:15:18,652: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:15:18,658: INFO - < Rivet finished sucessfully

2016-03-05 13:15:18,663: INFO - =---=---=--=--

2016-03-05 13:15:18,668: INFO - > Send finish message to all wrappers



Test Report - AS4 TA15

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA1S

Test Case: AS4 TA15 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:29
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID: AS4 TA1S5

Target: Payload Reception

Normative [eSENS] "The receiving AS4 MSH must decompress any payload part(s)
Source: compressed by the SMSH before delivering the message."

Prescription

Level: Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
Prerequisite: the eSENS profile (One-Way/Push MEP). « SMSH sends an AS4 User
Message with a compressed payload to the RMSH.

The RMSH delivers the message with decompressed payload to the
consumer.

Predicate:

Variables:

Tag: Payload delivery
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INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
:mustUnderstand="true"

:Id="XWSSGID-14571765671992036093098">

:UserMessage>
:MessageInfo>

:Timestamp>2016-03-05T11:16:06.785Z</eb: Timestamp>
:MessageId>b29b071d-5ffc-4cff-8158-7a81ld1f57656@mindertestbed.org</eb:Messageld>

:PartyInfo>
:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb

:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>333698</eb:ConversationId>
</eb:CollaborationInfo>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

MessageProperties>
Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

</eb:MessageProperties>

<eb

:PayloadInfo>

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
'ConversationId">333698</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

'"TA_id">AS4_TAl15</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">b29b071d-5ffc-4cff-8158-7a81d1f57656@mindertestbed.org</eb:Property>

<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name=

Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>
2016-03-05 13:15:24,704: INFO - C2 AS4 Security Header

2016-03-05 13:15:24,710: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-

14571765670821640988872">MIIDazCCAL0gAWIBAgIEEZBnRzANBgkqhkiG9wOBAQs FADBmMQ8wDQYDVQQGEWZmbGFtZTIxDzANBgNVBAgTBmMZsYW11MjEPMAOGALUEBXMGZmxhbWUyM
Q8wDQYDVQQKEWZmhGFtZTIXxDzANBgNVBASTBmZsYW11MjEPMAOGA1UEAXMGZmxhbWUyMB4XDTE1MDgwOTEXxMzUyN1oXDTE2MDgwODExMzUyNlowZj EPMA@GALUEBhMGZmxhbWUyMQ8wDQY
DVQQIEwZmbGFtZTIXDzANBgNVBACTBmMZSYW11MjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEWZmbGFtZTIXxDzANBgNVBAMTBMZSYW11MjCCASIwDQYJIKoZIhvcNAQEBBQADgGEPADCCA
QoCggEBAIGNSqoCqGCOWX51Yp+j jdW/km27tWX0t6rTscqV9wxShX9qKOR49+aUHHzab05VXTMIHNKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDwOqIJ0g5FgQNK7LIKzB4RuAmyf1
P18CV2sg6Cg0OhsRvfnDLzPupND/giShdwkRxHCSaxktolCGLSj2RLafuwla8kad0bgQd fOBKfVzUpIsB8EqnbwNQdQZQx19BzK+rhGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRL
rocF0909n1F9CutXdpJyKVIKEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9s CAWEAAaMhMB8wWHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAOGCSqGSIb3DQEBCWUAA4T
BAQBs1ujVdA/E9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCIXKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I430zCXA2yR1FvchGLXA4Ht055s1zFNE
c43WiLPx3E9F6yFBsLqfS+WpgRA8yucR3PSfraaUlL9Yq/gKah5u3mb+fP/r9ay0AjAxkzZql0T5T281zQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUT1Rc14yyQTI1QiLzVREK3alY5vaTwvjP
54cFl4/yXkgjTTqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176567341804617896">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-14571765670821640988872"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>SwnC0jKZatNiSOEXEscmIgWFqzDHTW00jZ2eD6I0MdZNI1X2NVI5sTU975Q/u74nQUbIRXXKm6D8
+J7wZGY2gwtX0sd1lwzVBkBnw5xMS141116JL/GhI9syVLeFZAgkFbwVINGTXLMX108gwBFNeDOEO

XrDLs1qtExMbGpmo0QiAxqUGB+nHTxcXfjwVOE2Hdas jPRKg9/hnyT/ywKkwscP7d9B1j+wHojFf
8ThE/qcWBPeNBnj1lY+M+zUocTSLmctDIyZwmNrThQRYPLONRhqL6x6qti7XTPm5hLRvtxb1jVIgA

NnCQTGQZ303hRbc20nuIBjTqpTShT3ItoUfTIQ==</xenc:CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-1457176567409-2131370377"/>

<xenc:DataReference URI="#XWSSGID-1457176567406-534834322"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176567406-534834322"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:custompayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176567409-2131370377"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
14571765670791716765368">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSYW11MQ4wDAYDV
QQKEwVmbGFtZTEOMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAgTBWZSYW11MQ4
wDAYDVQQHEWVmbGFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAS TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMX19v
ZeZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ03j5/AsqMGobx0kg3Nk3eXC3pBw605c41b4k+ylxSkTd1E91YVUVB/49hFyWKwiIVwupol/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLIul6émclx0/PVmffO3D8CzcK4Y10AzIts CAWEAAaMhMB8wHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI0OCASEAZekE
eNE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMv1lqeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]ji081BPZKzx31L9BpBEKXR4iTGCc+Kw
e8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1lbvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-1457176567075-98557145">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-14571765671992036093098">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>b09PdxUlge/p3thwIk03hrkZHVBUdMhZIsXE3M5YHIM=</ds :DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176567201936746073">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>EecjcDIQEmOLfDQtkeGuM4+9WmKUL18KONZKqmOyA3vA=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">




<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue>X1c869fs1LRCLADZoF6g4dw7hTNIBH91/82118k3KcMWwITOrrbo/W8sqsYHEFhQG2DT3MCW/L/Y
20833za0ONX7AEVXE/HY4vGrBg2pcRDZSL3wvjuFYM4tEULRY1LIDZQ5qHUN8S tuEWqiNzsPoKuBi
GQeD2UnIstcN9gXDbFhVS7WZqDojp+0iB41UNURhQqhdq9PzmgN3Cz/kiDZwX+yZB3UG3d9KtCqd
rOFLCGPtFfJZuA6GkNnzX+u7sckSE+nbtEmOUWISW8FosFYcqj24SN1rnilYnhg6dS/7tjLjIMd3
gCfhotNKzXZVnsJTi+dGrbIVqn9FFFWn0I2Y9w==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176567179208709528">

<wsse:Reference URI="#XWSSGID-14571765670791716765368"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

2016-03-05 13:15:24,717: INFO - =------ccmccccccmmcemcememaenaan

2016-03-05 13:15:24,722: INFO - AS4 message id: b29b071d-5ffc-4cff-8158-7a81ld1f57656@mindertestbed.org
2016-03-05 13:15:24,767: INFO - =------ccmccccccmmcemcemceaenaan

2016-03-05 13:15:24,773: INFO - Attachments

2016-03-05 13:15:24,781: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:15:24,790: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:15:24,796: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:15:24,801: INFO -

2016-03-05 13:15:24,806: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:15:24,812: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:15:24,817: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:15:24,823: INFO -

2016-03-05 13:15:24,829: INFO - Forward message to the other side: 1457176524828

2016-03-05 13:15:24,834: DEBUG - Assign free vars

2016-03-05 13:15:24,839: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:15:28,879: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:15:28,884: INFO - < Rivet finished sucessfully

2016-03-05 13:15:28,889: INFO - =---=---=--=--

2016-03-05 13:15:28,895: INFO - > RUN RIVET 3

2016-03-05 13:15:28,900: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:15:28,905: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:15:28,910: INFO - Received Receipt: 1457176528910

2016-03-05 13:15:28,922: INFO - RECEIPT

2016-03-05 13:15:28,929: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176572186548006439">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:16:12.173Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131608.715-0.79572954098938@fmstest.flame.co.za</eb:Messageld>
<eb:RefToMessageId>b29b071d-5ffc-4cff-8158-7a81d1f57656@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-14571765671992036093098">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>b09PdxUlge/p3thwIk03hrkZHVBUdMhZIsXE3M5YHIM=</ds :DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176567201936746073">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>EecjcDIQEmOLfDQtkeGuM4+9WmKUL8KONZKqmOyA3vA=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>

</eb:SignalMessage>

</eb:Messaging>

2016-03-05 13:15:28,940: DEBUG - Assign free vars
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> CALL SLOT as4-adapter|3.sendResponse(byte[])
< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4
- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 333698

messageld: b29b071d-5ffc-4cff-8158-7a81d1f57656@mindertestbhed.org
to: flame-c3

from: null

pModeId: null

custompayload@minder type: application/octet-stream.

!l Modify me after submission, if you dare!!

custompayload@minder type: application/octet-stream.

!l Modify me after submission, if you dare!!

xmlpayload@minder type: application/octet-stream.
<min><der>sample</der></min>

xmlpayload@minder type: application/octet-stream.
<min><der>sample</der></min>
- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

b29b071d-5ffc-4cff-8158-7a81d1f57656@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA16

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA16

Test Case: AS4 TA16 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:30
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID: AS4 TAl6

Target: Payload reception

Normative [eSENS] "The receiving AS4 MSH must decompress any payload part(s)
Source: compressed by the SMSH before delivering the message."

Prescription

Level: Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile (One-Way/Push MEP). « SMSH sends an AS4 User

Prerequisite: Message with a several compressed payloads (XML and non XML) to the
RMSH.

Predicate: The RMSH delivers the message with decompressed payloads to the
consumer.

Variables:

Tag: Payload delivery
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s12
wsu
<eb
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<eb
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</eb:MessageInfo>

<eb
<eb

33,455:
33,460:
33,468:
33,474:

33,479:
33,484:
33,490:
33,495:
33,511:
33,517:
33,522:
33,528:
33,533:
33,539:
33,545:
33,551:
33,556:
33,562:
33,567:
33,584:
33,589:
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33,600:

33,606:
33,611:
33,616:
34,300:
34,306:
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34,316:
34,322:
37,346:
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37,359:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
:mustUnderstand="true"

:Id="XWSSGID-1457176579846352345465">

:UserMessage>
:MessageInfo>

:Timestamp>2016-03-05T11:16:19.348Z</eb: Timestamp>
:MessageId>7639bee9-e38a-4ff9-adbb-a07b9ca656d3@mindertestbed.org</eb:Messageld>

:PartyInfo>
:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb

:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>48126</eb:ConversationId>
</eb:CollaborationInfo>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

MessageProperties>
Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

</eb:MessageProperties>

<eb

:PayloadInfo>

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
‘ConversationId">48126</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

'"TA_id">AS4_TAl6</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">7639bee9-e38a-4ff9-adbb-a07b9ca656d3@mindertestbed.org</eb:Property>

<eb:PartInfo href="cid:xmlpayload2@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload2@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>

<eb:Property name=

Description">custompayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>

<eb:Property name='
<eb:Property name=

'MimeType">application/xml</eb:Property>
Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>



</eb:PayloadInfo>

</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:15:37,367: INFO - Verify And Decrypt Soap Message

2016-03-05 13:15:37,397: INFO - We had only one attachment. Check it to see that it is really our payload
2016-03-05 13:15:37,405: INFO - Attachment ID: <xmlpayload2@minder>, MimeType: application/gzip
2016-03-05 13:15:37,411: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:15:37,416: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:15:37,424: DEBUG - Assign free vars

2016-03-05 13:15:37,429: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:15:41,729: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:15:41,735: INFO - < Rivet finished sucessfully

2016-03-05 13:15:41,740: INFO - =------=-=--

2016-03-05 13:15:41,745: INFO - > RUN RIVET 3

2016-03-05 13:15:41,750: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:15:41,755: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:15:41,762: INFO - Received Receipt: 1457176541761

2016-03-05 13:15:41,774: INFO - RECEIPT

2016-03-05 13:15:41,780: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">

<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
1457176585036241582547">MIIDWTCCAKGgAWIBAgIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGALUECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQ
QKEwVmbGFtZTEOMAWGALUE CXMFZmxhbWUxD3jAMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNj E3NDMwN1owXTELMAKGALUEBhMCRVUXDj AMBgNVBAGTBWZSYW11MQ4w
DAYDVQQHEWVmbGFtZTEOMAWGALUE ChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0SWUMXx19vZ
eZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bhak+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLIul6mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8WHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CASEAzekEe
NE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMvlgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgXjji081BPZKzx31L9BpBEKXR41iTGc+Kwe
8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Id="XWSSGID-14571765850361955002230">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176585037-817177197">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>aRj4QGtzZ+FfyzpvA+PcGuMcm/LIW4GD1HkrDT1d100=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-14571765850381394155879">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>m/iTtAaOAuHFjOrl+3t0j5+T1laG8wZjalLf6E4W/7qQ=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>D5QVob/odL0zhHX/AEXzF3L90yIdMvt0jOHGTePBTaRyS2EaWerBGInTauQUgyk/edA07H/bitLK
LuFTpxfPgHLgthtPge7tsMYESdAQJI8ryV93QPmLopJCcWsZxTu+Fv81PgDcR1ENrtIfkAvCrEDgW
q3jEP6EJwDuX8eWMHEmMO f cDLGrgjREUUGMNWebrVYqGYP+x1M9hS+Jy0QeIcl100zQjHepicaQ0+i
rEIUOY0YubGeCrQ19o0Lzu3CN6dnvhDDAoDyL4Qr514vAdBkB/UmgpQGn5FgyS48X3MTMvy0BzgR
6KhI5aIonJsUnEgM53T+xIV2Zi4AHdEAWpPZ62g==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-14571765850371172987480">

<wsse:Reference URI="#XWSSGID-1457176585036241582547"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176585037-817177197">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:16:25.023Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131621.343-0.5794845772247466@fmstest. flame.co.za</eb:Messageld>
<eb:RefToMessageIld>7639bee9-e38a-4ff9-adbb-a07b9ca656d3@mindertestbed.org</eb:RefToMessageld>

</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176579846352345465">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>vVR89zK11S9yGodiSEgdm/UsQeo6f0T48jIWQETctUSw=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176579847761592973">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>/7FBr4ZW7ECGtViBcK8hyPjufmOhUhZ3K1XH3Bwgvrc=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload2@minder">



<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>UbMYV5CWIKXCyy1MPt54+wFeYbjnWIyqr00Qig7w2Vs=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>

</eb:SignalMessage>

</eb:Messaging>

</env:Header>

2016-03-05 13:15:41,785: INFO - ========

2016-03-05 13:15:41,791: DEBUG - Assign free vars

2016-03-05 13:15:41,796: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:15:41,808: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:15:41,813: INFO - < Rivet finished sucessfully

2016-03-05 13:15:41,824: INFO - =------=-=--

2016-03-05 13:15:41,829: INFO - > RUN RIVET 4

2016-03-05 13:15:41,835: DEBUG - > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:15:44,073: DEBUG - < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:15:44,079: INFO - Cornerl backend NOTIFICATION

2016-03-05 13:15:44,084: INFO - Receipt

2016-03-05 13:15:44,089: INFO - 7639bee9-e38a-4ff9-adbb-a07b9ca656d3@mindertestbed.org

2016-03-05 13:15:44,094: INFO - null

2016-03-05 13:15:44,100: INFO - null

2016-03-05 13:15:44,106: DEBUG - Assign free vars

2016-03-05 13:15:44,111: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:15:44,117: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:15:44,122: INFO - < Rivet finished sucessfully

2016-03-05 13:15:44,128: INFO - =---=--=-=-=--

2016-03-05 13:15:44,143: INFO - > RUN RIVET 5

2016-03-05 13:15:44,151: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:15:44,159: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:15:44,165: INFO - =-------cceccmmcmmcccemc e

2016-03-05 13:15:44,170: INFO - Corner4 Received Payloads:

2016-03-05 13:15:44,175: INFO - Data

2016-03-05 13:15:44,180: INFO - originalSender: C1

2016-03-05 13:15:44,185: INFO - finalRecipient: C4

2016-03-05 13:15:44,190: INFO - refToMessageId: null

2016-03-05 13:15:44,195: INFO - conversationId: 48126

2016-03-05 13:15:44,200: INFO - messageld: 7639bee9-e38a-4ff9-adbb-a07b9ca656d3@mindertestbed.org
2016-03-05 13:15:44,206: INFO - to: flame-c3

2016-03-05 13:15:44,211: INFO - from: null

2016-03-05 13:15:44,216: INFO - pModeId: null

2016-03-05 13:15:44,226: INFO - xmlpayload2@minder type: application/octet-stream.

2016-03-05 13:15:44,232: INFO - <another>XML Document</another>

2016-03-05 13:15:44,237: INFO - custompayload@minder type: application/octet-stream.

2016-03-05 13:15:44,242: INFO - !! Modify me after submission, if you dare!!

2016-03-05 13:15:44,247: INFO - xmlpayload@minder type: application/octet-stream.

2016-03-05 13:15:44,253: INFO - <min><der>sample</der></min>

2016-03-05 13:15:44,258: INFO - =-------cccccmmcmcccccmcmm e

2016-03-05 13:15:44,263: DEBUG - Assign free vars

2016-03-05 13:15:44,268: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:15:44,274: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:15:44,280: INFO - < Rivet finished sucessfully

2016-03-05 13:15:44,285: INFO - =---=---=--=--

2016-03-05 13:15:44,290: INFO - > Send finish message to all wrappers



Test Report - AS4 TA17

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA17

Test Case: AS4 TA17 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:30
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:
Variables:

Tag:

AS4 TA17
Payload compression

[eSENS] "When compression, signature and/or encryption are required, any
attached payload(s) must be compressed prior to being signed and/or
encrypted."

Mandatory

* eSENS TAI13. « The SMSH is simulated to send an AS4 User message
with a compressed then signed payload to the RMSH.

The RMSH sends back an AS4 non-repudiation receipt.

Signature/Compression



Log
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s12
wsu
<eb
<eb
<eb
<eb

</eb:MessageInfo>

<eb
<eb

46,362:
46,367:
46,375:
46,380:

46,385:
46,391:
46,396:
46,401:
46,407:
46,413:
46,418:
46,424:
46,432:
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46,443:
46,448:
46,454:
46,459:
46,464:
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46,507:
46,513:
46,520:
47,889:
47,895:
47,900:

47,909:
47,914:
50,608:
50,614:
50,624:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
:mustUnderstand="true"

:Id="XWSSGID-1457176593259-1237505563">

:UserMessage>
:MessageInfo>

:Timestamp>2016-03-05T11:16:32.849Z</eb: Timestamp>
:MessageId>cclb7abl-6b3a-4f61-9f10-eb8e744104b2@mindertestbed.org</eb:Messageld>

:PartyInfo>
:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb

:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>523589</eb:ConversationId>
</eb:CollaborationInfo>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

MessageProperties>
Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

</eb:MessageProperties>

<eb

:PayloadInfo>

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
'ConversationId">523589</eb:Property>

"Action">ACT_ONEWAY_SIGNONLY</eb:Property>

'TA_id">AS4_TAl7</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_ONEWAY_SIGNONLY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">cclb7abl-6b3a-4f61-9f10-eb8e744104b2@mindertestbed.org</eb:Property>

<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name=

Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>
2016-03-05 13:15:50,629: INFO - C2 AS4 Security Header

2016-03-05 13:15:50,638: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
14571765931371688167759">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiG9wOBAQsFADBdMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSYW11MQ4wDAYDV
QQKEwVmbGFtZTEOMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAgTBWZS YW11MQ4
wDAYDVQQHEWVmbGFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAS TBWZsYW11MQ4wDAYDVQQDEWVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMX19v
ZeZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ03j5/AsqMGobx0kg3Nk3eXC3pBw605c41b4k+ylxSkTd1E91YVUVB/49hFyWKwiIVwupol/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLIul6mclx0/PVmffO3D8CzcK4Y10AzIts CAWEAAaMhMB8wHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI0OCASEAZekE
eNE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMvlqeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]ji081BPZKzx31L9BpBEKXR4iTGCc+Kw
e8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1lbvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-1457176593133-393602801">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176593259-1237505563">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>aflkQQxu54UGsEsAogtu8RLML+Chh9bx/g3cC7CYT8k=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176593260-1040889314">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>+/nKcXdoRSAGjACRpFPLPIjs73IP0qxvbPn/6qu2dad=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>R3DC39x39w+BNXNAYGUhFIowl6kVmSTLvttfx0fYLQg9v7v/gRN2BZ7x2CIX/UHrSGsL3e562T21I
vHMEJCghOxIQUZPX64hrFrdDc12MQoVoLOuWoIANZgycnoheZrYvhSTg25PMuDcoWlK87DUd5h+1
Ejwejhn+wzmLk0S85qgXth0ZREF66jUWEVizZmwDh5TFdofBCVWjNtPIata2JZGNIYgOPoQRLI72
MySfxXUDYNuS9c2z0w4Ai+Pdyyi5fi2EAQawWcTxfbReiTdu7zLX8AibS9U8zxuRarp4woqLN+ur

VIPY17GYAJi/292T2Pr3nXggKLs0Gj4SXElrLQ==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176593238-1079316808">

<wsse:Reference URI="#XWSSGID-14571765931371688167759"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

2016-03-05 13:15:50,646: INFO - Signature Algorithm: http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256

2016-03-05 13:15:50,652: INFO - Hash Algorithm: http://www.w3.0rg/2001/04/xmlenc#sha256

2016-03-05 13:15:50,657: DEBUG - Assign free vars

2016-03-05 13:15:50,662: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:15:54,701: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:15:54,706: INFO - < Rivet finished sucessfully

2016-03-05 13:15:54,712: INFO - =---=-==-=--

2016-03-05 13:15:54,717: INFO - > RUN RIVET 3

2016-03-05 13:15:54,722: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:15:54,727: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:15:54,734: INFO - Received Receipt: 1457176554733

2016-03-05 13:15:54,744: INFO - RECEIPT

2016-03-05 13:15:54,749: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<env:Header xmlns:env="http://www.w3.0rg/2003/05/soap-envelope">

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"

env:mustUnderstand="true">

<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
1457176598016451577636">MIIDWTCCAKGgAWIBAgIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwWIFVTEOMAWGALUECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQ
QKEwVmbGFtZTEOMAWGALUE CXMFZmxhbWUxD3jAMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAGTBWZSYW11MQ4w
DAYDVQQHEWVmbGFtZTEOMAWGALUE ChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwVmMhGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0OSWUMXx19vZ
eZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bak+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLIul6mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8WHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CASEAzekEe
NE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMvlgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgXjji081BPZKzx31L9BpBEKXR41iTGc+Kwe
8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

Id="XWSSGID-1457176598016-1462938781">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176598018121761988">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>



<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/64/xmlenc#sha256"/>
<ds:DigestValue>fglhxfZGjTix1xa9q7hSqb0e9el3AyH2H7b50kaxiYI=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-14571765980181973096690">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>ilwuvvf2s0T+Zd1KqZmax38IZrrlqVpDnBo4I2M0alU=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>hd9TEOKtWc5km/7rK/XW4/bhuMfD1IMYMQ6JIK/jgNcgV10NXycAEtiYGOSCaaLhCRj6VAZDIQWKSn
S+VbhaGj9LsKiB26w98xpC0YO8un4LthoGZzfgxMVg5zgWLzZR/CZP/FU7NAz8MyxunawF1rAUIl
skjNasANmczSBL2RrsMwUBFGZWPwZkucIyHOY1eBeMPzR8zqAdV/4Z7EKsRdcmVQrPn9tcI2HY/J
240C+Sg/hTBqVDdIKLQjAZ7X00qpUSIz3jfg0I7clLVE6K2E21gMN T8t twT+3xaP92JcQ08S92Uw
sSnTu/mkWq2KaYkTqqECqhjgi0QsJIGTWr/8Uyg==</ds:SignatureValue>

<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-145717659801720118344">

<wsse:Reference URI="#XWSSGID-1457176598016451577636"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176598018121761988">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:16:38.007Z</eb: Timestamp>

<eb:MessageId>FMS-A-20160305-131634.556-0.9570702684400088@fmstest. flame.co.za</eb:Messageld>
<eb:RefToMessageId>cclb7abl-6b3a-4f61-9f10-eb8e744104b2@mindertestbed.org</eb:RefToMessageld>

</eb:MessageInfo>

<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176593259-1237505563">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>aflkQQxu54UGsEsAogtu8RLML+Chh9bx/g3cC7CYT8k=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176593260-1040889314">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>+/nKcXdoRSAGjACRpFPLPIjs73IP0qxvbPn/6qu2dad=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
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- Assign free vars

> CALL SLOT as4-adapter|3.sendResponse(byte[])

< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4
- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 523589

messageld: cclb7abl-6b3a-4f61-9f10-eb8e744104b2@mindertestbed.org

to: flame-c3

from: null

pModeId: null

custompayload@minder type: application/octet-stream.

!l Modify me after submission, if you dare!!
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- xmlpayload@minder type: application/octet-stream.
- <min><der>sample</der></min>

DEBUG - Assign free vars

INFO
INFO
INFO
INFO

INFO

DEBUG
DEBUG

INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

- > CALL SLOT NULLWRAPPER.NULLSLOT
- < SLOT CALLED NULLWRAPPER.NULLSLOT
- < Rivet finished sucessfully

- > RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- Cornerl backend NOTIFICATION
- Receipt
- cclb7abl-6b3a-4f61-9f10-eb8e744104b2@mindertestbed.org
- null
- null

- Assign free vars
- > CALL SLOT NULLWRAPPER.NULLSLOT
- < SLOT CALLED NULLWRAPPER.NULLSLOT
- < Rivet finished sucessfully

- > Send finish message to all wrappers



Test Report - AS4 TAI18

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TAI18

Test Case: AS4 TA18 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:30
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:
Variables:

Tag:

AS4 TAI18
Message level security

[eSENS] "When compression, signature and/or encryption are required, any
attached payload(s) must be compressed prior to being signed and/or
encrypted."

Mandatory

* ¢eSENS TAI13. « Simulated SMSH sends a signed AS4 User Message with
a signed then compressed payload to the RMSH.

The SMSH receives a WS-Security SOAP Fault.

Encryption/Signing Compression



Log

2016-03-05 13:15:59,135: INFO - Start Test

2016-03-05 13:15:59,140: INFO - Initialize test case

2016-03-05 13:15:59,150: DEBUG - Parameters

2016-03-05 13:15:59,156: DEBUG - Corner2:flame-c2

Corner3:flame-c3

2016-03-05 13:15:59,161: INFO - > Initialize the Adapters

2016-03-05 13:15:59,167: INFO - Call start test on NULLWRAPPER
2016-03-05 13:15:59,172: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:15:59,178: INFO - Call start test on as4-adapter
2016-03-05 13:15:59,188: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:15:59,200: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:15:59,205: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:15:59,210: INFO - Call start test on genericAS4Cornerl
2016-03-05 13:15:59,216: INFO - Obtain SUT Identifiers from genericAS4Cornerl
2016-03-05 13:15:59,222: INFO - > RUN RIVET ©

2016-03-05 13:15:59,227: DEBUG - Assign free vars

2016-03-05 13:15:59,246: INFO - Corner 2 flame-c2

2016-03-05 13:15:59,255: INFO - Corner 3 flame-c3

2016-03-05 13:15:59,276: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:15:59,281: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:15:59,286: INFO - < Rivet finished sucessfully

2016-03-05 13:15:59,291: INFO - ----------

2016-03-05 13:15:59,296: INFO - > RUN RIVET 1

2016-03-05 13:15:59,302: DEBUG - Assign free vars

2016-03-05 13:15:59,307: INFO - > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:16:00,339: INFO - < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:16:00,345: INFO - < Rivet finished sucessfully

2016-03-05 13:16:00,350: INFO - ---=-------

2016-03-05 13:16:00,355: INFO - > RUN RIVET 2

2016-03-05 13:16:00,361: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:16:02,918: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:16:02,924: INFO - C2 AS4 Message

2016-03-05 13:16:02,933: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
sl2:mustUnderstand="true"

wsu:Id="XWSSGID-1457176605618-36530717">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:16:45.204Z</eb: Timestamp>
<eb:MessageId>97c05al4-46e5-4a6c-96c0-2ad6del07abl@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>

</eb:PartyInfo>

<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>

<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>

<eb:ConversationId>355863</eb:ConversationId>

</eb:CollaborationInfo>

<eb:MessageProperties>

<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">355863</eb:Property>

<eb:Property name="Action">ACT_ONEWAY_SIGNONLY</eb:Property>

<eb:Property name="TA_id">AS4_TA18</eb:Property>

<eb:Property name="originalSender">Cl</eb:Property>

<eb:Property name="Service">SRV_ONEWAY_SIGNONLY</eb:Property>

<eb:Property name="ToPartyId">flame-c3</eb:Property>

<eb:Property name="finalRecipient">C4</eb:Property>

<eb:Property name="MessageId">97c05al4-46e5-4a6c-96c0-2ad6del07abl@mindertestbed.org</eb:Property>
</eb:MessageProperties>

<eb:PayloadInfo>

<eb:PartInfo href="cid:custompayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/octet-stream</eb:Property>

<eb:Property name="Description">custompayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>

</eb:PartInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name="Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>

</eb:PartInfo>

</eb:PayloadInfo>

</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:16:02,938: INFO - C2 AS4 Security Header

2016-03-05 13:16:02,945: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"




xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-1457176605499-
969149068">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQQKEWVMbGFtZTE
OMAWGA1UECXMFZmxhbWUxDj AMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwNL1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAgTBWZsYW11MQ4wDAYDVQQHEWVMb
GFtZTEOMAWGALUE ChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0SWUMx19vZeZmkTjWZeGjhE
dQX1iaSUgIRARYSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bdk+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d1yBHoedCU1/74
efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJul6
mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8wWHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CAsEAzekEeNE7qj3aSMKnxm
fY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEm1wGtV1P3+zKMv1lgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]jji081BPZKzx31L9BpBEkXxR41iTGc+Kwe8pyu8dgrziVza
rCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqcw
jtXagQlaomSl4ssvvxquGolL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-1457176605495903741943">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176605618-36530717">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>peNoXAnLGhdYGL5FhCiXccabGvvx4Qa03202PHFMsHI=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176605620-890432464">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>YJ1hDcN5fdCOiHh3508FvLmkRz5T6xmUBamAy6KjSvA=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>dNdnd2+ZTwyX74ikD3WpR6LBqwCx+kJIXYTgp5abUs/oSWqhC9SLfgnf4N92IUAUGZUWRTWwL2avV
KHvTQm4Ugh1f8nw0IhdBVSCPleepcnQeFuIRgH2bf7PVpdsB6SpXjyTjhKW5nqYBVFhmbSdztaEc
v3tmOAeBPbvULV0SjtznEAH7E]jZRP8eLNwqTISB96YYBTzCjUfMr2L+oYeTwZdzAczXWkRw/85qq
YBsqtF+8a7tJFm3IU+Tu6N3EDEikvKvAS1JriCnQeRb1AR4TBLQCgKVBuyZOHQPZ/0a7Cunlb5RG

M70p+iexD6wHfhS66P+x/iU5STSL70TAe3I1MnQ==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-14571766055981521755080">

<wsse:Reference URI="#XWSSGID-1457176605499-969149068"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

2016-03-05 13:16:02,953: INFO - Signature Algorithm: http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256

2016-03-05 13:16:02,963: INFO - Hash Algorithm: http://www.w3.0rg/2001/04/xmlenc#sha256

2016-03-05 13:16:02,994: INFO - Attachments

2016-03-05 13:16:02,999: INFO - =-------ccmccccccmmcmmcemcmaenaan

2016-03-05 13:16:03,007: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip

2016-03-05 13:16:03,013: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000

2016-03-05 13:16:03,018: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!

2016-03-05 13:16:03,024: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip

2016-03-05 13:16:03,029: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:16:03,035: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:16:03,070: DEBUG - Assign free vars

2016-03-05 13:16:03,075: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:16:03,631: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:16:03,637: INFO - < Rivet finished sucessfully

2016-03-05 13:16:03,643: INFO - =---=---=--=--

2016-03-05 13:16:03,648: INFO - > RUN RIVET 3

2016-03-05 13:16:03,653: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:16:03,659: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:16:03,665: INFO - Received Receipt: 1457176563664

2016-03-05 13:16:03,672: INFO - RECEIPT

2016-03-05 13:16:03,677: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:16:46.962Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131646.942-0.18368882821485166@fms . flame.co.za</eb:Messageld>
<eb:RefToMessageId>97c05al4-46e5-4a6¢c-96c0-2ad6del07abl@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>

<eb:Error category="Processing"

errorCode="EBMS:0102"

origin="ebMS"

refToMessageInError="97c05al4-46e5-4a6c-96c0-2ad6del07abl@mindertestbed.org"
severity="failure"

shortDescription="FailedDecryption">

<eb:Description xml:lang="en">Message verification, authorisation, or decryption failed: com.sun.xml.wss.XWSSecurityException:
com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header</eb:Description>



<eb:ErrorDetail>com. flame.shared.exceptions.PackingException: Message verification, authorisation, or decryption failed:
com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header

at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:686)

at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)

at java.util.concurrent.FutureTask.run(FutureTask.java:266)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)

at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)

at java.lang.Thread.run(Thread.java:745)

Caused by: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.impl.WssSoapFaultException:

Security Header
at com.sun.xml.wss.impl.misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:158)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.verifyAndDecrypt(PackageManager.java:1455)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.securityPass(PackageManager.java:2308)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:665)
. 5 more
Caused by: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header
at com.sun.xml.wss.impl.dsig.SignatureProcessor.verify(SignatureProcessor.java:916)
at com.sun.xml.wss.impl.filter.SignatureFilter.process(SignatureFilter.java:638)
at com.sun.xml.wss.impl.SecurityRecipient.pProcessOnce(SecurityRecipient.java:1199)
at com.sun.xml.wss.impl.SecurityRecipient.pProcess(SecurityRecipient.java:1283)
at com.sun.xml.wss.impl.SecurityRecipient.processMessagePolicy(SecurityRecipient.java:782)
at com.sun.xml.wss.impl.SecurityRecipient.validateMessage(SecurityRecipient.java:261)
at com.sun.xml.wss.impl.misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:156)
. 8 more
Caused by: com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header
at com.sun.xml.wss.impl.SecurableSoapMessage.newSOAPFaultException(SecurableSoapMessage.java:350)
at com.sun.xml.wss.impl.dsig.SignatureProcessor.verify(SignatureProcessor.java:831)
. 14 more
</eb:ErrorDetail>
</eb:Error>
</eb:SignalMessage>
</eb:Messaging>
2016-03-05 13:16:03,683: INFO - ========
2016-03-05 13:16:03,688: INFO - Error message
2016-03-05 13:16:03,694: INFO - <?xml version="1.0" encoding="UTF-8"?7>
<eb:Error xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
category="Processing"
errorCode="EBMS:0102"
origin="ebMS"
refToMessageInError="97c05al4-46e5-4a6c-96c0-2ad6del07abl@mindertestbed.org"
severity="failure"
shortDescription="FailedDecryption">
<eb:Description xml:lang="en">Message verification, authorisation, or decryption failed: com.sun.xml.wss.XWSSecurityException:
com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header</eb:Description>
<eb:ErrorDetail>com. flame.shared.exceptions.PackingException: Message verification, authorisation, or decryption failed:
com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:686)
at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)
at java.util.concurrent.FutureTask.run(FutureTask.java:266)
at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)
at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)
at java.lang.Thread.run(Thread.java:745)

Caused by: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.impl.WssSoapFaultException:

Security Header
at com.sun.xml.wss.impl.misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:158)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.verifyAndDecrypt(PackageManager.java:1455)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.securityPass(PackageManager.java:2308)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:665)
. 5 more
Caused by: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header
at com.sun.xml.wss.impl.dsig.SignatureProcessor.verify(SignatureProcessor.java:916)
at com.sun.xml.wss.impl.filter.SignatureFilter.process(SignatureFilter.java:638)
at com.sun.xml.wss.impl.SecurityRecipient.pProcessOnce(SecurityRecipient.java:1199)
at com.sun.xml.wss.impl.SecurityRecipient.pProcess(SecurityRecipient.java:1283)
at com.sun.xml.wss.impl.SecurityRecipient.processMessagePolicy(SecurityRecipient.java:782)
at com.sun.xml.wss.impl.SecurityRecipient.validateMessage(SecurityRecipient.java:261)
at com.sun.xml.wss.impl.misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:156)
. 8 more
Caused by: com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header
at com.sun.xml.wss.impl.SecurableSoapMessage.newSOAPFaultException(SecurableSoapMessage.java:350)
at com.sun.xml.wss.impl.dsig.SignatureProcessor.verify(SignatureProcessor.java:831)
. 14 more
</eb:ErrorDetail>
</eb:Error>
2016-03-05 13:16:03,699: DEBUG - Assign free vars
2016-03-05 13:16:03,705: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:16:03,715: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:16:03,721: INFO - < Rivet finished sucessfully
2016-03-05 13:16:03,726: INFO - =---=---=--=--

2016-03-05 13:16:03,731: INFO - > RUN RIVET 4

Invalid

Invalid

2016-03-05 13:16:03,737: DEBUG - > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:16:15,995: DEBUG - < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)

2016-03-05 13:16:16,001: INFO - Cornerl backend NOTIFICATION

2016-03-05 13:16:16,007: INFO - Error

2016-03-05 13:16:16,012: INFO - 97c05al4-46e5-4a6¢c-96c0-2ad6del07abl@mindertestbed.org
2016-03-05 13:16:16,017: INFO - null

2016-03-05 13:16:16,025: INFO - null

2016-03-05 13:16:16,031: DEBUG - Assign free vars

2016-03-05 13:16:16,036: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:16:16,042: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:16:16,047: INFO - < Rivet finished sucessfully

2016-03-05 13:16:16,053: INFO - ----------

2016-03-05 13:16:16,058: INFO - > Send finish message to all wrappers



Test Report - AS4 TA19

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA19

Test Case: AS4 TA19 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:30
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID: AS4 TA19
Target: Payload encryption

. [eSENS] "When compression, signature and/or encryption are required, any
Normative . . .
Source: attached payload(s) must be compressed prior to being signed and/or

) encrypted."

Prescription
Level: Mandatory

- * eSENS TA14. « The SMSH is simulated to send a compressed then
Prerequisite:

encrypted AS4 message to the RMSH.
Predicate: The RMSH sends back an AS4 non-repudiation receipt.
Variables:

Tag: encryption/Compression



Log

2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:

Corner3:flame-c3

2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
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2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:

2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:

2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:

xmlns:
xmlns:

s12
wsu
<eb
<eb
<eb
<eb

</eb:MessageInfo>

<eb
<eb

18,154:
18,160:
18,171:
18,176:

18,182:
18,187:
18,192:
18,198:
18,206:
18,212:
18,217:
18,223:
18,229:
18,235:
18,242:
18,248:
18,254:
18,260:
18,265:
18,290:
18,296:
18,301:
18,307:

18,312:
18,318:
18,323:
19,023:
19,029:
19,034:

19,040:
19,045:
21,964:
21,970:
21,984:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
:mustUnderstand="true"

:Id="XWSSGID-1457176624448-1857181255">

:UserMessage>
:MessageInfo>

:Timestamp>2016-03-05T11:17:03.982Z</eb: Timestamp>
:MessageId>ae93eld8-0c88-41f5-b85d-e89c83116495@mindertestbed.org</eb:Messageld>

:PartyInfo>
:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb

:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>696555</eb: ConversationId>
</eb:CollaborationInfo>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

MessageProperties>
Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

</eb:MessageProperties>

<eb

:PayloadInfo>

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
'ConversationId">696555</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

'"TA_id">AS4_TA19</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">ae93eld8-0c88-41f5-b85d-e89c83116495@mindertestbed.org</eb:Property>

<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name=

Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>
2016-03-05 13:16:21,990: INFO - C2 AS4 Security Header

2016-03-05 13:16:21,996: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
145717662433032581242">MIIDazCCA10gAwIBAgIEEZzBnRzANBgkqhkiG9wOBAQsFADBmMQ8wDQYDVQQGEWZmbGFtZTIxDzANBgNVBAgTBMZSsYW11MjEPMAOGALUEBXMGZmxhbWUyMQ8
wDQYDVQQKEwZmbGFtZTIxDzANBgNVBASTBmZsYW11MjEPMAOGALUEAXMGZmxhbWUyMB4XDTE1MDgwOTEXMzUyN1oXDTE2MDgwODEXxMzUyN1lowZjEPMAOGA1UEBhMGZmxhbWUyMQ8wDQYDV
QQIEwZmbGFtZTIXxDzANBgNVBACTBMZSsYW11MjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmMZSsYW11Mj CCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQo
CggEBAJIGNSqoCqGCOWX51Yp+j jdW/km27tWX0t6rTscqVIwxShX9gKOR49+aUHHzab05VXIMIHNKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDwOqIJ0g5FgQNK7LIKzB4RuAmy f1P1
8CV2sg6Cg0hsRvfnDLzPupND/giShdwkRxHCSaxktolCGLSj2RLafuwla8kad0bgQdfOBKfVzUpJsB8EqnbwNQdQZQx19BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpLIteSRNQRLrO
cF0909n1F9CutXdpJyKVIKEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9s CAWEAAaMhMB8WHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAOGCSqGSIb3DQEBCWUAA4IBA
QBslujVdA/E9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCOXKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I430zCXA2yRLFvchGLXA4Hto55s1zFNEc4
3WilLPx3E9F6yFBsLqfS+WpqRA8yucR3PSfraalL9Yq/gKah5u3mb+fP/r9ay0AjAxkzZql0T5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SU11Rc14yyQTI1QilzVREK3alY5vaTwvjP54
cFl4/yXkgjTTgX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176624583-2088161679">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-145717662433032581242"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>STmEDPqZorlE+pTVjHLopak6cVYRmVF+vnY+rPp4rSJOhWtqfwpw2aCR3nrx2FJEplg75FbBtCda
NKYJN91bkHoI9xFSMj6nbiCtBT1C2jkt05625L/KYFyt13AwfWmlbjgeOyn5cjrqabodm6770cpZ
50hPczq50G7Gd6DAQfvcT10+Suz1lrUVyNzpeOWSrCYA3OLX+fNnx8RfNkDnkR1bS/IqZIII6anlL
OVUWNBD4QdKA2EPFDQ2N8+b7axv4/04BAQVOxTm1lseEmF5bKQThQPmV6rrfoXq+gNAl/+sN4p47A

Z8JINEhpb+VVH3x7GMI/ueW6/7jrRgQC4sqdS1lg==</xenc:CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-1457176624628-1405002427"/>

<xenc:DataReference URI="#XWSSGID-1457176624625-1553145914"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176624625-1553145914"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:custompayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176624628-1405002427"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
14571766243261989551122">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiG9wOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSYW11MQ4wDAYDV
QQKEwVmbGFtZTEOMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAKGALUEBhMCRVUXDjAMBgNVBAgTBWZSYW11MQ4
wDAYDVQQHEWVmbGFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAS TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMX19v
ZeZmkTjWZeGjhEdQX1iaSUgIRARgSG3RZ03j5/AsqMGobx0kg3Nk3eXC3pBw605c41b4k+ylxSkTd1E91YVUVB/49hFyWKwiIVwupol/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLIul6émclx0/PVmffO3D8CzcK4Y10AzIts CAWEAAaMhMB8wHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI0OCASEAZekE
eNE7qj3aSMKnxmfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMv1lqeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]ji081BPZKzx31L9BpBEKXR4iTGCc+Kw
e8pyu8dgrzJVzarCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1lbvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-14571766243221053993530">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176624448-1857181255">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>VezphS5PIk73wz5Cjot1eABMQKiKowhzL7G1cSgio28=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176624450-432045720">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>18HAiXagOLmORceKP/2mo7TYGq/1zfaDQZbQibRHnAM=</ds : DigestValue>

</ds:Reference>

<ds:Reference URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">




<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue>FGlTetEPjv3hTCp6z1jx+yDnC2TuxyuubHBgf7H+sIxXxFhM//tqesZpchaA6hh9bsOUIibowsJ6
StHdnODITh4plIyEnSrS1U+GzavGNlk45xBsQsMEwZ7i8ccAya8AzfFpEJ+C4RHBLulcvh5NVHh2
WQuBMmmRVJsngsfzrsnJjmhtSMZd0jLTq5cmoeNbkhJ+5Lg3Sf9/k56sH27tYIRUrKfDqyCd35qz
sritYfC85jCRWVc3Z7W09bf4UQaMrs1lmbgThccUyIeq7BanonbjmltR2BIAKmuOXmR1Mq/ARtpeh
4RQ19iapgx00MNin4TzCL86eXoVcxbUevppgSQ==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-14571766244271216983186">

<wsse:Reference URI="#XWSSGID-14571766243261989551122"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

2016-03-05 13:16:22,002: INFO - =------cceccccccmmcemcemcmaemaan

2016-03-05 13:16:22,007: INFO - AS4 message id: ae93eld8-0c88-41f5-b85d-e89c83116495@mindertesthbed.org
2016-03-05 13:16:22,111: INFO - =------cccccccccmmcmmcemcamnaan

2016-03-05 13:16:22,116: INFO - Attachments

2016-03-05 13:16:22,124: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:16:22,129: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:16:22,135: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:16:22,140: INFO -

2016-03-05 13:16:22,146: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:16:22,151: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:16:22,156: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:16:22,161: INFO -

2016-03-05 13:16:22,167: INFO - Forward message to the other side: 1457176582167

2016-03-05 13:16:22,172: DEBUG - Assign free vars

2016-03-05 13:16:22,178: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:16:26,699: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:16:26,704: INFO - < Rivet finished sucessfully

2016-03-05 13:16:26,709: INFO - =---=---=-=--

2016-03-05 13:16:26,714: INFO - > RUN RIVET 3

2016-03-05 13:16:26,719: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:16:26,725: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:16:26,730: INFO - Received Receipt: 1457176586730

2016-03-05 13:16:26,735: INFO - RECEIPT

2016-03-05 13:16:26,742: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-14571766300081056262091">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:17:09.997Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131706.537-0.31315474155138945@fmstest.flame.co.za</eb:Messageld>
<eb:RefToMessageId>ae93eld8-0c88-41f5-b85d-e89c83116495@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176624448-1857181255">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>VezphS5PIk73wz5Cjot1eABMQKiKowhzL7G1cSgio28=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176624450-432045720">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>18HAiXagOLmORceKP/2mo7TYGq/1zfaDQZbQibRHnAM=</ds :DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>

</eb:SignalMessage>

</eb:Messaging>

2016-03-05 13:16:26,753: DEBUG - Assign free vars
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> CALL SLOT as4-adapter|3.sendResponse(byte[])
< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4
- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 696555

messageld: ae93eld8-0c88-41f5-h85d-e89c83116495@mindertesthed.org
to: flame-c3

from: null

pModeId: null

custompayload@minder type: application/octet-stream.

!l Modify me after submission, if you dare!!

xmlpayload@minder type: application/octet-stream.
<min><der>sample</der></min>
- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

ae93eld8-0c88-41f5-b85d-e89c83116495@mindertesthed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA20

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA20

Test Case: AS4 TA20 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:30
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:
Variables:

Tag:

AS4 TA20
Message level security

[eSENS] "When compression, signature and/or encryption are required, any
attached payload(s) must be compressed prior to being signed and/or
encrypted."

Mandatory

* ¢eSENS TA14 « Simulated SMSH sends a signed AS4 User Message with
an encrypted first, then compressed payload to the RMSH.

The SMSH receives a WS-Security SOAP Fault.

Encryption/Signing Compression



Log

2016-03-05 13:16:31,214: INFO - Start Test

2016-03-05 13:16:31,219: INFO - Initialize test case

2016-03-05 13:16:31,236: DEBUG - Parameters

2016-03-05 13:16:31,241: DEBUG - Corner2:flame-c2

Corner3:flame-c3

2016-03-05 13:16:31,246: INFO - > Initialize the Adapters

2016-03-05 13:16:31,252: INFO - Call start test on NULLWRAPPER
2016-03-05 13:16:31,257: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:16:31,262: INFO - Call start test on as4-adapter
2016-03-05 13:16:31,270: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:16:31,277: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:16:31,282: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:16:31,287: INFO - Call start test on genericAS4Cornerl
2016-03-05 13:16:31,294: INFO - Obtain SUT Identifiers from genericAS4Cornerl
2016-03-05 13:16:31,300: INFO - > RUN RIVET ©

2016-03-05 13:16:31,306: DEBUG - Assign free vars

2016-03-05 13:16:31,312: INFO - Corner 2 flame-c2

2016-03-05 13:16:31,317: INFO - Corner 3 flame-c3

2016-03-05 13:16:31,337: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:16:31,343: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:16:31,348: INFO - < Rivet finished sucessfully

2016-03-05 13:16:31,354: INFO - ----------

2016-03-065 13:16:31,359: INFO - > RUN RIVET 1

2016-03-05 13:16:31,364: DEBUG - Assign free vars

2016-03-05 13:16:31,369: INFO - > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:16:32,070: INFO - < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:16:32,076: INFO - < Rivet finished sucessfully

2016-03-05 13:16:32,082: INFO - ----------

2016-03-05 13:16:32,087: INFO - > RUN RIVET 2

2016-03-05 13:16:32,092: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:16:34,742: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:16:34,748: INFO - C2 AS4 Message

2016-03-05 13:16:34,758: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

sl2:mustUnderstand="true"

wsu:Id="XWSSGID-1457176637215925768386">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:17:16.803Z</eb: Timestamp>
<eb:MessageId>fbh396477-0f96-4278-874f-3cf5eced6b73@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>

<eb:PartyInfo>

<eb:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>

</eb:PartyInfo>

<eb:CollaborationInfo>

<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>

<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>

<eb:ConversationId>99430</eb:ConversationId>

</eb:CollaborationInfo>

<eb:MessageProperties>

<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">99430</eb:Property>

<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="TA_id">AS4_TA20</eb:Property>

<eb:Property name="originalSender">Cl</eb:Property>

<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>

<eb:Property name="ToPartyId">flame-c3</eb:Property>

<eb:Property name="finalRecipient">C4</eb:Property>

<eb:Property name="MessageId">fb396477-0f96-4278-874f-3cf5eced6b73@mindertestbed.org</eb:Property>
</eb:MessageProperties>

<eb:PayloadInfo>

<eb:PartInfo href="cid:xmlpayload@minder">

<eb:PartProperties>

<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name="Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>

</eb:PartInfo>

</eb:PayloadInfo>

</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:16:34,764: INFO - C2 AS4 Security Header

2016-03-05 13:16:34,776: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176637097 -
2056016003">MIIDazCCA10gAwIBAgIEEZBnRzANBgkqhkiG9wOBAQsFADBmMQ8wDQYDVQQGEWZmbGFtZTIXDzANBgNVBAgTBMZsYW11Mj EPMAOGA1UEBXMGZmxhbWUyMQ8wDQYDVQQKEwW




ZmbGFtZTIXxDzANBgNVBASTBmZsYW11MjEPMAOGA1UEAXMGZmxhbWUyMB4XDTE1MDgwOTEXxMzUyN1oXDTE2MDgwODExMzUyNlowZj EPMA@GALUEBhMGZmxhbWUyMQ8wDQYDVQQIEwWZmbGFt
ZTIxDzANBgNVBACTBmMZSYW11MjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEWZmbGFtZTIXxDzANBgNVBAMTBMZSYW11MjCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIGNSq
0CqGCOWX51Yp+j j dW/km27tWX0t6rTscqVIwxSbX9qKORA9+aUHHzabO5VXIMIHNKHPgBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDwOqII0g5FgQNK7LIKzBARuAmy f1P18CV2sg6Cg0h
sRvfnDLzPupND/giSbhdwkRxHCSaxktolCGLSj2RLafuwla8kad0bgQdfOBKfVzUpJsB8EqnbwNQdQZQx19BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLrOcF0909n1F9C
utXdpJyKVIKEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAWEAAaMhMB8WHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAGGCSqGSIh3DQEBCWUAA4IBAQBs1ujVdA/E
9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCIXKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I430zCXA2yR1FvchGLXA4Ht055s1zFNEc43WilPx3E9F6
yFBsLqfS+WpqRA8yucR3PSfraalL9Yq/gKah5u3mb+fP/r9ay0AjAxkZql0T5T281zQ7Wn8tejzpirk12qjwjMQoFTuSW11SUL1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54cF14/yXkgjT
TqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176637353-1505172862">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-1457176637097-2056016003"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>a4T0GLebfGDZ+KaDePchTIRovj/3fDujaH2kCzSo7SyuOr2jZa8rFpi6XQooH4nDFU381Vq62cqn

1XjDdZoBMTomnFWBd rPqxmuNHKC9LzCMOACVSHBLOUiriNp5MXPsc+deMCGBebObFOeQx/fHMxxn
MK7rZqne4CGnHzrFAfLQ70+qMs8ULkOq3R+vj/A9sbr2IPq3tgeqdZxsyyHLDInueOsUqDgfgE9]j
bmSobpI8zbEyZVrKUcKOjEIbNG6rS7RvTOIiOwM+DmbxntsPVdSmx2LeFesWkG21quNTrcnZvONU

QxjxX9EREVSQV5XFtzP30bhGfsKLDtQ4JPHleQ==</xenc: CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-1457176637427999499271"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176637427999499271"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-1457176637093-
1869485767">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQQKEWVMbGFtZT
EOMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSsYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwNL1owXTELMAKGA1IUEBhMCRVUXDjAMBgNVBAGTBWZ s YW11MQ4wDAYDVQQHEWVM
bGFtZTEOMAWGA1UEChMFZmxhbWUxDjAMBgNVBAS TBWZSsYW11MQ4wDAYDVQQDEWVMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMX19vZeZmkTjWZeGjh
EdQX1iaSUgIRARGSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bdk+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d1yBHoedCU1/7
4efPPuiu7T7Uxfsf3x925cqKg4fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLIul
6mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8wHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIh3DQEBCWUAA4IBAQADPC+qzMiI00CASEAzekEeNE7qj3aSMKnx
mfY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEmlwGtV1P3+zKMvlqeadY0Oc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgXjji081BPZKzx31L9BpBEKXR4iTGc+Kwe8pyu8dgrzivz
arCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqc
wjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-14571766370891483589069">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176637215925768386">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>2YvyDtLr2102jRxKvREGTt55XSe0uBbYIRAXMEI6uuU=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-14571766372171083748325">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>9zDMLHAeciT9neDnMelXXpVRaBuVvG1lgnhSQclYQ6Aw=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>UBybInBnL1dW+Y+D8x1T9qizQpsA/KRzDR8ALnucQK6Wi8TBPqw69xPU+rogLHP2Z51ihFSOTP1B
2cXKiW6gqkek@DMEHKZAPYJ0/c0333hqGZI8ZA8QD07HgXGiFEruRTiJmpbnhbdE+vcDnaXY7u052
tP9S73fmDId55ep+SOMeXwWIStXsDrya/PHV5grMBUIbTGMAaOW80xKyzR18K20RNX5aKe0aFWXz
vimsq2EyhPERrCGXIc0QPwXE7SXbF8NeopmER+guwYHzCcw+420bgKK1KzUB7KCPq68CGEbBSpn6

9Z/ryZF/1/SaXFk1X3ErAaN4m0QI51PcYFM4lw==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176637195385178228">

<wsse:Reference URI="#XWSSGID-1457176637093-1869485767"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

2016-03-05 13:16:34,783: INFO - =------ccmccccccmmcmccemcmaenaan

2016-03-05 13:16:34,788: INFO - AS4 message id: fb396477-0f96-4278-874f-3cf5eced6b73@mindertestbed.org

2016-03-05 13:16:34,833: INFO - =------ccmccccccmmcmmcemcmaenaan

2016-03-05 13:16:34,839: INFO - Attachments

2016-03-05 13:16:34,844: INFO - -------cccccccccmmcmmcem s

2016-03-05 13:16:34,851: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip

2016-03-05 13:16:34,856: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:16:34,862: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:16:34,907: INFO - Attachments

2016-03-05 13:16:34,912: INFO - =------ccmccccccmmcmmcemcmaenaan



2016-03-05 13:16:34,919: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/octet-stream will be compressed
2016-03-05 13:16:34,924: INFO - Compressed Payload: §8066Y~6¢ +696: 4000SWOOP@@HEMQGIQQJO 6/|166bGoo,

IU8

2016-03-05 13:16:34,937: DEBUG - Assign free vars

2016-03-05 13:16:34,942: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:16:35,541: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:16:35,546: INFO - < Rivet finished sucessfully

2016-03-05 13:16:35,551: INFO - ----------

2016-03-05 13:16:35,557: INFO - > RUN RIVET 3
2016-03-05 13:16:35,562: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:16:35,567: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:16:35,573: INFO - Received Receipt: 1457176595573
2016-03-05 13:16:35,579: INFO - RECEIPT
2016-03-05 13:16:35,589: INFO - <?xml version="1.0" encoding="UTF-8"?7>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
S12:mustUnderstand="true">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:17:18.879Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131718.828-0.2875330652249637@fms . flame.co.za</eb:MessageId>
<eb:RefToMessageId>fbh396477-0f96-4278-874f-3cf5eced6b73@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>
<eb:Error category="Processing"
errorCode="EBMS:0102"
origin="ebMS"
refToMessageInError="fb396477-0f96-4278-874f-3cf5eced6b73@mindertestbed.org"
severity="failure"
shortDescription="FailedDecryption">
<eb:Description xml:lang="en">Message verification, authorisation, or decryption failed: com.sun.xml.wss.XWSSecurityException:
com.sun.xml.wss.XWSSecurityException: javax.crypto.AEADBadTagException: Tag mismatch!</eb:Description>
<eb:ErrorDetail>com. flame.shared.exceptions.PackingException: Message verification, authorisation, or decryption failed:
com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException: javax.crypto.AEADBadTagException: Tag mismatch!
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:686)
at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)
at java.util.concurrent.FutureTask.run(FutureTask.java:266)
at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)
at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)
at java.lang.Thread.run(Thread.java:745)
Caused by: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException:
javax.crypto.AEADBadTagException: Tag mismatch!
at com.sun.xml.wss.impl.misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:158)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.verifyAndDecrypt(PackageManager.java:1455)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.securityPass(PackageManager.java:2308)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:665)
. 5 more

Caused by: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException: javax.crypto.AEADBadTagException: Tag mismatch!

at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.processEncryptedKey(DecryptionProcessor.java:286)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.decrypt(DecryptionProcessor.java:157)
at com.sun.xml.wss.impl.filter.EncryptionFilter.process(EncryptionFilter.java:524)
at com.sun.xml.wss.impl.SecurityRecipient.pProcessOnce(SecurityRecipient.java:1214)
at com.sun.xml.wss.impl.SecurityRecipient.pProcess(SecurityRecipient.java:1283)
at com.sun.xml.wss.impl.SecurityRecipient.processMessagePolicy(SecurityRecipient.java:782)
at com.sun.xml.wss.impl.SecurityRecipient.validateMessage(SecurityRecipient.java:261)
at com.sun.xml.wss.impl.misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:156)
. 8 more
Caused by: com.sun.xml.wss.XWSSecurityException: javax.crypto.AEADBadTagException: Tag mismatch!
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.decryptAttachment(DecryptionProcessor.java:791)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.processEncryptedData(DecryptionProcessor.java:560)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.decryptReferencelList(DecryptionProcessor.java:364)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.processEncryptedKey(DecryptionProcessor.java:279)
. 15 more
Caused by: javax.crypto.AEADBadTagException: Tag mismatch!
at com.sun.crypto.provider.GaloisCounterMode.decryptFinal(GaloisCounterMode.java:524)
at com.sun.crypto.provider.CipherCore.finalNoPadding(CipherCore.java:1023)
at com.sun.crypto.provider.CipherCore.doFinal(CipherCore.java:960)
at com.sun.crypto.provider.CipherCore.doFinal(CipherCore.java:824)
at com.sun.crypto.provider.AESCipher.engineDoFinal (AESCipher.java:436)
at javax.crypto.Cipher.doFinal(Cipher.java:2223)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.decryptAttachment(DecryptionProcessor.java:788)
. 18 more
</eb:ErrorDetail>
</eb:Error>
</eb:SignalMessage>
</eb:Messaging>
2016-03-05 13:16:35,595: INFO - ========
2016-03-05 13:16:35,601: INFO - Error message
2016-03-05 13:16:35,615: INFO - <?xml version="1.0" encoding="UTF-8"?7>
<eb:Error xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
category="Processing"
errorCode="EBMS:0102"
origin="ebMS"
refToMessageInError="fb396477-0f96-4278-874f-3cf5eced6b73@mindertestbed.org"
severity="failure"
shortDescription="FailedDecryption">
<eb:Description xml:lang="en">Message verification, authorisation, or decryption failed: com.sun.xml.wss.XWSSecurityException:
com.sun.xml.wss.XWSSecurityException: javax.crypto.AEADBadTagException: Tag mismatch!</eb:Description>
<eb:ErrorDetail>com. flame.shared.exceptions.PackingException: Message verification, authorisation, or decryption failed:
com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException: javax.crypto.AEADBadTagException: Tag mismatch!
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:686)
at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)
at java.util.concurrent.FutureTask.run(FutureTask.java:266)
at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)
at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)
at java.lang.Thread.run(Thread.java:745)
Caused by: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException:
javax.crypto.AEADBadTagException: Tag mismatch!
at com.sun.xml.wss.impl.misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:158)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.verifyAndDecrypt(PackageManager.java:1455)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.securityPass(PackageManager.java:2308)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:665)
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com.
.xml.
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.xml.
.xml.
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.xml.
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com.
.xml.
.xml.
.xml.
.xml.

wSss

wSss

sun

wSss

sun.
wss.
.impl.
wss.
wss.
wss.
.impl.
wss.
wss.

xml.wss.XWSSecurityException: com.sun.xml.wss.XWSSecurityException: javax.crypto.AEADBadTagException: Tag mismatch!

impl.

impl.
impl.
impl.

impl.
impl.

impl.
impl.
impl.

javax.crypto.
pto.provider.GaloisCounterMode.decryptFinal(GaloisCounterMode.java:524)
pto.provider.CipherCore.finalNoPadding(CipherCore.java:1023)
pto.provider.CipherCore.doFinal(CipherCore.java:960)
pto.provider.CipherCore.doFinal(CipherCore.java:824)

pto.provider.AESCipher.engineDoFinal (AESCipher.java:436)
javax.crypto.Cipher.doFinal(Cipher.java:2223)
com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.decryptAttachment(DecryptionProcessor.java:788)

.cryj
.cryj
.cryj
.cryj
.cryj

</eb:ErrorDetail>
</eb:Error>
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
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2016-03-05
2016-03-05
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2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05

13:
13:
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13:
13:

13:
13:
13:
13:
13:
13:
13:
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13:

16:35,620:
16:35,625:
16:35,637:
16:35,643:
16:35,648:

16:35,653:
16:35,658:
16:47,806:
16:47,812:
16:47,817:
16:47,823:
16:47,828:
16:47,833:
16:47,839:
16:47,844:
16:47,850:
16:47,856:
16:47,862:

16:47,867:

apachecrypto.DecryptionProcessor.processEncryptedKey(DecryptionProcessor.java:286)
apachecrypto.DecryptionProcessor.decrypt(DecryptionProcessor.java:157)
filter.EncryptionFilter.process(EncryptionFilter.java:524)
SecurityRecipient.pProcessOnce(SecurityRecipient.java:1214)
SecurityRecipient.pProcess(SecurityRecipient.java:1283)
SecurityRecipient.processMessagePolicy(SecurityRecipient.java:782)
SecurityRecipient.validateMessage(SecurityRecipient.java:261)
misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:156)

.xml.wss.XWSSecurityException: javax.crypto.AEADBadTagException: Tag mismatch!
wss.
wss.
wss.
.impl.

apachecrypto.DecryptionProcessor.decryptAttachment (DecryptionProcessor.java:791)

apachecrypto.DecryptionProcessor.processEncryptedData(DecryptionProcessor.java:560)
apachecrypto.DecryptionProcessor.decryptReferencelList(DecryptionProcessor.java:364)
apachecrypto.DecryptionProcessor.processEncryptedKey(DecryptionProcessor.java:279)

AEADBadTagException: Tag mismatch!

DEBUG - Assign free vars

INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
INFO - < Rivet finished sucessfully

INFO - ----------

INFO - > RUN RIVET 4
DEBUG - > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)

DEBUG - < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
INFO - Cornerl backend NOTIFICATION

INFO - Error

INFO - fb396477-0f96-4278-874f-3cf5eced6b73@mindertestbed.org

INFO - null

INFO - null

DEBUG - Assign free vars

INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
INFO - < Rivet finished sucessfully

INFO - --==--c----

INFO - > Send finish message to all wrappers



Test Report - AS4 TA21

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA21

Test Case: AS4 TA21 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:30
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:
Variables:

Tag:

AS4 TA21
Payload signature/encryption/compression

[eSENS] "When compression, signature and/or encryption are required, any
attached payload(s) must be compressed prior to being signed and/or
encrypted."

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile (One-Way/Push MEP). « The SMSH sends an AS4
message with a compressed then encrypted and signed payload to the RMSH.

The RMSH sends back an AS4 non-repudiation receipt.

Signature/encryption/compression



Log

2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:

Corner3:flame-c3
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2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:

2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:
2016-03-05 13:16:

xmlns:
xmlns:

s12
wsu
<eb
<eb
<eb
<eb

</eb:MessageInfo>

<eb
<eb

49,931:
49,937:
49,945:
49,950:

49,955:
49,962:
49,967:
49,973:
49,981:
49,991:
49,997:
50,002:
50,008:
50,013:
50,019:
50,024:
50,030:
50,035:
50,040:
50,059:
50,065:
50,070:
50,075:

50,081:
50,086:
50,092:
50,785:
50,791:
50,797:

50,802:
50,808:
53,658:
53,663:
53,671:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
:mustUnderstand="true"

:Id="XWSSGID-1457176656164-1917629177">

:UserMessage>
:MessageInfo>

:Timestamp>2016-03-05T11:17:35.690Z</eb: Timestamp>
:Messageld>25244h76-f851-44b4-9533-6e3a80430104@mindertestbed.org</eb:Messageld>

:PartyInfo>
:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb

:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>111380</eb:ConversationId>
</eb:CollaborationInfo>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

MessageProperties>
Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

</eb:MessageProperties>

<eb

:PayloadInfo>

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
'ConversationId">111380</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

'"TA_id">AS4_TA21</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">25244b76-f851-44b4-9533-6e3a80430104@mindertestbed.org</eb:Property>

<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name=

Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>
2016-03-05 13:16:53,676: INFO - C2 AS4 Security Header

2016-03-05 13:16:53,685: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-
1457176656022224608718">MIIDazCCAL0gAwWIBAgIEEZzBnRzANBgkqhkiGO9wOBAQsFADBmMQ8wDQYDVQQGEWZmbGFtZTIxDzANBgNVBAGTBMZSsYW11MjEPMAOGALUEBXMGZmxhbWUyMQ
8wDQYDVQQKEwZmbGFtZTIxDzANBgNVBASTBmZsYW11MjEPMAOGALUEAXMGZmxhbWUyMB4XDTE1MDgwOTEXMzUyN1oXDTE2MDgwODEXMzUyNlowZjEPMAOGA1UEBhMGZmxhbWUyMQ8wDQYD
VQQIEwZmbGFtZTIxDzANBgNVBACTBmMZSsYW11lMjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEWZmbGFtZTIXxDzANBgNVBAMTBmMZSYW11MjCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQ
0CggEBAJIGNSqoCqGCOWX51Yp+jjdW/km27tWX0t6rTscqVIwxSbX9qKOR49+aUHHzab05VXIMIHNKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDwOqIJ0g5FgQNK7LIKzB4RuAmy f1P
18CV2sg6Cg0hsRvfnDLzPupND/giShdwkRxHCSaxktolCGLSj2RLafuwla8kad0bgQdfOBKfVzUpJsB8EqnbwNQdQZQx19BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpLIteSRNQRLr
0cF0909n1F9CutXdpJyKVIKEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAWEAAaMhMB8WHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAGGCSqGSIb3DQEBCWUAA4IB
AQBs1ujVdA/E9EAUpV7co8tFQjsWrkKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCIXKBHREPhoRgzod3sRknHWWCB/Pruj091IVnjAo2I430zCXA2yR1FvchGLXA4Ht055s1zFNEc
43WiLPx3E9F6yFBsLqfS+WpgRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZql0T5T281zQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUT1Rc14yyQTI1QilzVREK3alY5vaTwvjP5
4cF14/yXkgjTTqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176656315-1562134814">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-1457176656022224608718"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>gWot4C8zGCIFbaE636YXYf/VNk/3buFp9L/w8buetOgueMVwI5hp8gKh/6aBtbhHd1YbQAuzOkvY
5B91Xke8VrOpFB/UrElauqD/GoXP3Y1lcfgLUJzbHDR+bGpB7ICCOPpuflvTOYDBMjuwp0qeOKY8
tJZ5ZVrDRaGQhTUGR82206Ir26COFLKIxTw3WWIrsFDU9spDmaZOK6VKs7FYoc7h2qut46656D31
UovcLxE/R+qhggUWXPtgSN/wZRT6x9hGiwM++2CzNcFCF81qHPpuVcQwXgj j su+ZyAszWVBDQESt

A4S512d8Xpz+mg7T3mvCGOI1IR2GSFnle+BIXA==</xenc:CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-1457176656384-1074825941"/>

<xenc:DataReference URI="#XWSSGID-1457176656379-44666816"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176656379-44666816"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:custompayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176656384-1074825941"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-1457176656018-
974738600">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGALUECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQQKEWVMbGFtZTE
OMAWGA1UECXMFZmxhbWUxDj AMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwNL1owXTELMAKGALUEBhMCRVUXDj AMBgNVBAgTBWZsYW11MQ4wDAYDVQQHEWVMb
GFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0SWUMx19vZeZmkTjWZeGjhE
dQX1iaSUgIRARYSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bdk+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d1yBHoedCU1/74
efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJul6
mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8wWHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CAsEAzekEeNE7qj3aSMKnxm
fY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEm1wGtV1P3+zKMv1lgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]jji081BPZKzx31L9BpBEkxR41iTGc+Kwe8pyu8dgrziVza
rCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqcw
jtXagQlaomSl4ssvvxquGolL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-1457176656014-870805549">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176656164-1917629177">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>0s1Gxb/P5WPe7rmY5S5IRTs1tW7T8A9juI2MIObKTOnx4=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176656166-1296641811">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>ZQX/bbCH33+Z+P14TMWt6/FpSEZPKyBh1MZX43UlWsc=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">




<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue>KJ9spi6/B4th20n6IKal186ckgNfSfI151ZN4dAUFCKwlz50dyInT1kmPOOVINS8UGTbAbVXudQz
su2kmTw8vTODI10AHcc1VIKXby2CzuqzgcDVOKHmMUHybZPOKzM1x8SKEmMMPHSZdYO5RMO5rZkC6R
dPuz8JXvG182UkJyC5GaN/bygpwM2NOLv1fd3LSBY0QzS1hATESmObGI2ropzeemK30z1i28QZLu®
EfN+TuTYejJc+k4sVhtHYjnvG5cdZVsvGkXY0+M8kFRROrPBBFkk5XxRA9kS9++iLhiJxMg2zzvq
BERA77CX48D16w02A1vkGEex3ITr991VOKiZpw==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-14571766561421253361638">

<wsse:Reference URI="#XWSSGID-1457176656018-974738600"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

2016-03-05 13:16:53,691: INFO - =-------ccmccccccmmcmmcemcmaeaan

2016-03-05 13:16:53,696: INFO - AS4 message id: 25244b76-f851-44b4-9533-6e3a80430104@mindertestbed.org
2016-03-05 13:16:53,745: INFO - =------ccmccccccmmcem e enaan

2016-03-05 13:16:53,750: INFO - Attachments

2016-03-05 13:16:53,758: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:16:53,763: INFO - Compressed HEX payload:
1F8B0800000000000000535454FOCD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:16:53,768: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:16:53,773: INFO -

2016-03-05 13:16:53,779: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:16:53,784: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:16:53,789: INFO - Decompressed Payload: <min><der>sample</der></min>

2016-03-05 13:16:53,794: INFO -

2016-03-05 13:16:53,800: INFO - Forward message to the other side: 1457176613800

2016-03-05 13:16:53,805: DEBUG - Assign free vars

2016-03-05 13:16:53,810: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])

2016-03-05 13:16:57,830: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])

2016-03-05 13:16:57,835: INFO - < Rivet finished sucessfully

2016-03-05 13:16:57,841: INFO - ---=--=-=-=--

2016-03-05 13:16:57,846: INFO - > RUN RIVET 3

2016-03-05 13:16:57,851: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:16:57,856: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:16:57,861: INFO - Received Receipt: 1457176617861

2016-03-05 13:16:57,867: INFO - RECEIPT

2016-03-05 13:16:57,874: INFO - <?xml version="1.0" encoding="UTF-8"7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-145717666114593606091">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:17:41.133Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131737.707-0.7595744372657651@fms . flame. co.za</eb:MessageId>
<eb:RefToMessageIld>25244b76-f851-44b4-9533-6e3a80430104@mindertestbed.org</eb:RefToMessageld>
</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176656164-1917629177">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>0s1Gxb/P5WPe7rmY5S5IRTs1tW7T8A9juI2MIObKTONx4=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176656166-1296641811">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>ZQX/bbCH33+Z+P14TMWt6/FpSEZPKyBh1MZX43UlWsc=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>

</eb:SignalMessage>

</eb:Messaging>

2016-03-05 13:16:57,885: DEBUG - Assign free vars
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> CALL SLOT as4-adapter|3.sendResponse(byte[])
< SLOT CALLED as4-adapter|3.sendResponse(byte[])
< Rivet finished sucessfully

> RUN RIVET 4
- > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
- < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 111380

messageld: 25244b76-f851-44b4-9533-6e3a80430104@mindertestbed.org
to: flame-c3

from: null

pModeId: null

custompayload@minder type: application/octet-stream.

!l Modify me after submission, if you dare!!

xmlpayload@minder type: application/octet-stream.
<min><der>sample</der></min>
- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

25244b76-1851-44b4-9533-6e3a80430104@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA27

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA27

Test Case: AS4 TA27 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:30
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:

Variables:

Tag:

AS4 TA27
Addressing

[eSENS] "From/Partyld and To/Partyld shall therefore in this case address
the identifiers of gateways. This is consistent with current practice for ebMS3
in e-CODEX and with the PEPPOL AS2 profile"

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to
the eSENS profile (One-Way/Push MEP). « SMSH sends an AS4 User
message to the RMSH.

In the message sender|receiver elements reference the MSHs and not the
(producer,consumer).

sender|receiver: UserMessage/Partylnfo/{From|to}/Partyld elements
Adressing
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2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
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2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:

2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:

2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:
2016-03-05 13:17:

xmlns:
xmlns:

s12
wsu
<eb
<eb
<eb
<eb

</eb:MessageInfo>

<eb
<eb

02,335:
02,340:
02,349:
02,354:

02,359:
02,365:
02,370:
02,375:
02,386:
02,392:
02,397:
02,402:
02,408:
02,414:
02,420:
02,425:
02,432:
02,437:
02,443:
02,458:
02,468:
02,474:
02,479:

02,484:
02,489:
02,494:
04,273:
04,279:
04,284:

04,289:
04,294:
07,285:
07,290:
07,298:

INFO - Start Test

INFO - Initialize test case
DEBUG - Parameters

DEBUG - Corner2:flame-c2

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

DEBUG

INFO
INFO
INFO
INFO
INFO
INFO

INFO

DEBUG

INFO
INFO
INFO
INFO

INFO

> Initialize the Adapters

Call start test on NULLWRAPPER

Obtain SUT Identifiers from NULLWRAPPER

Call start test on as4-adapter

Obtain SUT Identifiers from as4-adapter
System Under Test: Flame FMS AS4 Server
System Under Test: Flame FMS AS4 Server

Call start test on genericAS4Corner4d

Obtain SUT Identifiers from genericAS4Corner4
Call start test on genericAS4Cornerl

Obtain SUT Identifiers from genericAS4Cornerl
> RUN RIVET 0

- Assign free vars

Corner 2 flame-c2

Corner 3 flame-c3

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 1

- Assign free vars

> CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)

< SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
< Rivet finished sucessfully

> RUN RIVET 2

DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])

DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])

INFO - C2 AS4 Message

INFO - <?xml version="1.0" encoding="UTF-8"7?>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

ds="http://www.w3.0rg/2000/09/xmldsig#"
ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
:mustUnderstand="true"

:Id="XWSSGID-14571766697621259942571">

:UserMessage>
:MessageInfo>

:Timestamp>2016-03-05T11:17:49.253Z</eb: Timestamp>
:MessageId>6a0d99d1-3331-4d6c-b774-a79029ffd5ac@mindertestbed.org</eb:Messageld>

:PartyInfo>
:From>

<eb:Partyld>flame-c2</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>

<eb

:To>

<eb:Partyld>flame-c3</eb:Partyld>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>498914</eb:ConversationId>
</eb:CollaborationInfo>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

MessageProperties>
Property name=
Property name='
Property name=
Property name='
Property name=
Property name=
Property name='
Property name=

</eb:MessageProperties>

<eb

:PayloadInfo>

"ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
'ConversationId">498914</eb:Property>

"Action">ACT_SIMPLE_ONEWAY</eb:Property>

'"TA_id">AS4_TA27</eb:Property>

originalSender">Cl</eb:Property>

"Service">SRV_SIMPLE_ONEWAY</eb:Property>

‘ToPartyId">flame-c3</eb:Property>

finalRecipient">C4</eb:Property>

Property name="Messageld">6a0d99d1-3331-4d6c-b774-a79029ffd5ac@mindertestbed.org</eb:Property>

<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>

<eb:Property name=

Description">xmlpayload@minder</eb:Property>

<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>

</eb:PayloadInfo>
</eb:UserMessage>

</eb:Messaging>
2016-03-05 13:17:07,304: INFO - C2 AS4 Security Header

2016-03-05 13:17:07,310: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

env:mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-1457176669622-
48148704">MIIDazCCAL0gAWIBAgIEEZzBnRzANBgkqhkiGO9wOBAQsFADBmMQ8wDQYDVQQGEWZmbGFtZTIXxDzANBgNVBAGTBMZSsYW11MjEPMAOGALUEBXMGZmxhbWUyMQ8wDQYDVQQKEWZm
bGFtZTIXxDzANBgNVBASTBMZSsYW11MjEPMAOGALUEAXMGZmxhbWUyMB4XDTE1MDgwOTExXMzUyN1oXDTE2MDgwODEXMzUyNlowZj EPMAOGALUEBhMGZmxhbWUyMQ8wDQYDVQQIEWZmbGFtZT
IxDzANBgNVBACTBmMZsYW11MjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEWZmbGFtZTIXxDzANBgNVBAMTBMZSYW11MjCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIGNSqoC
qGCOWX51Yp+j jdW/km27tWXO6rTscqV9wxSbX9qKORA9+aUHHzab05VXIMIHNKHPGBb+vsUiTsL8TAnpQ/gY31NxaY9v832Z/EVDwOqIJ0g5FgQNK7 LIKzB4RuAmy f1P18CV2sg6CgOhsR
vfnDLzPupND/giShdwkRxHCSaxktolCGLSj2RLafuwJa8kad0bgQdfOBKfVzUpJsB8EqnbwNQdQZQx19BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpLIteSRNQRLrOCcF0909n1F9Cut
XdpJyKVIKE05imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAWEAAaMhMB8WHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAGGCSqGSIb3DQEBCWUAA4IBAQBs1ujVdA/E9E
AUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCIXKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I430zCXA2yR1FvchGLXA4Hto5551zFNEc43WilPx3E9F6yF
BsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUL1Rc14yyQTI1QilzVREK3alY5vaTwvjP54cF14/yXkgjTTq
X8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176669903762269674">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-1457176669622-48148704"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>

<xenc:CipherValue>MwQY1V/8iYo8ehJq42aj46ZW2S7E2epERTXyORZzvIsI65eGGKLIQZzx05M4H+LbopEQ7n/aR8h+B
0iMIXX2b8pPgr74kA315mNRpzOnF7wvmcQIQUPMSZ2IROMTBjHwH+gp5SiNa/9dbT4mCwBZGEV5t
XFhJ6vm34VkU8DJSHyjAdLw+Rmz1hRZuLQVawL+tU28KhvISHc8ShE5Qx0Ipj6yJ8khNTDXAhYcq
W157ds1jU+1uz6xZpIh9HdtWG+Q6Ymbid0qePkmdH210IwMy0sOv+IMmTw231XfgSaxVRCeOL3/m

ErdlkN40EhW460ZJ+QNS/uenUvlbwQ/j1VdTMA==</xenc:CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-1457176669979-1383417537"/>

<xenc:DataReference URI="#XWSSGID-1457176669976-1509582026"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176669976-1509582026"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:custompayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176669979-1383417537"

MimeType="application/gzip"

Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>

<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:Id="XWSSGID-1457176669616-
876147612">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQQKEWVMbGFtZTE
OMAWGA1UECXMFZmxhbWUxDj AMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwNL1owXTELMAKGALUEBhMCRVUXDj AMBgNVBAgTBWZsYW11MQ4wDAYDVQQHEWVMb
GFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0SWUMx19vZeZmkTjWZeGjhE
dQX1iaSUgIRARYSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bdk+ylxSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d1yBHoedCU1/74
efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJul6
mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8wWHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CAsEAzekEeNE7qj3aSMKnxm
fY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEm1wGtV1P3+zKMv1lgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]jji081BPZKzx31L9BpBEkxR41iTGc+Kwe8pyu8dgrziVza
rCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqcw
jtXagQlaomSl4ssvvxquGolL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-1457176669612-702470490">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-14571766697621259942571">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>qnrXX69pS6yRYpR30xsvBVJ1lglavnCtkda7tWooMMxw=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-1457176669764-2079464256">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>Z80p60000cYok78suriCbh1BfhGHWXvUzibWxwQz+W1lI=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">




<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>fQfvKejXE64+YZMBK5WFT+s8/w6sPtE5BmlmcODb43G7pLphlgKodgFyWSsOhHe5yVLtGYVYQVIE
SYiTmc857EtqyN/gHgahHrEUzwAHK/C6nLfTcGOgwAHZpcn90Hhn+2z9UFZADFOlbNisphRoZhYy
57wny1TnjDewD9TtQeF7ZKvqlhcRFOh9+6f302wPiFmgbouat7n77k2LrzW1Rd4LxwNfilDJu8US
f6HsfZ62F3UmdGdGWAngK50xdhok8seluiDgnXpH3jODkDAV9erR60DN1Iox60537XvpEVIRVyzH
dK/0LCAJR1h81i9A+fOWWQccZjnIT4/iFhZSH1Q==</ds:SignatureValue>

<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176669742-104392488">

<wsse:Reference URI="#XWSSGID-1457176669616-876147612"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
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<eb:Messaging

xmlns:S12=
xmlns:wsu=

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

17:
17:
17:
17:
17:
17:

07,316:
07,322:
07,327:
07,333:
07,339:
07,344:
07,350:
11,781:
11,786:
11,792:

11,798:
11,803:
11,808:
11,815:
11,820:
11,831:

INFO - AS4 message id: 6a0d99d1-3331-4d6c-b774-a79029ffd5ac@mindertestbed.org

INFO - FROM PARTY ID : flame-c2

INFO - TO PARTY ID : flame-c3

DEBUG - Assign free vars

INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
INFO - < Rivet finished sucessfully

INFO - > RUN RIVET 3

DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
INFO - Received Receipt: 1457176631814

INFO - RECEIPT

INFO - <?xml version="1.0" encoding="UTF-8"7?>

xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"

"http://www.w3.0rg/2003/05/soap-envelope"
"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"

xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176675099-726077185">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:17:55.086Z</eb: Timestamp>

<eb:MessageId>FMS-A-20160305-131751.697-0.6655551806009679@fmstest.flame.co.za</eb:Messageld>
<eb:RefToMessageId>6a0d99d1-3331-4d6c-b774-a79029ffd5ac@mindertestbed.org</eb:RefToMessageIld>

</eb:MessageInfo>

<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-14571766697621259942571">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>qnrXX69pS6yRYpR30xsvBVJ1lglavnCtkda7tWooMMxw=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="#XWSSGID-1457176669764-2079464256">

<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>Z80p60000cYok78suriCbh1BfhGHWXvUzibWxwQz+W1lI=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
URI="cid: custompayload@minder">

<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkcltl3rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSI1l40=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>

2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05
2016-03-05

2016-03-05
2016-03-05
2016-03-05
2016-03-05

13:
13:
13:
13:
13:
13:

13:
13:
13:
13:

17:
17:
17:
17:
17:
17:

17:
17:
17:
17:

11,836:
11,842:
11,848:
11,858:
11,864:
11,869:

11,874:
11,880:
11,885:
11,890:

DEBUG - Assign free vars

INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
INFO - < Rivet finished sucessfully

INFO - ----------

INFO - > RUN RIVET 4

DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
T = cocomconooosoomcEmEoaEEEEEEaEEaEEas
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11,895:
11,901:
11,906:
11,911:
11,917:
11,922:
11,927:
11,932:
11,938:
11,943:
11,950:
11,955:
11,961:
11,966:
11,971:
11,977:
11,982:
11,989:
11,995:
12,000:

12,006:
12,011:
14,028:
14,034:
14,040:
14,045:
14,050:
14,056:
14,062:
14,067:
14,073:
14,079:
14,084:

14,089:

INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -
DEBUG
DEBUG
INFO -
INFO -
INFO -
INFO -
INFO -
DEBUG
INFO -
INFO -
INFO -
INFO -

INFO -

Corner4 Received Payloads:

Data

originalSender: C1

finalRecipient: C4

refToMessageId: null

conversationId: 498914

messageld: 6a0d99d1-3331-4d6c-b774-a79029ffd5ac@mindertestbed.org
to: flame-c3

from: null

pModeId: null

custompayload@minder type: application/octet-stream.
!l Modify me after submission, if you dare!!
xmlpayload@minder type: application/octet-stream.
<min><der>sample</der></min>
- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> RUN RIVET 5

- > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
- < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
Cornerl backend NOTIFICATION

Receipt

6a0d99d1-3331-4d6c-b774-a79029ffd5ac@mindertestbed.org

null

null

- Assign free vars

> CALL SLOT NULLWRAPPER.NULLSLOT

< SLOT CALLED NULLWRAPPER.NULLSLOT

< Rivet finished sucessfully

> Send finish message to all wrappers



Test Report - AS4 TA28

Overview

Test Group: Generic AS4 test assertions
Test Assertion: AS4 TA28

Test Case: AS4 TA28 TCO1

User: Muhammet YILDIZ

Date: 2016.03.05 13:10:30
System(s) Tested: 1- Flame FMS AS4 Server
Result: Successful 4

Test Assertion Details

TAID:
Target:

Normative
Source:

Prescription
Level:

Prerequisite:

Predicate:

Variables:

Tag:

AS4 TA28
SBDH

[eSENS] "An option for e-SENS is to use UN/CEFACT Standard Business
Document Header [SBDH] that allows end entities to encode information on
business process, business transaction, agreement, and business quality-of-
service. The SBDH is widely adopted in e-business communities like GS1 [...]
for e-SENS should be used a Manifest block for sending non-XML documents
or files. [...]When sending non-XML documents the SBDH and the payload
have to be in separate MIME parts(see the figure above) because they have
different content types: SBDH is XML and the payload non-XML."

Mandatory

* SMSH and RMSH are configured to exchange AS4 messages according to the
eSENS profile (One-Way/Push MEP). * Producer submits two payloads, first
being an SBDH document, second being an actual payload (non-XML
payload). « SMSH sends an AS4 User Message to the RMSH.

Message has two additional MIME parts. The first mime part is the SBDH
document and the second is the actual payload.

SDBH: information on end point IDs, business process, business transaction,
agreement and business quality.

Message Packaging



Log

2016-03-05 13:17:16,166: INFO - Start Test

2016-03-05 13:17:16,171: INFO - Initialize test case

2016-03-05 13:17:16,179: DEBUG - Parameters

2016-03-05 13:17:16,184: DEBUG - Corner2:flame-c2

Corner3:flame-c3

2016-03-05 13:17:16,190: INFO - > Initialize the Adapters

2016-03-05 13:17:16,195: INFO - Call start test on NULLWRAPPER

2016-03-05 13:17:16,201: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:17:16,206: INFO - Call start test on as4-adapter

2016-03-05 13:17:16,216: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:17:16,223: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:17:16,228: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:17:16,234: INFO - Call start test on genericAS4Corner4
2016-03-05 13:17:16,242: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:17:16,248: INFO - Call start test on genericAS4Cornerl
2016-03-05 13:17:16,255: INFO - Obtain SUT Identifiers from genericAS4Cornerl
2016-03-05 13:17:16,261: INFO - > RUN RIVET 0

2016-03-05 13:17:16,266: DEBUG - Assign free vars

2016-03-05 13:17:16,273: INFO - Corner 2 flame-c2

2016-03-05 13:17:16,278: INFO - Corner 3 flame-c3

2016-03-05 13:17:16,284: INFO - SBDH DATA

2016-03-05 13:17:16,290: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<!-- Example SBDH showing how to send Expression of interest with attachments all wrapped in an ASiC archive -->
<StandardBusinessDocumentHeader

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://www.unece.org/cefact/namespaces/StandardBusinessDocumentHeader" >
<HeaderVersion>1.0</HeaderVersion>

<Sender>

<Identifier Authority="iso06523-actorid-upis">9908:810018902</Identifier>
</Sender>

<Receiver>

<Identifier Authority="iso06523-actorid-upis">9908:810418052</Identifier>
</Receiver>

<DocumentIdentification>

<Standard>UBL</Standard>

<TypeVersion>2.1</TypeVersion>
<Instanceldentifier>FA4A6819-6149-4134-95C3-C53A65338EB6</Instanceldentifier>
<Type>ExpressionOfInterest</Type>
<CreationDateAndTime>2015-07-26T20:08:00+01:00</CreationDateAndTime>
</DocumentIdentification>

<!-- Signals that the main business document is wrapped inside an ASiC archive -->
<Manifest>

<Number0fItems>1</NumberOfItems>

<ManifestItem>
<MimeTypeQualifierCode>application/vnd.etsi.asic-e+zip</MimeTypeQualifierCode>
<!-- The zip archive is base64 encoded inside the payload -->
<UniformResourceIdentifier>cid:asic-zip-archive.asice</UniformResourceIdentifier>
</ManifestItem>

</Manifest>

<BusinessScope>

<Scope>

<Type>PROCESSID</Type>
<InstanceIdentifier>urn:www.cenbii.eu:profile:bii46:ver3.0</Instanceldentifier>
</Scope>

<Scope>

<Type>DOCUMENTID</Type>

<!-- Specifies the type of the root document in the ASiC archive -->
<Instanceldentifier>
urn:oasis:names:specification:ubl:schema:xsd:Expression0OfInterest::ExpressionOfInterest##urn:www.cenbii.eu:transaction:biitrdm08l:ver3.0::2.1
</Instanceldentifier>

</Scope>

</BusinessScope>

</StandardBusinessDocumentHeader>

2016-03-05 13:17:16,295: INFO - ----------

2016-03-05 13:17:16,301: INFO - ASIC DATA

2016-03-05 13:17:16,306: INFO -
6266647935347237366468676678756668766867636A67666E6367686A68676B686A67666466686A67676866646866676A666768666867666B66797466796667636835
2016-03-05 13:17:16,311: INFO - ----------

2016-03-05 13:17:16,325: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:17:16,331: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:17:16,337: INFO - < Rivet finished sucessfully

2016-03-05 13:17:16,342: INFO - ----------

2016-03-05 13:17:16,348: INFO - > RUN RIVET 1

2016-03-05 13:17:16,353: DEBUG - Assign free vars

2016-03-05 13:17:16,359: INFO - > CALL SLOT genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:17:17,077: INFO - < SLOT CALLED genericAS4Cornerl|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:17:17,084: INFO - < Rivet finished sucessfully

2016-03-05 13:17:17,089: INFO - ----------

2016-03-05 13:17:17,094: INFO - > RUN RIVET 2

2016-03-05 13:17:17,100: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:17:19,912: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:17:19,917: INFO - C2 AS4 Message

2016-03-05 13:17:19,929: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:sl2="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
sl2:mustUnderstand="true"

wsu:Id="XWSSGID-1457176682446-519376393">

<eb:UserMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:18:01.980Z</eb: Timestamp>
<eb:MessageId>c325b6f4-783b-4de3-9c97-86b28ae78871@mindertestbed.org</eb:Messageld>




</eb:MessageInfo>

<eb:
<eb:
<eb:
<eb:

PartyInfo>

From>

PartyId>flame-c2</eb:PartyId>
Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>

</eb:From>

<eb:
<eb:
<eb:

To>
PartyId>flame-c3</eb:PartyId>
Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>

</eb:To>
</eb:PartyInfo>

<eb:
<eb:
<eb:
<eb:

CollaborationInfo>
Service>SRV_SIMPLE_ONEWAY</eb:Service>
Action>ACT_SIMPLE_ONEWAY</eb:Action>
ConversationId>29136</eb:ConversationId>

</eb:CollaborationInfo>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

MessageProperties>

Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
Property name="ConversationId">29136</eb:Property>

Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>

Property name="TA_id">AS4_TA28</eb:Property>

Property name="originalSender">Cl</eb:Property>

Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>

Property ToPartyld">flame-c3</eb:Property>

Property name="finalRecipient">C4</eb:Property>

Property name="Messageld">c325b6f4-783b-4de3-9c97-86b28ae78871@mindertestbed.org</eb:Property>

</eb:MessageProperties>

<eb:
<eb:
<eb:
<eb:
<eb:
<eb:

PayloadInfo>

PartInfo href="cid:custompayload@minder">

PartProperties>

Property name="MimeType">application/octet-stream</eb:Property>
Property name="Description">custompayload@minder</eb:Property>
Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>
</eb:PartInfo>

<eb:
<eb:
<eb:
<eb:
<eb:

PartInfo href="cid:xmlpayload@minder">

PartProperties>

Property name="MimeType">application/xml</eb:Property>
Property name="Description">xmlpayload@minder</eb:Property>
Property name="CompressionType">application/gzip</eb:Property>

</eb:PartProperties>

</eb:PartInfo>

</eb:PayloadInfo>

</eb:UserMessage>

</eb:Messaging>

2016-03-05 13:17:19,935: INFO - C2 AS4 Security Header

2016-03-05 13:17:19,941: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"

env:

mustUnderstand="true">

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"

wsu:

Id="XWSSGID-

14571766823281612896104">MIIDazCCAL0gAWIBAgIEEZBnRzANBgkqhkiG9wOBAQs FADBmMQ8wDQYDVQQGEWZmbGFtZTIxDzANBgNVBAgTBmMZsYW11MjEPMAOGALUEBXMGZmxhbWUyM
Q8wDQYDVQQKEWZmhGFtZTIXxDzANBgNVBASTBmZsYW11MjEPMAOGA1UEAXMGZmxhbWUyMB4XDTE1MDgwOTEXxMzUyN1oXDTE2MDgwODExMzUyNlowZj EPMA@GALUEBhMGZmxhbWUyMQ8wDQY
DVQQIEwZmbGFtZTIXxDzANBgNVBACTBMZSYW11MjEPMAOGALUEChMGZmxhbWUyMQ8wDQYDVQQLEWZmbGFtZTIXxDzANBgNVBAMTBMZSYW11MjCCASIwDQYJIKoZIhvcNAQEBBQADgGEPADCCA
QoCggEBAIGNSqoCqGCOWX51Yp+j jdW/km27tWX0t6rTscqV9wxShX9qKOR49+aUHHzab05VXTMIHNKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDwOqIJ0g5FgQNK7LIKzB4RuAmy 1l
P18CV2sg6Cg0OhsRvfnDLzPupND/giShdwkRxHCSaxktolCGLSj2RLafuwla8kad0bgQd fOBKfVzUpJsB8EqnbwNQdQZQx19BzK+rhGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRL
rocF0909n1F9CutXdpJyKVIKEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9s CAWEAAaMhMB8wWHQYDVROOBBYEFNzq/zf+cTkMos6q5KGHjUooj TEEMAOGCSqGSIb3DQEBCWUAA4T
BAQBs1ujVdA/E9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPCIXKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjA02I430zCXA2yR1FvchGLXA4Ht055s1zFNE
c43WiLPx3E9F6yFBsLqfS+WpgRA8yucR3PSfraaUlL9Yq/gKah5u3mb+fP/r9ay0AjAxkzZql0T5T281zQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUT1Rc14yyQTI1QiLzVREK3alY5vaTwvjP
54cFl4/yXkgjTTqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQ0TYq4AHjvs</wsse:BinarySecurityToken>

<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id="XWSSGID-1457176682584-743315220">

<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"/>

<ds:

KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#XWSSGID-14571766823281612896104"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

<xenc:CipherData>
<xenc:CipherValue>dhfNLVOKL0/2bt1WQh91g1ldYpjVXVOKc54Itz3kSjOMrclrlZOOVEiF4IRoYN78Y1B9BOfaWcUT5
J04CLmkCGUalm7/Y7qLOwvjXh3ZjS62j742j0KsulbPkho28LC21Hw+3ZCOcjM/cMDEelghHZsvH
ezZme5qQFRxnns3dAQlVuP08hXh1f1GxgNL3KrF7xFo38XcptBl7ugimpZCuB9x4buNWj7/2+jxH/
HWtronDQjLEOcyVmYTObk6J2xmS0DamB5tdTCnxn8bx6hriKaqbGtdp91Im8Rs6Nr+56y1KXWVLim
Rea9uocAvCumrXfCU5LU86DkKE+4Yng/aFAfVg==</xenc: CipherValue>

</xenc:CipherData>

<xenc:ReferencelList>

<xenc:DataReference URI="#XWSSGID-14571766826511622147321"/>

<xenc:DataReference URI="#XWSSGID-1457176682648396367132"/>

</xenc:ReferencelList>

</xenc:EncryptedKey>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Id="XWSSGID-1457176682648396367132"

MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>
<xenc:CipherData>

<xenc:CipherReference URI="cid:custompayload@minder">

<xenc:Transforms>

<ds:

Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>

</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Id="XWSSGID-14571766826511622147321"

MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"/>



<xenc:CipherData>

<xenc:CipherReference URI="cid:xmlpayload@minder">

<xenc:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>

</xenc:CipherReference>

</xenc:CipherData>

</xenc:EncryptedData>

<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176682325-
550915498">MIIDWTCCAKGgAWIBAGIELokpPjANBgkqhkiGOwOBAQsFADBAMQswCQYDVQQGEwIFVTEOMAWGA1UECBMFZmxhbWUxDjAMBgNVBACTBWZSsYW11MQ4wDAYDVQQKEWVMbGFtZTE
OMAWGA1UECXMFZmxhbWUxDjAMBgNVBAMTBWZSYW11MB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwNL1owXTELMAKGA1UEBhMCRVUXDjAMBgNVBAGTBWZsYW11MQ4wDAYDVQQHEWVMb
GFtZTEOMAWGALUEChMFZmxhbWUxDjAMBgNVBAs TBWZsYW11MQ4wDAYDVQQDEwVmMbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nSt0SWUMx19vZeZmkTjWZeGjhE
dQX1iaSUgIRARYSG3RZ0j5/AsqMGobx0kg3Nk3eXC3pBw605c41bdk+y1xSkTd1E91YVUVB/49hFyWKwiIVwupod/NZGk9zzIMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d1yBHoedCU1/74
efPPuiu7T7Uxfsf3x925cqKg4 fidaRWkXs0YDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/19QBaLKOvDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJul6
mc1x0/PVmff03D8CzcK4Y10AzJtsCAWEAAaMhMB8wWHQYDVROOBBYEFAaS]jtDcYahsHO87WyKQVqRktPn+MAOGCSqGSIb3DQEBCWUAA4IBAQADPC+qzMiI00CAsEAzekEeNE7qj3aSMKnxm
fY1IMCzOkka+ffhpdlqjSKMTL5Z55FZZ2cEm1wGtV1P3+zKMv1lgeadYOc1RQsFtYVL8KB/A6k0/KeLvfVIXAZ7EkbAoHsVUgX]jji081BPZKzx31L9BpBEkXxR41iTGc+Kwe8pyu8dgrziVza
rCDVeGLROUWb15QNMaFYpG4LTonTGK6IdjAxS1X0eqQWFdCo3WX90q9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLWAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqcw
jtXagQlaomSl4ssvvxquGolL</wsse:BinarySecurityToken>

<ds:Signature Id="XWSSGID-14571766823212049076739">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/16/xml-exc-cl4n#"

PrefixList="wsse ds eb ebbpsig env wsu"/>

</ds:CanonicalizationMethod>

<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>

<ds:Reference URI="#XWSSGID-1457176682446-519376393">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>q7VEKqq0jd5vizIVmCfy7b5pT7LiEg8MRv8Ph5ymxf4=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="#XWSSGID-14571766824471899940043">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>CsU+Cu/Hs5h6U385cKM3bg2U72LRDIRtT3zK8 rewVco=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>kWgXmUCckF6GlCaM9rcqh626ccUxjrcK3fm6qlCr6DQ=</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>+RSJhPraz+Q20d9Nzs6C+tU67bGMt5XTCLOYFSGCe9s=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>IAKNyhSUOByiw6xvBV0980yVzFT7/2EOpFJewHzHIV40vT3MU6Z2ZZ4WOXb+0KZm6UmjnDbU/IIx

d9saEQv/GaDvRQDTFO9mDW6 fYrIwL4kDgkLIoEfXVtzNLPEbPWa9x5ZCSfLvxsn7ItQUJ/sCtYVAL
kfhv3afzMki+/agKsnSH67dPDhT2x2YqadubN3mjVYRAY5DgADMQMLvaHjPLqPilgjYjbY3Rzt 1R
oU7NS170PuA9A5qUzApu7CEn6HxuexSzN65/pUodVqTYcsH2pmTrSgrcSkILBp6KMMF7WXq3GrzQ
+3ImPrz21YUdJ1E32AbkaBrC79ewl7ZmoLFILA==</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176682425-199001011">

<wsse:Reference URI="#XWSSGID-1457176682325-550915498"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

2016-03-05 13:17:19,948: INFO - -------ccmccccccmmcmmcemcmaemaan

2016-03-05 13:17:19,953: INFO - AS4 message id: c325b6f4-783b-4de3-9c97-86b28ae78871@mindertesthbed.org

2016-03-05 13:17:19,991: INFO - =-------ccmccccccmmcmmcemcmaemaan

2016-03-05 13:17:19,996: INFO - Attachments

2016-03-05 13:17:20,002: INFO - <custompayload@minder>

2016-03-05 13:17:20,009: INFO - AS4 Interceptor received

2016-03-05 13:17:20,014: INFO - <xmlpayload@minder>:

2016-03-05 13:17:20,020: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<!-- Example SBDH showing how to send Expression of interest with attachments all wrapped in an ASiC archive -->
<StandardBusinessDocumentHeader

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

xmlns="http://www.unece.org/cefact/namespaces/StandardBusinessDocumentHeader" >

<HeaderVersion>1.0</HeaderVersion>

<Sender>

<Identifier Authority="iso06523-actorid-upis">9908:810018902</Identifier>

</Sender>

<Receiver>

<Identifier Authority="iso06523-actorid-upis">9908:810418052</Identifier>

</Receiver>

<DocumentIdentification>

<Standard>UBL</Standard>

<TypeVersion>2.1</TypeVersion>

<Instanceldentifier>FA4A6819-6149-4134-95C3-C53A65338EB6</Instanceldentifier>

<Type>ExpressionOfInterest</Type>

<CreationDateAndTime>2015-07-26T20:08:00+01:00</CreationDateAndTime>

</DocumentIdentification>

<!-- Signals that the main business document is wrapped inside an ASiC archive -->

<Manifest>

<Number0fItems>1</NumberOfItems>

<ManifestItem>

<MimeTypeQualifierCode>application/vnd.etsi.asic-e+zip</MimeTypeQualifierCode>

<!-- The zip archive is base64 encoded inside the payload -->
<UniformResourceIdentifier>cid:asic-zip-archive.asice</UniformResourceIdentifier>

</ManifestItem>

</Manifest>

<BusinessScope>



<Scope>

<Type>PROCESSID</Type>
<InstanceIdentifier>urn:www.cenbii.eu:profile:bii46:ver3.0</Instanceldentifier>
</Scope>

<Scope>

<Type>DOCUMENTID</Type>

<!-- Specifies the type of the root document in the ASiC archive -->
<Instanceldentifier>
urn:oasis:names:specification:ubl:schema:xsd:ExpressionOfInterest::ExpressionOfInterest##urn:www.cenbii.eu:transaction:biitrdm08l:ver3.0::2.1
</Instanceldentifier>

</Scope>

</BusinessScope>

</StandardBusinessDocumentHeader>

2016-03-05 13:17:20,025: INFO -

2016-03-05 13:17:20,031: INFO - <custompayload@minder>:

2016-03-05 13:17:20,036: INFO - bfdy54r76dhgfxufhvhgcjgfncghjhgkhjgfdfhjgghfdhfgjfghfhgfkfytfyfgchs
2016-03-05 13:17:20,041: INFO - SBDH Bytes Match!

2016-03-05 13:17:20,047: INFO - ASIC Bytes match

2016-03-05 13:17:20,054: INFO - Forward message to the other side: 1457176640053
2016-03-05 13:17:20,059: DEBUG - Assign free vars

2016-03-05 13:17:20,065: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:17:24,536: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:17:24,541: INFO - < Rivet finished sucessfully

2016-03-05 13:17:24,546: INFO - ----------

2016-03-05 13:17:24,552: INFO - > RUN RIVET 3

2016-03-05 13:17:24,557: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])

2016-03-05 13:17:24,562: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])

2016-03-05 13:17:24,567: INFO - Received Receipt: 1457176644567

2016-03-05 13:17:24,573: INFO - RECEIPT

2016-03-05 13:17:24,582: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.0rg/2003/05/soap-envelope"

S12:mustUnderstand="true"

wsu:Id="XWSSGID-1457176687861-1012352914">

<eb:SignalMessage>

<eb:MessageInfo>

<eb:Timestamp>2016-03-05T11:18:07.852Z</eb: Timestamp>
<eb:MessageId>FMS-A-20160305-131804.427-0.8717957056250794@fmstest. flame.co.za</eb:Messageld>
<eb:RefToMessageId>c325b6f4-783b-4de3-9c97-86b28ae78871@mindertestbed.org</eb:RefToMessageld>

</eb:MessageInfo>

<eb:Receipt>

<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-1457176682446-519376393">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>q7VEKqq0jd5vizIVmCfy7b5pT7LiEg8MRv8Ph5ymxf4=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="#XWSSGID-14571766824471899940043">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>CsU+Cu/Hs5h6U385cKM3bg2U72LRDIRtT3zK8 rewVco=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

URI="cid: custompayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>kWgXmUCckF6GlCaM9rcqh626ccUxjrcK3fm6qlCr6DQ=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

<ebbpsig:MessagePartNRInformation>

<ds:Reference xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" URI="cid:xmlpayload@minder">

<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>+RSJhPraz+Q20d9Nzs6C+tU67bGMt5XTCLOYFSGCe9s=</ds:DigestValue>

</ds:Reference>

</ebbpsig:MessagePartNRInformation>

</ebbpsig:NonRepudiationInformation>

</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
2016-03-05 13:17:24,588: ==
2016-03-05 13:17:24,594: DEBUG - Assign free vars

2016-03-05 13:17:24,599: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:17:24,612: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:17:24,618: INFO - < Rivet finished sucessfully

2016-03-05 13:17:24,623: INFO - =---=---=-=--

2016-03-05 13:17:24,628: INFO - > RUN RIVET 4

2016-03-05 13:17:24,634: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:17:24,639: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:17:24,644: INFO - =--------cceccmmcmmccecmc e e e

2016-03-05 13:17:24,649: INFO - Corner4 Received Payloads:

2016-03-05 13:17:24,655: INFO - Data

2016-03-05 13:17:24,660: INFO - originalSender: C1

2016-03-05 13:17:24,667: INFO - finalRecipient: C4

2016-03-05 13:17:24,672: INFO - refToMessageId: null



2016-03-05 13:17:24,677: INFO - conversationId: 29136

2016-03-05 13:17:24,683: INFO - messageld: c325b6f4-783b-4de3-9c97-86b28ae78871@mindertestbed.org
2016-03-05 13:17:24,688: INFO - to: flame-c3

2016-03-05 13:17:24,693: INFO - from: null

2016-03-05 13:17:24,698: INFO - pModeId: null

2016-03-05 13:17:24,706: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:17:24,711: INFO - bfdy54r76dhgfxufhvhgcjgfncghjhgkhjgfdfhjgghfdhfgjfghfhafkfytfyfgchs
2016-03-05 13:17:24,717: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:17:24,722: INFO - <?xml version="1.0" encoding="UTF-8"?7>

<!-- Example SBDH showing how to send Expression of interest with attachments all wrapped in an ASiC archive -->
<StandardBusinessDocumentHeader

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://www.unece.org/cefact/namespaces/StandardBusinessDocumentHeader" >
<HeaderVersion>1.0</HeaderVersion>

<Sender>

<Identifier Authority="iso06523-actorid-upis">9908:810018902</Identifier>

</Sender>

<Receiver>

<Identifier Authority="iso06523-actorid-upis">9908:810418052</Identifier>
</Receiver>

<DocumentIdentification>

<Standard>UBL</Standard>

<TypeVersion>2.1</TypeVersion>
<Instanceldentifier>FA4A6819-6149-4134-95C3-C53A65338EB6</Instanceldentifier>
<Type>ExpressionOfInterest</Type>
<CreationDateAndTime>2015-07-26T20:08:00+01:00</CreationDateAndTime>
</DocumentIdentification>

<!-- Signals that the main business document is wrapped inside an ASiC archive -->
<Manifest>

<Number0fItems>1</NumberOfItems>

<ManifestItem>
<MimeTypeQualifierCode>application/vnd.etsi.asic-e+zip</MimeTypeQualifierCode>

<!-- The zip archive is base64 encoded inside the payload -->
<UniformResourceIdentifier>cid:asic-zip-archive.asice</UniformResourceIdentifier>
</ManifestItem>

</Manifest>

<BusinessScope>

<Scope>

<Type>PROCESSID</Type>
<InstanceIdentifier>urn:www.cenbii.eu:profile:bii46:ver3.0</Instanceldentifier>
</Scope>

<Scope>

<Type>DOCUMENTID</Type>

<!-- Specifies the type of the root document in the ASiC archive -->
<Instanceldentifier>
urn:oasis:names:specification:ubl:schema:xsd:ExpressionOfInterest::ExpressionOfInterest##urn:www.cenbii.eu:transaction:biitrdm08l:ver3.0::2.1
</Instanceldentifier>

</Scope>

</BusinessScope>

</StandardBusinessDocumentHeader>

2016-03-05 13:17:24,728: INFO - =-------cccccmmcecccccmcmmcmmaaan
2016-03-05 13:17:24,733: DEBUG - Assign free vars

2016-03-05 13:17:24,738: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:17:24,745: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:17:24,751: INFO - < Rivet finished sucessfully
2016-03-05 13:17:24,756: INFO - =---=---=--=--

2016-03-05 13:17:24,761: INFO - > RUN RIVET 5

2016-03-05 13:17:24,767: DEBUG - > Wait For Signal:genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:17:26,931: DEBUG - < Signal Arrived: genericAS4Cornerl|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:17:26,937: INFO - Cornerl backend NOTIFICATION

2016-03-05 13:17:26,942: INFO - Receipt

2016-03-05 13:17:26,947: INFO - c325b6f4-783b-4de3-9c97-86b28ae78871@mindertestbed.org

2016-03-05 13:17:26,953: INFO - null

2016-03-05 13:17:26,958: INFO - null

2016-03-05 13:17:26,964: DEBUG - Assign free vars

2016-03-05 13:17:26,969: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT

2016-03-05 13:17:26,975: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT

2016-03-05 13:17:26,981: INFO - < Rivet finished sucessfully

2016-03-05 13:17:26,986: INFO - =---=---=----

2016-03-05 13:17:26,991: INFO - > Send finish message to all wrappers
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