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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA01

Test Case: eSENS_TA01_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA01

Target: "One-Way/Push" MEP

Normative

Source:

[e-SENS] "The AS4 ebHandler Conformance Profile is the AS4 conformance profile that

provides support for Sending and Receiving roles using Push channel bindings. Support is

required for the following Message Exchange Patterns: • One Way / Push • Two Way / Push-

and-Push"

Prescription

Level:
Mandatory

Prerequisite:
• SMSH and RMSH are configured to exchange AS4 messages according to the eSENS profile:

One-Way/Push MEP. • SMSH sends an AS4 User message to the RMSH

Predicate:

The RMSH returns a non-repudiation receipt within a HTTP response with status code 2XX

(for more details on http response codes please refer to https://issues.oasis-

open.org/browse/EBXMLMSG-57?jql=project%20%3D%20EBXMLMSG).

Variables:

Tag: Message Exchange pattern, One-Way/Push



Log
 
2016-03-05 13:08:42,393: INFO - Start Test
2016-03-05 13:08:42,399: INFO - Initialize test case
2016-03-05 13:08:42,410: DEBUG - Parameters
2016-03-05 13:08:42,416: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:08:42,421: INFO - > Initialize the Adapters
2016-03-05 13:08:42,426: INFO - Call start test on NULLWRAPPER
2016-03-05 13:08:42,432: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:08:42,437: INFO - Call start test on as4-adapter
2016-03-05 13:08:42,446: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:08:42,452: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:08:42,457: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:08:42,464: INFO - Call start test on genericAS4Corner4
2016-03-05 13:08:42,470: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:08:42,475: INFO - Call start test on genericAS4Corner1
2016-03-05 13:08:42,481: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:08:42,487: INFO - > RUN RIVET 0
2016-03-05 13:08:42,492: DEBUG - Assign free vars
2016-03-05 13:08:42,500: INFO - Corner 2 flame-c2
2016-03-05 13:08:42,505: INFO - Corner 3 flame-c3
2016-03-05 13:08:42,521: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:08:42,528: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:08:42,540: INFO - < Rivet finished sucessfully
2016-03-05 13:08:42,545: INFO - ----------

2016-03-05 13:08:42,551: INFO - > RUN RIVET 1
2016-03-05 13:08:42,556: DEBUG - Assign free vars
2016-03-05 13:08:42,561: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:08:43,379: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:08:43,385: INFO - < Rivet finished sucessfully
2016-03-05 13:08:43,390: INFO - ----------

2016-03-05 13:08:43,395: INFO - > RUN RIVET 2
2016-03-05 13:08:43,400: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:46,178: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:46,184: INFO - C2 AS4 Message
2016-03-05 13:08:46,196: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176168669-872982060">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:09:28.227Z</eb:Timestamp>
<eb:MessageId>380af1a4-358b-4ef6-9e74-7cdc8e907f89@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>467701</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">467701</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="TA_id">eSENS_TA01</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">380af1a4-358b-4ef6-9e74-7cdc8e907f89@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:08:46,201: INFO - C2 AS4 Security Header
2016-03-05 13:08:46,212: INFO - <?xml version="1.0" encoding="UTF-8"?>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176168541-
956284481">MIIDazCCAlOgAwIBAgIEEzBnRzANBgkqhkiG9w0BAQsFADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmZsYW1lMjEPMA0GA1UEBxMGZmxhbWUyMQ8wDQYDVQQKEwZ
mbGFtZTIxDzANBgNVBAsTBmZsYW1lMjEPMA0GA1UEAxMGZmxhbWUyMB4XDTE1MDgwOTExMzUyNloXDTE2MDgwODExMzUyNlowZjEPMA0GA1UEBhMGZmxhbWUyMQ8wDQYDVQQIEwZmbGFtZ
TIxDzANBgNVBAcTBmZsYW1lMjEPMA0GA1UEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmZsYW1lMjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJGnSqo
CqGCOWx51Yp+jjdW/km27tWX0t6rTscqV9wxSbX9qKOR49+aUHHzab05VXlMIHnKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDw0qIJOg5FgQNK7LJKzB4RuAmyf1P18CV2sg6Cg0hs
RvfnDLzPupND/giSbdwkRxHCSaxkto1CGLSj2RLafuwJa8kadObgQdf0BKfVzUpJsB8EqnbwNQdQZQxl9BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLr0cFO9O9n1F9Cu
tXdpJyKVJkEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAwEAAaMhMB8wHQYDVR0OBBYEFNzq/zf+cTkMos6q5KGHjUoojTEEMA0GCSqGSIb3DQEBCwUAA4IBAQBs1ujVdA/E9
EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPC9XKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I43ozCXA2yRlFvchGlXA4Hto55s1zFNEc43WiLPx3E9F6y
FBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUl1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54cFl4/yXkgjTT
qX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQOTYq4AHjvs</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176168805-1896018532">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#XWSSGID-1457176168541-956284481"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>Sr8JJqXjXTF3PeLbHREwmqHBCC9CWutoIenWQ8MPypWw0jvI6HODjeKUARJoo5SW4P1O8IsOmBEX
uwvLo8IMX01m8gt6z64wVJaAaT7A1BLmcWHDz6xJoMgXepISI0v5qHGQU3WTV2FEtsyrWRoggKap
5MYp29riCq9M93ILhNhAHyvXOO1Ax3XaIet3MpYBIJMX+s253WMTjK57eEFFG7ei0PsaauPjSQzA
xIzRBx0vv8p4hmAhTClMHtO4Ameh3JMW6E2zfi9AK/oBYLKGP40oAfubDyHlX+PRKKfOPrm1yaGY
FvHBaXPwwlVLNMRjLO/fVzFv4LWh8hy2fMAxxQ==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#XWSSGID-14571761688882109858854"/>
<xenc:DataReference URI="#XWSSGID-1457176168882419850914"/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176168882419850914"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:custompayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-14571761688882109858854"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:xmlpayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176168537880626322">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQ
QKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4w
DAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZ
eZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEe
NE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe
8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-1457176168533489081842">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176168669-872982060">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>8z/oEzHahyQ1aJTq8NwqpoahwoRDvmI6rsCQ5RsmkN8=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176168671-1197547025">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>jy0mgisiOeLOUE0RzaT2h2Rdliva1KqWrzCcUfylbwY=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">



<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>ZPWifLMjDLyDpKNlBmfC2FAbxquk9e8c6R+vvKbCeXtmqx0NJ3Vv6U/mRiqfhjXCxrHVqNJfan4I
a/IQS81Vkei9MOL7DddftXlPsmCQ3fdyP5Wff2aAwicOW2j5t5bK/yH8cUVZFRbDyzexyTuygA32
S+712VcSYNWgH+tO1YnUXS/4G+yh02VX00B/Llt49PV8qVWMTxz16Yu09S5QwS3FzFguKIFqD0Yh
G0k2RO9+RvRaSeJZsJW1A0GbdoC4WivYkYff2SqA40padlkvkwaFqavALMImQ64wLs1ZyzyrdYUo
F/JQtjcZabZ5EPr6hKsk2Cb6DrfEDnhUCH3Euw==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-145717616864865666181">
<wsse:Reference URI="#XWSSGID-1457176168537880626322"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
2016-03-05 13:08:46,217: INFO - --------------------------------
2016-03-05 13:08:46,223: INFO - AS4 message id: 380af1a4-358b-4ef6-9e74-7cdc8e907f89@mindertestbed.org
2016-03-05 13:08:46,278: INFO - --------------------------------
2016-03-05 13:08:46,283: INFO - Attachments
2016-03-05 13:08:46,305: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:08:46,310: INFO - Compressed HEX payload:
1F8B0800000000000000535454F0CD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:08:46,315: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:08:46,320: INFO -
2016-03-05 13:08:46,326: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:08:46,332: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:08:46,337: INFO - Decompressed Payload: <min><der>sample</der></min>
2016-03-05 13:08:46,342: INFO -
2016-03-05 13:08:46,348: INFO - Forward message to the other side: 1457176126348
2016-03-05 13:08:46,354: DEBUG - Assign free vars
2016-03-05 13:08:46,359: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:08:50,270: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:08:50,275: INFO - < Rivet finished sucessfully
2016-03-05 13:08:50,281: INFO - ----------

2016-03-05 13:08:50,286: INFO - > RUN RIVET 3
2016-03-05 13:08:50,291: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:08:50,296: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:08:50,302: INFO - Received Receipt: 1457176130302
2016-03-05 13:08:50,307: INFO - RECEIPT
2016-03-05 13:08:50,321: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176173574-1274910170">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:09:33.563Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130930.228-0.42208655476098134@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>380af1a4-358b-4ef6-9e74-7cdc8e907f89@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176168669-872982060">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>8z/oEzHahyQ1aJTq8NwqpoahwoRDvmI6rsCQ5RsmkN8=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176168671-1197547025">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>jy0mgisiOeLOUE0RzaT2h2Rdliva1KqWrzCcUfylbwY=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
2016-03-05 13:08:50,326: INFO - ========
2016-03-05 13:08:50,332: DEBUG - Assign free vars



2016-03-05 13:08:50,337: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:08:50,347: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:08:50,354: INFO - < Rivet finished sucessfully
2016-03-05 13:08:50,359: INFO - ----------

2016-03-05 13:08:50,364: INFO - > RUN RIVET 4
2016-03-05 13:08:50,369: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:08:50,374: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:08:50,379: INFO - -----------------------------------
2016-03-05 13:08:50,385: INFO - Corner4 Received Payloads:
2016-03-05 13:08:50,390: INFO - Data
2016-03-05 13:08:50,395: INFO - originalSender: C1
2016-03-05 13:08:50,400: INFO - finalRecipient: C4
2016-03-05 13:08:50,405: INFO - refToMessageId: null
2016-03-05 13:08:50,410: INFO - conversationId: 467701
2016-03-05 13:08:50,415: INFO - messageId: 380af1a4-358b-4ef6-9e74-7cdc8e907f89@mindertestbed.org
2016-03-05 13:08:50,421: INFO - to: flame-c3
2016-03-05 13:08:50,426: INFO - from: null
2016-03-05 13:08:50,431: INFO - pModeId: null
2016-03-05 13:08:50,437: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:08:50,443: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:08:50,448: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:08:50,453: INFO - <min><der>sample</der></min>
2016-03-05 13:08:50,459: INFO - -----------------------------------
2016-03-05 13:08:50,464: DEBUG - Assign free vars
2016-03-05 13:08:50,469: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:08:50,475: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:08:50,481: INFO - < Rivet finished sucessfully
2016-03-05 13:08:50,486: INFO - ----------

2016-03-05 13:08:50,491: INFO - > RUN RIVET 5
2016-03-05 13:08:50,497: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:08:52,599: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:08:52,605: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:08:52,611: INFO - Receipt
2016-03-05 13:08:52,616: INFO - 380af1a4-358b-4ef6-9e74-7cdc8e907f89@mindertestbed.org
2016-03-05 13:08:52,621: INFO - null
2016-03-05 13:08:52,627: INFO - null
2016-03-05 13:08:52,633: DEBUG - Assign free vars
2016-03-05 13:08:52,638: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:08:52,651: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:08:52,659: INFO - < Rivet finished sucessfully
2016-03-05 13:08:52,667: INFO - ----------

2016-03-05 13:08:52,673: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA02

Test Case: eSENS_TA02_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:04:59

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA02

Target: "Two-Way/Push-and-Push" MEP, CollaborationInfo

Normative

Source:

[e-SENS] " Message Exchange Patterns: • One Way / Push • Two Way / Push-

and-Push" And "AS4 provides multiple mechanisms to correlate messages

within a particular flow. 1.UserMessage/MessageInfo/RefToMessageId

provides a way to express that a message is a response to a single specific

previous message. Presence of a RefToMessageId is required in response

messages in Two Way message exchanges. By default, exchanges are

considered One Way."

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to

the eSENS profile: Two-Way/Push-and-Push MEP. • SMSH sends an AS4

User Message (M1 with ID MessageId) that requires a consumer response to

the RMSH.

Predicate:
The RMSH sends back a User Message (M2) with element

REFTOMESSAGEID set to MESSAGEID (of M1).

Variables:

MESSAGEID: XML element

(M1)Messaging/UserMessage/MessageInfo/MessageId REFTOMESSAGEID:

XML element (M2)Messaging/UserMessage/MessageInfo/ RefToMessageId

Tag:
Message Exchange pattern, Two-Way/Push-and-Push, correlation

Request/Response



Log
 
2016-03-05 13:05:00,573: INFO - Start Test
2016-03-05 13:05:00,578: INFO - Initialize test case
2016-03-05 13:05:00,591: DEBUG - Parameters
2016-03-05 13:05:00,597: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:05:00,607: INFO - > Initialize the Adapters
2016-03-05 13:05:00,618: INFO - Call start test on NULLWRAPPER
2016-03-05 13:05:00,623: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:05:00,629: INFO - Call start test on as4-adapter
2016-03-05 13:05:00,648: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:05:00,663: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:05:00,672: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:05:00,677: INFO - Call start test on genericAS4Corner4
2016-03-05 13:05:00,686: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:05:00,691: INFO - Call start test on genericAS4Corner1
2016-03-05 13:05:00,705: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:05:00,711: INFO - > RUN RIVET 0
2016-03-05 13:05:00,717: DEBUG - Assign free vars
2016-03-05 13:05:00,722: INFO - Corner 2 flame-c2
2016-03-05 13:05:00,727: INFO - Corner 3 flame-c3
2016-03-05 13:05:00,774: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:00,780: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:00,785: INFO - < Rivet finished sucessfully
2016-03-05 13:05:00,790: INFO - ----------

2016-03-05 13:05:00,795: INFO - > RUN RIVET 1
2016-03-05 13:05:00,800: DEBUG - Assign free vars
2016-03-05 13:05:00,806: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:02,495: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:02,500: INFO - < Rivet finished sucessfully
2016-03-05 13:05:02,505: INFO - ----------

2016-03-05 13:05:02,510: INFO - > RUN RIVET 2
2016-03-05 13:05:02,516: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:05,248: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:05,260: INFO - C2 AS4 Message
2016-03-05 13:05:05,309: INFO - Attachments
2016-03-05 13:05:05,314: INFO - --------------------------------
2016-03-05 13:05:05,322: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:05:05,327: INFO - Compressed HEX payload:
1F8B0800000000000000535454F0CD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:05:05,332: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:05:05,346: INFO -
2016-03-05 13:05:05,352: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:05:05,357: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:05:05,362: INFO - Decompressed Payload: <min><der>sample</der></min>
2016-03-05 13:05:05,367: INFO -
2016-03-05 13:05:05,373: INFO - --------------------------------
2016-03-05 13:05:05,380: INFO - SOAP HEADER
2016-03-05 13:05:05,385: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
14571759476744334488">MIIDazCCAlOgAwIBAgIEEzBnRzANBgkqhkiG9w0BAQsFADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmZsYW1lMjEPMA0GA1UEBxMGZmxhbWUyMQ8w
DQYDVQQKEwZmbGFtZTIxDzANBgNVBAsTBmZsYW1lMjEPMA0GA1UEAxMGZmxhbWUyMB4XDTE1MDgwOTExMzUyNloXDTE2MDgwODExMzUyNlowZjEPMA0GA1UEBhMGZmxhbWUyMQ8wDQYDVQ
QIEwZmbGFtZTIxDzANBgNVBAcTBmZsYW1lMjEPMA0GA1UEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmZsYW1lMjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBAJGnSqoCqGCOWx51Yp+jjdW/km27tWX0t6rTscqV9wxSbX9qKOR49+aUHHzab05VXlMIHnKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDw0qIJOg5FgQNK7LJKzB4RuAmyf1P18
CV2sg6Cg0hsRvfnDLzPupND/giSbdwkRxHCSaxkto1CGLSj2RLafuwJa8kadObgQdf0BKfVzUpJsB8EqnbwNQdQZQxl9BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLr0c
FO9O9n1F9CutXdpJyKVJkEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAwEAAaMhMB8wHQYDVR0OBBYEFNzq/zf+cTkMos6q5KGHjUoojTEEMA0GCSqGSIb3DQEBCwUAA4IBAQ
Bs1ujVdA/E9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPC9XKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I43ozCXA2yRlFvchGlXA4Hto55s1zFNEc43
WiLPx3E9F6yFBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUl1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54c
Fl4/yXkgjTTqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQOTYq4AHjvs</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457175947933385160867">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#XWSSGID-14571759476744334488"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>Wtpx+2vMKnFzpO+jqgrpJVsgvfGCIQqR3XmLn5jUmCIjyemqm5VoRplQ5VdLv0mHpLxDgKqQfbHS
s3RyhjqSyqDzUgR0KiqgYlPsc07zz+vFFF9sq+mn9v7qsdRJ4hEhStKsUZfr1h3ie37j6Yl/X0hE
D47Un5HdqWprebfBHtyCxsoCmAIk75fRBWi/elVZcrfkYcn/BdRGd33KyOkGZwscoP4jZj/McNjG
pnKlb65fXdr0vt5aR7tulJ4Bm31i68SI/jVQuFg6N9fy0/42yz9yiX3nODfb71rUvsioQWRfDPkN
v7/q/CV2kaov2JcB797rpe0GnsrY5JV9KuJ+0g==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#XWSSGID-14571759480001375391026"/>
<xenc:DataReference URI="#XWSSGID-1457175947998803254320"/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457175947998803254320"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:custompayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>



</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-14571759480001375391026"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:xmlpayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457175947671-
638381176">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQQKEwVmbGFtZTE
OMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4wDAYDVQQHEwVmb
GFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZeZmkTjWZeGjhE
dQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36dlyBHoedCU1/74
efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJuJ6
mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEeNE7qj3aSMKnxm
fY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe8pyu8dgrzJVza
rCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqcw
jtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-1457175947666797758528">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457175947794-1911751243">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>fJbUYdUUFbvYsXQL2s3to5H7UMWXLr8UdPY4v7WZgdE=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457175947796-481190982">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>CE182I/wIZfa0cLf0uPq462wCSvSkE5yV82jEA9DNg8=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>Tk+xWoq4UZ2GoBxM/nfUfmuIpdNakE4TXDPXFz5kzjg5IaCF9RgXy8J2kl9DvjGtUOamSCon8gJF
PLZ7nbzJ6HVxKtnS30Jvxwc2e8ibvf4EqvrYuUgSQY0XOo8C1o1ZMhkY50bKXibEJ5/Txr12qsq/
PiWjxhMu4FzGQESTrPe4NINRDo49tffTNu7wDHbI0EEz3W7EbLHdMAOhf87mQK9rGzXPhyMK83Ew
/GPMvIv5d1lAK1UjZVDFeFeYW4s8jWOh7RoZwz+KVDEp1ZMbMBGWP58iCPXZ+X9azI/72rXz8RfF
A/S7IhP1ShKTfwNtA0jdE73Gl/HPHg2j7H0wfg==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457175947773498556833">
<wsse:Reference URI="#XWSSGID-1457175947671-638381176"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457175947794-1911751243">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:05:47.358Z</eb:Timestamp>
<eb:MessageId>913ece8f-20e1-49ae-8160-daedfb3199c3@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_TWOWAY</eb:Service>
<eb:Action>ACT_SIMPLE_TWOWAY</eb:Action>
<eb:ConversationId>23655</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">23655</eb:Property>



<eb:Property name="Action">ACT_SIMPLE_TWOWAY</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_TWOWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">913ece8f-20e1-49ae-8160-daedfb3199c3@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:05:05,391: INFO - ========
2016-03-05 13:05:05,396: DEBUG - Assign free vars
2016-03-05 13:05:05,401: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:10,724: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:10,730: INFO - < Rivet finished sucessfully
2016-03-05 13:05:10,735: INFO - ----------

2016-03-05 13:05:10,740: INFO - > RUN RIVET 3
2016-03-05 13:05:10,745: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:10,751: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:10,759: INFO - RECEIPT
2016-03-05 13:05:10,764: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457175954021614123854">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQ
QKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4w
DAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZ
eZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEe
NE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe
8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-14571759540211138150744">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457175954024-1470730453">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>GSlZRnn2c5D+UTzMUPls/KX8HeVwCOwcyHDHvPmtuWo=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457175954024474267675">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>TNGWZTMgn6oaMd6pC1dwZYlt3dX+VwJnYmFrGRf/HrU=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>X2ZHPzn5+WfJL0Ag4DoHwyqCREEHqwcSZL+7m5FpqFzEZ61bpCJfvqWEMq+pLqST42oZ5zn+ABzS
13G8mbE9gZCP8dQGTINtJ+5fes9UHF5gO/nVSacF+F5ZdcMDX9uMsYwB/ZLa0FqBZ1J9/KqL5uGL
SRBODzJz9nJAnHBZH8E8BZrt97cgRdIATkAZAF+RibStqtmTgG/SQSz62VkOAPv6WPr9NDDWM9H4
aLxsMtEs4vgxFX5XaUXEkKA4Uh/4mBb3+kI8ynQKVMjlFSM7ntmiVepiLIyc0/uI2avwKUCHTMHG
x8FZFNJp58+hyo5vikCXxLdgAyrj0JzRM/BSOQ==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457175954024932201953">
<wsse:Reference URI="#XWSSGID-1457175954021614123854"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457175954024-1470730453">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:05:54.000Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130549.724-0.32826980998793975@fms.flame.co.za</eb:MessageId>
<eb:RefToMessageId>913ece8f-20e1-49ae-8160-daedfb3199c3@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457175947794-1911751243">
<ds:Transforms>



<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>fJbUYdUUFbvYsXQL2s3to5H7UMWXLr8UdPY4v7WZgdE=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457175947796-481190982">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>CE182I/wIZfa0cLf0uPq462wCSvSkE5yV82jEA9DNg8=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:05:10,770: INFO - ========
2016-03-05 13:05:10,782: DEBUG - Assign free vars
2016-03-05 13:05:10,787: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:10,797: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:10,803: INFO - < Rivet finished sucessfully
2016-03-05 13:05:10,814: INFO - ----------

2016-03-05 13:05:10,819: INFO - > RUN RIVET 4
2016-03-05 13:05:10,825: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:10,830: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:10,835: INFO - -----------------------------------
2016-03-05 13:05:10,840: INFO - Corner4 Received Payloads:
2016-03-05 13:05:10,845: INFO - Data
2016-03-05 13:05:10,851: INFO - originalSender: C1
2016-03-05 13:05:10,856: INFO - finalRecipient: C4
2016-03-05 13:05:10,861: INFO - refToMessageId: null
2016-03-05 13:05:10,866: INFO - conversationId: 23655
2016-03-05 13:05:10,871: INFO - messageId: 913ece8f-20e1-49ae-8160-daedfb3199c3@mindertestbed.org
2016-03-05 13:05:10,879: INFO - to: flame-c3
2016-03-05 13:05:10,887: INFO - from: null
2016-03-05 13:05:10,893: INFO - pModeId: null
2016-03-05 13:05:10,899: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:05:10,904: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:05:10,909: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:05:10,915: INFO - <min><der>sample</der></min>
2016-03-05 13:05:10,920: INFO - -----------------------------------
2016-03-05 13:05:10,925: DEBUG - Assign free vars
2016-03-05 13:05:10,931: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:10,938: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:10,948: INFO - < Rivet finished sucessfully
2016-03-05 13:05:10,954: INFO - ----------

2016-03-05 13:05:10,960: INFO - > RUN RIVET 5
2016-03-05 13:05:10,966: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:05:13,044: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:05:13,050: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:05:13,056: INFO - Receipt
2016-03-05 13:05:13,061: INFO - 913ece8f-20e1-49ae-8160-daedfb3199c3@mindertestbed.org
2016-03-05 13:05:13,066: INFO - null
2016-03-05 13:05:13,071: INFO - null
2016-03-05 13:05:13,077: DEBUG - Assign free vars
2016-03-05 13:05:13,089: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:13,094: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:13,099: INFO - < Rivet finished sucessfully
2016-03-05 13:05:13,106: INFO - ----------

2016-03-05 13:05:13,115: INFO - > RUN RIVET 6
2016-03-05 13:05:13,121: DEBUG - Assign free vars
2016-03-05 13:05:13,126: INFO - > CALL SLOT genericAS4Corner4|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:13,874: INFO - < SLOT CALLED genericAS4Corner4|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:13,879: INFO - < Rivet finished sucessfully
2016-03-05 13:05:13,884: INFO - ----------

2016-03-05 13:05:13,890: INFO - > RUN RIVET 7
2016-03-05 13:05:13,895: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:17,010: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:17,016: INFO - C3 AS4 Message
2016-03-05 13:05:17,077: INFO - Attachments
2016-03-05 13:05:17,082: INFO - --------------------------------
2016-03-05 13:05:17,089: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:05:17,094: INFO - Compressed HEX payload:
1F8B0800000000000000535454F0CD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:05:17,099: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:05:17,104: INFO -
2016-03-05 13:05:17,109: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip



2016-03-05 13:05:17,114: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:05:17,120: INFO - Decompressed Payload: <min><der>sample</der></min>
2016-03-05 13:05:17,125: INFO -
2016-03-05 13:05:17,130: INFO - --------------------------------
2016-03-05 13:05:17,138: INFO - SOAP HEADER
2016-03-05 13:05:17,143: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
14571759593871082610742">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDV
QQKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4
wDAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19v
ZeZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekE
eNE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kw
e8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-14571759596401349801885">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#XWSSGID-14571759593871082610742"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>SLawFPpXUg656TPiwMu7d3WpgGT615ocDXj83aCO4cqe5BsCmcsTD9b2rRidcs5hqUfSTvXOPeH4
KX5IATHWUxSQuX7srwdfZkHGGOGlxrHM65RWKrKuruoUNUfCSXWZssKUZro+uUaOjMsQSqIKeyXH
X7OGDuV2GchXszP+33FZpLEZGzA9LBXgE4jv7TgqHkXOLbcFotgyn3euUpx6fZBRAzjLaNW1kbU9
ekSBCoJW6fmEgvYOh4czvnE6rJdFs7nqMCGFkh2UtGpzMhrTIZA0ti0g6c6lmkl41e42tcp9rBDd
Sd4PQijjLubSBJaKJXMQFeZZk2rj3I3fNKVsGg==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#XWSSGID-14571759597061647834090"/>
<xenc:DataReference URI="#XWSSGID-1457175959702-1847322899"/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457175959702-1847322899"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:custompayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-14571759597061647834090"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:xmlpayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
14571759593831759016201">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDV
QQKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4
wDAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19v
ZeZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekE
eNE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kw
e8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-1457175959379-1944663724">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457175959503-1331229299">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>0qe0mmQAZXm7mlY9UdDxbVdGsn74WB+OIOvR6Rx879A=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457175959505-781914836">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>etz7CBFZAxikUsH9wwbGTBYWlSVPUj6Kkd4JD9/YMvs=</ds:DigestValue>
</ds:Reference>



<ds:Reference URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>JeEyNEVNERoQ8fW3yTiROTTq5+rT9jODTm63wXAqBCZUo3UMlKpn9z1tr/2I2W2ZWecbXgdQjMvf
7n7s5S3jAWNLw9rWEe0ulDDaCYIDNEmrLLWOlAbkxiq9tbcl3FN6JCYGcrYJSi10dSW8xNV5nUxZ
rS5XMf0t0rjZfPN68yBbWTfGUsH2PRJVn+wMlUj4+hzEppEJ5OuGhVaBDdKYdH4AnlTrDmJLpbfZ
7Sc+SYObjCq5rH2Dsgem7Zpn+aUEreBT/YGQDEPj5r32KSNSn68QcnQ4am+XClASk6aCtAQU+ydQ
PVb+qOjjtzbFBzwP6HiN88e4Au5YSob70owgJw==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-14571759594831743996491">
<wsse:Reference URI="#XWSSGID-14571759593831759016201"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457175959503-1331229299">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:05:59.057Z</eb:Timestamp>
<eb:MessageId>ad29b1a8-2382-4dba-a628-db3d9d423636@mindertestbed.org</eb:MessageId>
<eb:RefToMessageId>913ece8f-20e1-49ae-8160-daedfb3199c3@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_TWOWAY</eb:Service>
<eb:Action>ACT_SIMPLE_TWOWAY</eb:Action>
<eb:ConversationId>23655</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="RefToMessageId">913ece8f-20e1-49ae-8160-daedfb3199c3@mindertestbed.org</eb:Property>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Property>
<eb:Property name="ConversationId">23655</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_TWOWAY</eb:Property>
<eb:Property name="originalSender">C4</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_TWOWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c2</eb:Property>
<eb:Property name="finalRecipient">C1</eb:Property>
<eb:Property name="MessageId">ad29b1a8-2382-4dba-a628-db3d9d423636@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:05:17,148: INFO - ========
2016-03-05 13:05:17,153: DEBUG - Assign free vars
2016-03-05 13:05:17,158: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:21,199: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:21,204: INFO - < Rivet finished sucessfully
2016-03-05 13:05:21,209: INFO - ----------

2016-03-05 13:05:21,215: INFO - > RUN RIVET 8
2016-03-05 13:05:21,220: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:21,225: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:21,242: INFO - RECEIPT
2016-03-05 13:05:21,247: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457175964505-
652935626">MIIDazCCAlOgAwIBAgIEEzBnRzANBgkqhkiG9w0BAQsFADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmZsYW1lMjEPMA0GA1UEBxMGZmxhbWUyMQ8wDQYDVQQKEwZ
mbGFtZTIxDzANBgNVBAsTBmZsYW1lMjEPMA0GA1UEAxMGZmxhbWUyMB4XDTE1MDgwOTExMzUyNloXDTE2MDgwODExMzUyNlowZjEPMA0GA1UEBhMGZmxhbWUyMQ8wDQYDVQQIEwZmbGFtZ
TIxDzANBgNVBAcTBmZsYW1lMjEPMA0GA1UEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmZsYW1lMjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJGnSqo



CqGCOWx51Yp+jjdW/km27tWX0t6rTscqV9wxSbX9qKOR49+aUHHzab05VXlMIHnKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDw0qIJOg5FgQNK7LJKzB4RuAmyf1P18CV2sg6Cg0hs
RvfnDLzPupND/giSbdwkRxHCSaxkto1CGLSj2RLafuwJa8kadObgQdf0BKfVzUpJsB8EqnbwNQdQZQxl9BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLr0cFO9O9n1F9Cu
tXdpJyKVJkEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAwEAAaMhMB8wHQYDVR0OBBYEFNzq/zf+cTkMos6q5KGHjUoojTEEMA0GCSqGSIb3DQEBCwUAA4IBAQBs1ujVdA/E9
EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPC9XKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I43ozCXA2yRlFvchGlXA4Hto55s1zFNEc43WiLPx3E9F6y
FBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUl1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54cFl4/yXkgjTT
qX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQOTYq4AHjvs</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-1457175964505-984375754">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-14571759645071098260883">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>HJcmlQCOToidYRgvSEh7ha8aa1FqYIUueBzHrUhTFk4=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457175964507-1059127255">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>iVAKoyXSq/Ei7bB+HmaWUbHxNcZVHXB+dmItHP+K3L4=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>XVOkR6INXJCQb+eU5uVZaSnI/6IP/UpjdYfGiEVwF1Nic6ypIwjQeFjDWBfTL3SAW8SV0/JUPJ+3
Mr2Puwymno1riCAs4plt7lYkoOIWl9tMXKB2tDkLPqM4X3wOg1H1nAcFcyj+k3i8yAovQzGMlT3U
wFQHc2gg/R63zaEy9kG11Lv6cpAVMnlfh2Va7MRpYBmOrIr++TllQu0W72PvHKIQgWQF+h0gxFQL
amP8q0DkxY5jb00ldeNj5c2p+H3AYyApHrCqpxINtCnhCcp+DJ2oRuX+qUAWhL9dryVUgi3Mi7MC
MlHbFD+6C6/BNU8KagfrhZcdHWf8bZBlUdw6kw==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457175964506-1062819836">
<wsse:Reference URI="#XWSSGID-1457175964505-652935626"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-14571759645071098260883">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:06:04.496Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130601.026-0.936742911038996@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>ad29b1a8-2382-4dba-a628-db3d9d423636@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457175959503-1331229299">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>0qe0mmQAZXm7mlY9UdDxbVdGsn74WB+OIOvR6Rx879A=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457175959505-781914836">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>etz7CBFZAxikUsH9wwbGTBYWlSVPUj6Kkd4JD9/YMvs=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:05:21,252: INFO - ========
2016-03-05 13:05:21,258: DEBUG - Assign free vars
2016-03-05 13:05:21,263: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:21,275: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:21,284: INFO - < Rivet finished sucessfully
2016-03-05 13:05:21,291: INFO - ----------

2016-03-05 13:05:21,298: INFO - > RUN RIVET 9



2016-03-05 13:05:21,306: DEBUG - > Wait For Signal:genericAS4Corner1|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:21,315: DEBUG - < Signal Arrived: genericAS4Corner1|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:21,323: INFO - -----------------------------------
2016-03-05 13:05:21,329: INFO - Corner1 Received Payloads:
2016-03-05 13:05:21,334: INFO - Data
2016-03-05 13:05:21,342: INFO - originalSender: C4
2016-03-05 13:05:21,347: INFO - finalRecipient: C1
2016-03-05 13:05:21,352: INFO - refToMessageId: 913ece8f-20e1-49ae-8160-daedfb3199c3@mindertestbed.org
2016-03-05 13:05:21,359: INFO - conversationId: 23655
2016-03-05 13:05:21,367: INFO - messageId: ad29b1a8-2382-4dba-a628-db3d9d423636@mindertestbed.org
2016-03-05 13:05:21,375: INFO - to: flame-c2
2016-03-05 13:05:21,403: INFO - from: null
2016-03-05 13:05:21,408: INFO - pModeId: null
2016-03-05 13:05:21,420: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:05:21,426: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:05:21,435: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:05:21,443: INFO - <min><der>sample</der></min>
2016-03-05 13:05:21,451: INFO - -----------------------------------
2016-03-05 13:05:21,465: DEBUG - Assign free vars
2016-03-05 13:05:21,470: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:21,480: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:21,486: INFO - < Rivet finished sucessfully
2016-03-05 13:05:21,495: INFO - ----------

2016-03-05 13:05:21,503: INFO - > RUN RIVET 10
2016-03-05 13:05:21,511: DEBUG - > Wait For Signal:genericAS4Corner4|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:05:23,754: DEBUG - < Signal Arrived: genericAS4Corner4|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:05:23,759: INFO - Corner4 backend NOTIFICATION
2016-03-05 13:05:23,764: INFO - Receipt
2016-03-05 13:05:23,769: INFO - ad29b1a8-2382-4dba-a628-db3d9d423636@mindertestbed.org
2016-03-05 13:05:23,774: INFO - null
2016-03-05 13:05:23,780: INFO - null
2016-03-05 13:05:23,789: DEBUG - Assign free vars
2016-03-05 13:05:23,795: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:23,800: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:23,805: INFO - < Rivet finished sucessfully
2016-03-05 13:05:23,810: INFO - ----------

2016-03-05 13:05:23,815: INFO - > Send finish message to all wrappers



Test Report - eSENS_TA03
 
Overview
 

 

 

 

 

Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA03

Test Case: eSENS_TA03_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:04:59

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA03

Target: User Message single exchange parties

Normative

Source:

[e-SENS] "Both UserMessage/PartyInfo/From and

UserMessage/PartyInfo/To must not include more than one PartyId element"

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to

the eSENS profile: One-Way/Push MEP. • SMSH and RMSH exchange

several AS4 User Messages.

Predicate:
Each exchanged AS4 message contains single ORIGIN and DESTINATION

elements.

Variables:
ORIGIN: XML element Messaging/UserMessage/PartyInfo/From

DESTINATION: XML element Messaging/UserMessage/PartyInfo/To

Tag: User Message, party info



Log
 
2016-03-05 13:05:25,939: INFO - Start Test
2016-03-05 13:05:25,945: INFO - Initialize test case
2016-03-05 13:05:25,964: DEBUG - Parameters
2016-03-05 13:05:25,969: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:05:25,977: INFO - > Initialize the Adapters
2016-03-05 13:05:25,983: INFO - Call start test on NULLWRAPPER
2016-03-05 13:05:25,989: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:05:25,995: INFO - Call start test on as4-adapter
2016-03-05 13:05:26,005: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:05:26,023: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:05:26,029: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:05:26,034: INFO - Call start test on genericAS4Corner4
2016-03-05 13:05:26,041: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:05:26,048: INFO - Call start test on genericAS4Corner1
2016-03-05 13:05:26,053: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:05:26,059: INFO - > RUN RIVET 0
2016-03-05 13:05:26,064: DEBUG - Assign free vars
2016-03-05 13:05:26,070: INFO - Corner 2 flame-c2
2016-03-05 13:05:26,075: INFO - Corner 3 flame-c3
2016-03-05 13:05:26,081: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:26,088: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:26,094: INFO - < Rivet finished sucessfully
2016-03-05 13:05:26,099: INFO - ----------

2016-03-05 13:05:26,104: INFO - > RUN RIVET 1
2016-03-05 13:05:26,109: DEBUG - Assign free vars
2016-03-05 13:05:26,115: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:26,810: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:26,816: INFO - < Rivet finished sucessfully
2016-03-05 13:05:26,822: INFO - ----------

2016-03-05 13:05:26,827: INFO - > RUN RIVET 2
2016-03-05 13:05:26,832: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:29,420: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:29,431: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457175971931756888587">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:06:11.502Z</eb:Timestamp>
<eb:MessageId>eceddbf3-78f8-4838-837d-e28ec3abb394@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>34460</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">34460</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">eceddbf3-78f8-4838-837d-e28ec3abb394@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:05:29,439: DEBUG - Assign free vars
2016-03-05 13:05:29,444: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:34,030: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:34,036: INFO - < Rivet finished sucessfully
2016-03-05 13:05:34,041: INFO - ----------

2016-03-05 13:05:34,046: INFO - > RUN RIVET 3
2016-03-05 13:05:34,051: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:34,057: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:34,062: DEBUG - Assign free vars
2016-03-05 13:05:34,067: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:34,077: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:34,083: INFO - < Rivet finished sucessfully



2016-03-05 13:05:34,089: INFO - ----------

2016-03-05 13:05:34,094: INFO - > RUN RIVET 4
2016-03-05 13:05:34,103: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:34,111: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:34,117: INFO - -----------------------------------
2016-03-05 13:05:34,122: INFO - Corner4 Received Payloads:
2016-03-05 13:05:34,127: INFO - Data
2016-03-05 13:05:34,132: INFO - originalSender: C1
2016-03-05 13:05:34,137: INFO - finalRecipient: C4
2016-03-05 13:05:34,143: INFO - refToMessageId: null
2016-03-05 13:05:34,148: INFO - conversationId: 34460
2016-03-05 13:05:34,153: INFO - messageId: eceddbf3-78f8-4838-837d-e28ec3abb394@mindertestbed.org
2016-03-05 13:05:34,158: INFO - to: flame-c3
2016-03-05 13:05:34,163: INFO - from: null
2016-03-05 13:05:34,168: INFO - pModeId: null
2016-03-05 13:05:34,185: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:05:34,190: INFO - <min><der>sample</der></min>
2016-03-05 13:05:34,196: INFO - -----------------------------------
2016-03-05 13:05:34,201: DEBUG - Assign free vars
2016-03-05 13:05:34,207: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:34,213: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:34,220: INFO - < Rivet finished sucessfully
2016-03-05 13:05:34,225: INFO - ----------

2016-03-05 13:05:34,231: INFO - > RUN RIVET 5
2016-03-05 13:05:34,237: DEBUG - Assign free vars
2016-03-05 13:05:34,242: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:35,603: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:35,609: INFO - < Rivet finished sucessfully
2016-03-05 13:05:35,615: INFO - ----------

2016-03-05 13:05:35,620: INFO - > RUN RIVET 6
2016-03-05 13:05:35,626: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:39,061: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:39,073: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457175981397-1282696941">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:06:20.643Z</eb:Timestamp>
<eb:MessageId>169ec8b3-8490-45af-9a10-b71fc159ca00@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>34460</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">34460</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">169ec8b3-8490-45af-9a10-b71fc159ca00@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:05:39,080: DEBUG - Assign free vars
2016-03-05 13:05:39,089: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:42,889: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:42,894: INFO - < Rivet finished sucessfully
2016-03-05 13:05:42,899: INFO - ----------

2016-03-05 13:05:42,905: INFO - > RUN RIVET 7
2016-03-05 13:05:42,910: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:42,915: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:42,920: DEBUG - Assign free vars
2016-03-05 13:05:42,926: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:42,936: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:42,942: INFO - < Rivet finished sucessfully
2016-03-05 13:05:42,955: INFO - ----------

2016-03-05 13:05:42,961: INFO - > RUN RIVET 8
2016-03-05 13:05:42,966: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:42,975: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:42,983: INFO - -----------------------------------



2016-03-05 13:05:42,989: INFO - Corner4 Received Payloads:
2016-03-05 13:05:42,995: INFO - Data
2016-03-05 13:05:43,003: INFO - originalSender: C1
2016-03-05 13:05:43,009: INFO - finalRecipient: C4
2016-03-05 13:05:43,015: INFO - refToMessageId: null
2016-03-05 13:05:43,023: INFO - conversationId: 34460
2016-03-05 13:05:43,031: INFO - messageId: 169ec8b3-8490-45af-9a10-b71fc159ca00@mindertestbed.org
2016-03-05 13:05:43,039: INFO - to: flame-c3
2016-03-05 13:05:43,045: INFO - from: null
2016-03-05 13:05:43,050: INFO - pModeId: null
2016-03-05 13:05:43,055: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:05:43,060: INFO - <min><der>sample</der></min>
2016-03-05 13:05:43,065: INFO - -----------------------------------
2016-03-05 13:05:43,070: DEBUG - Assign free vars
2016-03-05 13:05:43,076: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:43,081: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:43,086: INFO - < Rivet finished sucessfully
2016-03-05 13:05:43,092: INFO - ----------

2016-03-05 13:05:43,097: INFO - > RUN RIVET 9
2016-03-05 13:05:43,102: DEBUG - Assign free vars
2016-03-05 13:05:43,108: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:44,255: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:44,262: INFO - < Rivet finished sucessfully
2016-03-05 13:05:44,267: INFO - ----------

2016-03-05 13:05:44,273: INFO - > RUN RIVET 10
2016-03-05 13:05:44,278: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:47,553: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:47,580: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457175989699-657861277">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:06:29.286Z</eb:Timestamp>
<eb:MessageId>dee21eb4-fa4c-45b5-a208-e85f8d77341c@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>34460</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">34460</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">dee21eb4-fa4c-45b5-a208-e85f8d77341c@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:05:47,585: DEBUG - Assign free vars
2016-03-05 13:05:47,591: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:51,480: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:05:51,486: INFO - < Rivet finished sucessfully
2016-03-05 13:05:51,491: INFO - ----------

2016-03-05 13:05:51,496: INFO - > RUN RIVET 11
2016-03-05 13:05:51,502: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:51,507: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:05:51,512: DEBUG - Assign free vars
2016-03-05 13:05:51,517: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:51,532: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:05:51,538: INFO - < Rivet finished sucessfully
2016-03-05 13:05:51,543: INFO - ----------

2016-03-05 13:05:51,549: INFO - > RUN RIVET 12
2016-03-05 13:05:51,554: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:51,559: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:51,564: INFO - -----------------------------------
2016-03-05 13:05:51,569: INFO - Corner4 Received Payloads:
2016-03-05 13:05:51,575: INFO - Data
2016-03-05 13:05:51,580: INFO - originalSender: C1
2016-03-05 13:05:51,585: INFO - finalRecipient: C4
2016-03-05 13:05:51,590: INFO - refToMessageId: null
2016-03-05 13:05:51,595: INFO - conversationId: 34460



2016-03-05 13:05:51,600: INFO - messageId: dee21eb4-fa4c-45b5-a208-e85f8d77341c@mindertestbed.org
2016-03-05 13:05:51,606: INFO - to: flame-c3
2016-03-05 13:05:51,611: INFO - from: null
2016-03-05 13:05:51,616: INFO - pModeId: null
2016-03-05 13:05:51,621: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:05:51,626: INFO - <min><der>sample</der></min>
2016-03-05 13:05:51,632: INFO - -----------------------------------
2016-03-05 13:05:51,637: DEBUG - Assign free vars
2016-03-05 13:05:51,642: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:51,649: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:51,655: INFO - < Rivet finished sucessfully
2016-03-05 13:05:51,660: INFO - ----------

2016-03-05 13:05:51,666: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA04

Test Case: eSENS_TA04_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:04:59

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA04

Target: Payload compression mandatory

Normative

Source:

[e-SENS] "Due to the mandatory use of AS4 compression (see paragraph

below), XML Payloads are exchanged as compressed binary data"

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to

the eSENS profile. (One-Way/Push MEP) • SMSH is simulated to produce

uncompressed payloads. • The SMSH sends the AS4 message to the RMSH.

Predicate:
The RMSH returns a non-repudiation receipt and delivers the message to the

consumer.

Variables:

Tag: Payload, compression



Log
 
2016-03-05 13:05:53,736: INFO - Start Test
2016-03-05 13:05:53,741: INFO - Initialize test case
2016-03-05 13:05:53,763: DEBUG - Parameters
2016-03-05 13:05:53,769: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:05:53,774: INFO - > Initialize the Adapters
2016-03-05 13:05:53,780: INFO - Call start test on NULLWRAPPER
2016-03-05 13:05:53,786: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:05:53,791: INFO - Call start test on as4-adapter
2016-03-05 13:05:53,800: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:05:53,807: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:05:53,812: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:05:53,818: INFO - Call start test on genericAS4Corner4
2016-03-05 13:05:53,828: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:05:53,835: INFO - Call start test on genericAS4Corner1
2016-03-05 13:05:53,842: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:05:53,849: INFO - > RUN RIVET 0
2016-03-05 13:05:53,854: DEBUG - Assign free vars
2016-03-05 13:05:53,861: INFO - Corner 2 flame-c2
2016-03-05 13:05:53,867: INFO - Corner 3 flame-c3
2016-03-05 13:05:53,904: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:05:53,909: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:05:53,914: INFO - < Rivet finished sucessfully
2016-03-05 13:05:53,920: INFO - ----------

2016-03-05 13:05:53,925: INFO - > RUN RIVET 1
2016-03-05 13:05:53,930: DEBUG - Assign free vars
2016-03-05 13:05:53,935: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:54,589: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:05:54,596: INFO - < Rivet finished sucessfully
2016-03-05 13:05:54,601: INFO - ----------

2016-03-05 13:05:54,607: INFO - > RUN RIVET 2
2016-03-05 13:05:54,614: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:57,715: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:05:57,721: INFO - C2 AS4 Message
2016-03-05 13:05:57,737: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-14571760002571985488966">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:06:39.802Z</eb:Timestamp>
<eb:MessageId>a0ab6a87-9991-4595-abae-ca2589081bba@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>561307</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">561307</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">a0ab6a87-9991-4595-abae-ca2589081bba@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:05:57,800: INFO - --------------------------------
2016-03-05 13:05:57,806: INFO - AS4 message id: a0ab6a87-9991-4595-abae-ca2589081bba@mindertestbed.org
2016-03-05 13:05:57,811: INFO - --------------------------------
2016-03-05 13:05:57,816: INFO - Attachments
2016-03-05 13:05:57,839: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip



2016-03-05 13:05:57,845: INFO - Compressed HEX payload:
1F8B0800000000000000535454F0CD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:05:57,850: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:05:57,857: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:05:57,862: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:05:57,868: INFO - Decompressed Payload: <min><der>sample</der></min>
2016-03-05 13:05:57,874: INFO - THE COMPRESSED PAYLOADS OF THE RECEIVED AS4 MESSAGE WERE DECOMPRESSED and REPLACED
2016-03-05 13:05:57,896: INFO - AS4Message After CompressionType Removal
2016-03-05 13:05:57,902: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-14571760002571985488966">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:06:39.802Z</eb:Timestamp>
<eb:MessageId>a0ab6a87-9991-4595-abae-ca2589081bba@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>561307</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">561307</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">a0ab6a87-9991-4595-abae-ca2589081bba@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:05:57,907: INFO - ========
2016-03-05 13:05:57,956: DEBUG - Assign free vars
2016-03-05 13:05:57,961: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:02,173: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:02,179: INFO - < Rivet finished sucessfully
2016-03-05 13:06:02,184: INFO - ----------

2016-03-05 13:06:02,189: INFO - > RUN RIVET 3
2016-03-05 13:06:02,194: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:06:02,200: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:06:02,207: INFO - Received Receipt: 1457175962206
2016-03-05 13:06:02,237: INFO - RECEIPT
2016-03-05 13:06:02,242: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176005452810169520">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQ
QKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4w
DAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZ
eZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEe
NE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe
8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-1457176005452562279840">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176005454-1871910373">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>csRD/5VSgvqSUZfKv4Qo80lzIEGvkKLAniyaFysQPMU=</ds:DigestValue>
</ds:Reference>



<ds:Reference URI="#XWSSGID-14571760054541308064365">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>1+t8M6OY0e0NBUAShKLbxFRUl+MkGQMqi3eUhfC9z2Y=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>LKgaMmukdlnvS2poXkEr/3VqvoL+Xa2oHnnOfWo4vTIVCAMuVBPNyfgEZMbul3IvbO54qG6ag2oo
BLxtbOnYw0zuVlAROt7uRkrv/oEKlsvG2QjhE0SyjpYDloGcjzgw75mSFymdbrb8D01sT1YHbfGc
ueJ3XbfJv8KWSqt5YAAI1QkZETymNUQQRDn1CswbHcQSDOjA6DEXLCbIGOHAJZe/vXcQ2+BTshgc
xZE0Ssb5voYc+G6NCSQkjHqgS3Pt7q553gfhzc9IO7Af8UihMqAb1dR7mdKFu2Gc67pniY3mizcb
aYSwp4z1h6oNr56KejM0DgqGg4ToHV71zsxGAg==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-14571760054531512366135">
<wsse:Reference URI="#XWSSGID-1457176005452810169520"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176005454-1871910373">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:06:45.444Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130641.859-0.3999816197988314@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>a0ab6a87-9991-4595-abae-ca2589081bba@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-14571760002571985488966">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="ds ebbpsig env"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>l9MiHt2B2G3orwmPHXDSbRSZWsSajxf9X7mhouq0fRg=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176000259-1628197309">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="ds eb ebbpsig"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>MKWcgZWC+yNK5RE9BWy8ZNCtWZAUyrQAr/rXsNAU9TE=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>C9hZ/UbWjzkBS7DV039Ks+6uhWL4uFNUV7Euu1i+shE=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>G88sTOIDHkhRDOHx1J0seTI3mzxhSQMqUnD2iglsuJQ=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:06:02,247: INFO - ========
2016-03-05 13:06:02,253: DEBUG - Assign free vars
2016-03-05 13:06:02,258: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:06:02,269: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:06:02,279: INFO - < Rivet finished sucessfully
2016-03-05 13:06:02,287: INFO - ----------

2016-03-05 13:06:02,293: INFO - > RUN RIVET 4
2016-03-05 13:06:02,298: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:02,306: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:02,311: INFO - -----------------------------------
2016-03-05 13:06:02,316: INFO - Corner4 Received Payloads:
2016-03-05 13:06:02,321: INFO - Data
2016-03-05 13:06:02,336: INFO - originalSender: C1
2016-03-05 13:06:02,341: INFO - finalRecipient: C4
2016-03-05 13:06:02,346: INFO - refToMessageId: null
2016-03-05 13:06:02,355: INFO - conversationId: 561307
2016-03-05 13:06:02,362: INFO - messageId: a0ab6a87-9991-4595-abae-ca2589081bba@mindertestbed.org
2016-03-05 13:06:02,367: INFO - to: flame-c3
2016-03-05 13:06:02,375: INFO - from: null



2016-03-05 13:06:02,383: INFO - pModeId: null
2016-03-05 13:06:02,402: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:06:02,408: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:06:02,413: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:06:02,419: INFO - <min><der>sample</der></min>
2016-03-05 13:06:02,426: INFO - -----------------------------------
2016-03-05 13:06:02,435: DEBUG - Assign free vars
2016-03-05 13:06:02,455: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:02,460: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:02,465: INFO - < Rivet finished sucessfully
2016-03-05 13:06:02,475: INFO - ----------

2016-03-05 13:06:02,483: INFO - > Send finish message to all wrappers



Test Report - eSENS_TA05
 
Overview
 

 

 

 

 

Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA05

Test Case: eSENS_TA05_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:04:59

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA05

Target: Payload location

Normative

Source:

[e-SENS] "Due to the mandatory use of AS4 compression (see paragraph

below), XML Payloads are exchanged as compressed binary data, which is

carried in separate MIME parts and not in the SOAP Body. Therefore, AS4

messages based on this profile always have an empty SOAP Body."

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to

the eSENS profile. (One-Way/Push MEP) • Producer submits a message with

metadata information and an XML payload to the SMSH. • SMSH generates

an AS4 message to send to the RMSH.

Predicate:
In the AS4 message created by the SMSH, the compressed payload is carried

in a separate MIME part and the soap body is empty.

Variables:

Tag: Payload packaging



Log
 
2016-03-05 13:06:04,594: INFO - Start Test
2016-03-05 13:06:04,600: INFO - Initialize test case
2016-03-05 13:06:04,611: DEBUG - Parameters
2016-03-05 13:06:04,616: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:06:04,622: INFO - > Initialize the Adapters
2016-03-05 13:06:04,627: INFO - Call start test on NULLWRAPPER
2016-03-05 13:06:04,632: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:06:04,637: INFO - Call start test on as4-adapter
2016-03-05 13:06:04,647: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:06:04,654: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:06:04,659: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:06:04,665: INFO - Call start test on genericAS4Corner4
2016-03-05 13:06:04,671: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:06:04,678: INFO - Call start test on genericAS4Corner1
2016-03-05 13:06:04,684: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:06:04,690: INFO - > RUN RIVET 0
2016-03-05 13:06:04,696: DEBUG - Assign free vars
2016-03-05 13:06:04,702: INFO - Corner 2 flame-c2
2016-03-05 13:06:04,707: INFO - Corner 3 flame-c3
2016-03-05 13:06:04,736: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:04,742: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:04,747: INFO - < Rivet finished sucessfully
2016-03-05 13:06:04,753: INFO - ----------

2016-03-05 13:06:04,758: INFO - > RUN RIVET 1
2016-03-05 13:06:04,763: DEBUG - Assign free vars
2016-03-05 13:06:04,769: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:05,506: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:05,512: INFO - < Rivet finished sucessfully
2016-03-05 13:06:05,517: INFO - ----------

2016-03-05 13:06:05,522: INFO - > RUN RIVET 2
2016-03-05 13:06:05,528: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:06:08,171: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:06:08,177: INFO - C2 AS4 Message
2016-03-05 13:06:08,187: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-14571760106401902790777">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:06:50.160Z</eb:Timestamp>
<eb:MessageId>b1ccbfea-ddd3-42d4-b7b8-945e687d086c@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>105305</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">105305</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">b1ccbfea-ddd3-42d4-b7b8-945e687d086c@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:06:08,200: INFO - Verify And Decrypt Soap Message
2016-03-05 13:06:08,260: INFO - We had only one attachment. Check it to see that it is really our payload
2016-03-05 13:06:08,267: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:06:08,273: INFO - Decompressed Payload: <min><der>sample</der></min>
2016-03-05 13:06:08,279: DEBUG - Assign free vars
2016-03-05 13:06:08,285: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:12,485: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:12,491: INFO - < Rivet finished sucessfully
2016-03-05 13:06:12,496: INFO - ----------

2016-03-05 13:06:12,501: INFO - > RUN RIVET 3
2016-03-05 13:06:12,506: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])



2016-03-05 13:06:12,512: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:06:12,519: INFO - Received Receipt: 1457175972518
2016-03-05 13:06:12,533: INFO - RECEIPT
2016-03-05 13:06:12,538: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176015789601823759">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQ
QKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4w
DAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZ
eZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEe
NE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe
8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-14571760157891940251657">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176015794351064407">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>VgyaX9HSLYPFBWpH7fpA0MfTBENJ348TCVxkEr3QP6A=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-145717601579488162520">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>vReo+WMkY4IVp3UEg2tALbksxIVZh7c8R/JlhoEt63M=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>hxutKDwC81iONTFM0qBIso3YSpdHi8vMjOwPEHLx2EyEnzA+mwaoqwaQBr/nT4A4lCEqwqG559lt
cgMrXd7odrTbii/5ymMk9mPLfjHHSiUIjmTtgwW8KrOJ7ACXiSL19Azt4qmJQYShpHKWLoVdP93x
8KpbPZpMA2irtJ/qQC4WVA04KQzt/nq7wB+Y7LCznRCaIpJ4GoIS2MH/kboANRbFBhwtkG3I0rAj
woDzvufFaQxrarPNp6Igz2jsOStJRILeGV50Ev34v16DdR57jULKLVMu8oxJ9nIW5lrBSNEsHMPx
KlrPH901kZuSsK6mTPwYVKO5GdqY5xsViWIV4Q==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176015793-429337425">
<wsse:Reference URI="#XWSSGID-1457176015789601823759"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176015794351064407">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:06:55.781Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130652.141-0.07630297692412413@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>b1ccbfea-ddd3-42d4-b7b8-945e687d086c@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-14571760106401902790777">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>T2Y6LLUQ8SAQsaj4CgXsp51peeppih05LD55o3Qcmhs=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176010642-2104342680">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>Pv/siXWh3tC3A6guZUYBntXrrzvm8puFHnZjDPhHcFw=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:06:12,544: INFO - ========
2016-03-05 13:06:12,550: DEBUG - Assign free vars
2016-03-05 13:06:12,556: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:06:12,575: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])



2016-03-05 13:06:12,581: INFO - < Rivet finished sucessfully
2016-03-05 13:06:12,586: INFO - ----------

2016-03-05 13:06:12,591: INFO - > RUN RIVET 4
2016-03-05 13:06:12,599: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:12,607: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:12,615: INFO - -----------------------------------
2016-03-05 13:06:12,628: INFO - Corner4 Received Payloads:
2016-03-05 13:06:12,633: INFO - Data
2016-03-05 13:06:12,639: INFO - originalSender: C1
2016-03-05 13:06:12,646: INFO - finalRecipient: C4
2016-03-05 13:06:12,651: INFO - refToMessageId: null
2016-03-05 13:06:12,660: INFO - conversationId: 105305
2016-03-05 13:06:12,666: INFO - messageId: b1ccbfea-ddd3-42d4-b7b8-945e687d086c@mindertestbed.org
2016-03-05 13:06:12,671: INFO - to: flame-c3
2016-03-05 13:06:12,677: INFO - from: null
2016-03-05 13:06:12,682: INFO - pModeId: null
2016-03-05 13:06:12,698: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:06:12,704: INFO - <min><der>sample</der></min>
2016-03-05 13:06:12,715: INFO - -----------------------------------
2016-03-05 13:06:12,720: DEBUG - Assign free vars
2016-03-05 13:06:12,726: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:12,732: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:12,747: INFO - < Rivet finished sucessfully
2016-03-05 13:06:12,754: INFO - ----------

2016-03-05 13:06:12,760: INFO - > Send finish message to all wrappers



Test Report - eSENS_TA06
 
Overview
 

 

 

 

 

Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA06

Test Case: eSENS_TA06_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:04:59

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA06

Target: Payload location

Normative

Source:

[e-SENS] "Due to the mandatory use of AS4 compression (see paragraph

below), XML Payloads are exchanged as compressed binary data, which is

carried in separate MIME parts and not in the SOAP Body. Therefore, AS4

messages based on this profile always have an empty SOAP Body." And "A

single AS4 UserMessage must reference, via the PayloadInfo header, a single

structured business document and may reference one or more other (structured

or unstructured) payload parts. The business document is considered the

"leading" payload part for business processing."

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to the

eSENS profile. (One-Way/Push MEP) • Producer submits a message to the

SMSH with metadata information, an XML payload (leading business

document) and other payloads (XML and non XML). • SMSH generates an

AS4 message to send to the RMSH.

Predicate:
In the AS4 message created by the SMSH, the compressed payloads are carried

in separate MIME parts and the soap body is empty.

Variables:

Tag: Payload packaging



Log
 
2016-03-05 13:06:14,813: INFO - Start Test
2016-03-05 13:06:14,818: INFO - Initialize test case
2016-03-05 13:06:14,830: DEBUG - Parameters
2016-03-05 13:06:14,836: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:06:14,841: INFO - > Initialize the Adapters
2016-03-05 13:06:14,847: INFO - Call start test on NULLWRAPPER
2016-03-05 13:06:14,853: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:06:14,858: INFO - Call start test on as4-adapter
2016-03-05 13:06:14,868: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:06:14,876: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:06:14,881: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:06:14,887: INFO - Call start test on genericAS4Corner4
2016-03-05 13:06:14,894: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:06:14,900: INFO - Call start test on genericAS4Corner1
2016-03-05 13:06:14,907: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:06:14,913: INFO - > RUN RIVET 0
2016-03-05 13:06:14,919: DEBUG - Assign free vars
2016-03-05 13:06:14,925: INFO - Corner 2 flame-c2
2016-03-05 13:06:14,930: INFO - Corner 3 flame-c3
2016-03-05 13:06:14,953: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:14,958: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:14,963: INFO - < Rivet finished sucessfully
2016-03-05 13:06:14,968: INFO - ----------

2016-03-05 13:06:14,973: INFO - > RUN RIVET 1
2016-03-05 13:06:14,978: DEBUG - Assign free vars
2016-03-05 13:06:14,984: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:16,065: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:16,070: INFO - < Rivet finished sucessfully
2016-03-05 13:06:16,076: INFO - ----------

2016-03-05 13:06:16,081: INFO - > RUN RIVET 2
2016-03-05 13:06:16,086: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:06:19,179: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:06:19,184: INFO - C2 AS4 Message
2016-03-05 13:06:19,199: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176021669-200377088">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:07:01.221Z</eb:Timestamp>
<eb:MessageId>26fb8293-09c2-439f-9f23-b66cca03b137@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>994124</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">994124</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="TA_id">eSENS_TA06</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">26fb8293-09c2-439f-9f23-b66cca03b137@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload2@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload2@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>



</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:06:19,206: INFO - Verify And Decrypt Soap Message
2016-03-05 13:06:19,278: INFO - We had only one attachment. Check it to see that it is really our payload
2016-03-05 13:06:19,309: INFO - Attachment ID: <xmlpayload2@minder>, MimeType: application/gzip
2016-03-05 13:06:19,315: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:06:19,320: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:06:19,327: DEBUG - Assign free vars
2016-03-05 13:06:19,332: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:23,989: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:23,994: INFO - < Rivet finished sucessfully
2016-03-05 13:06:23,999: INFO - ----------

2016-03-05 13:06:24,005: INFO - > RUN RIVET 3
2016-03-05 13:06:24,010: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:06:24,015: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:06:24,022: INFO - Received Receipt: 1457175984022
2016-03-05 13:06:24,034: INFO - RECEIPT
2016-03-05 13:06:24,039: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
14571760272871122641450">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDV
QQKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4
wDAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19v
ZeZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekE
eNE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kw
e8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-1457176027287-1898850518">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176027289828753826">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>tMkplII6WW1toUcX4nwKMMwoRdWY628y2eu7xYuLDlw=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-14571760272892122206207">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>NfSmlacTMyKVUvUgLduLsoFKii7tMxoEenVQrPcjQOA=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>DlAt7PyriKUCWgljThZG5Cmgmg1bTi/mfOcMeH4HoZ50c6hmL0dXHlyuYPwI36MnslXTrTz6cULU
F8bEdYddJ0/GZ1aaSfIxLtGmuILKWDVlh5tsvSpw4c1OOpIYpB3rXQhm7nhJ5PzHmeKRc7Mjxp9N
hAkeAxzh5Y8txRwRRuHsTNKKRumP+Lmc9ZUY2IKtld+7ZHE7dhlXU5iOCls1bJ2T/LOTLc9jLYAt
I7WibKpWhkUgpB0FbJU7d9Wba/Ltx6GL5qsFiudjVlFHJPZajkRv6nvpkmx8GDGFoRrdm+oUCXt6
WJ+YSC7TnSNWPZ7w2Z1ijNXN5xiWR3F3HAHsGQ==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176027288237056824">
<wsse:Reference URI="#XWSSGID-14571760272871122641450"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176027289828753826">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:07:07.277Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130703.623-0.21157078300775845@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>26fb8293-09c2-439f-9f23-b66cca03b137@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176021669-200377088">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>WOIZ4jbuwDXz6g8YPAOcfj/zK6D/QdE2snrjrBIhVZA=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-14571760216711510941487">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>2v70BiqPKuUNgIA+5W0EzRlwMr+Z+kq1l4rGxs98lEc=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload2@minder">



<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>UbMYV5CWJKXCyy1MPt54+wFeYbjnWIyqr0OQig7w2Vs=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:06:24,045: INFO - ========
2016-03-05 13:06:24,051: DEBUG - Assign free vars
2016-03-05 13:06:24,057: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:06:24,080: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:06:24,085: INFO - < Rivet finished sucessfully
2016-03-05 13:06:24,090: INFO - ----------

2016-03-05 13:06:24,095: INFO - > RUN RIVET 4
2016-03-05 13:06:24,100: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:06:26,286: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:06:26,292: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:06:26,297: INFO - Receipt
2016-03-05 13:06:26,303: INFO - 26fb8293-09c2-439f-9f23-b66cca03b137@mindertestbed.org
2016-03-05 13:06:26,308: INFO - null
2016-03-05 13:06:26,313: INFO - null
2016-03-05 13:06:26,319: DEBUG - Assign free vars
2016-03-05 13:06:26,325: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:26,331: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:26,336: INFO - < Rivet finished sucessfully
2016-03-05 13:06:26,342: INFO - ----------

2016-03-05 13:06:26,347: INFO - > RUN RIVET 5
2016-03-05 13:06:26,352: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:26,358: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:26,363: INFO - -----------------------------------
2016-03-05 13:06:26,368: INFO - Corner4 Received Payloads:
2016-03-05 13:06:26,374: INFO - Data
2016-03-05 13:06:26,379: INFO - originalSender: C1
2016-03-05 13:06:26,384: INFO - finalRecipient: C4
2016-03-05 13:06:26,390: INFO - refToMessageId: null
2016-03-05 13:06:26,395: INFO - conversationId: 994124
2016-03-05 13:06:26,400: INFO - messageId: 26fb8293-09c2-439f-9f23-b66cca03b137@mindertestbed.org
2016-03-05 13:06:26,406: INFO - to: flame-c3
2016-03-05 13:06:26,411: INFO - from: null
2016-03-05 13:06:26,417: INFO - pModeId: null
2016-03-05 13:06:26,424: INFO - xmlpayload2@minder type: application/octet-stream.
2016-03-05 13:06:26,430: INFO - <another>XML Document</another>
2016-03-05 13:06:26,435: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:06:26,440: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:06:26,446: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:06:26,451: INFO - <min><der>sample</der></min>
2016-03-05 13:06:26,456: INFO - -----------------------------------
2016-03-05 13:06:26,461: DEBUG - Assign free vars
2016-03-05 13:06:26,467: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:26,473: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:26,478: INFO - < Rivet finished sucessfully
2016-03-05 13:06:26,484: INFO - ----------

2016-03-05 13:06:26,489: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA07

Test Case: eSENS_TA07_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:04:59

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA07

Target: Payload processing

Normative

Source:

[e-SENS] "A single AS4 UserMessage must reference, via the PayloadInfo

header, a single structured business document and may reference one or more

other (structured or unstructured) payload parts. The business document is

considered the "leading" payload part for business processing. Any payload

parts other than the business document are not to be processed in isolation but

only as adjuncts to the business document."

Prescription

Level:
Mandatory

Prerequisite: • eSENS_TA06 • SMSH sends an AS4 message to the RMSH.

Predicate:
The RMSH successfully processes the AS4 message and sends a non-

repudiation receipt to the SMSH.

Variables:

Tag: Payload packaging



Log
 
2016-03-05 13:06:28,543: INFO - Start Test
2016-03-05 13:06:28,548: INFO - Initialize test case
2016-03-05 13:06:28,562: DEBUG - Parameters
2016-03-05 13:06:28,568: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:06:28,573: INFO - > Initialize the Adapters
2016-03-05 13:06:28,579: INFO - Call start test on NULLWRAPPER
2016-03-05 13:06:28,585: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:06:28,590: INFO - Call start test on as4-adapter
2016-03-05 13:06:28,602: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:06:28,612: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:06:28,617: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:06:28,622: INFO - Call start test on genericAS4Corner4
2016-03-05 13:06:28,629: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:06:28,635: INFO - Call start test on genericAS4Corner1
2016-03-05 13:06:28,641: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:06:28,647: INFO - > RUN RIVET 0
2016-03-05 13:06:28,652: DEBUG - Assign free vars
2016-03-05 13:06:28,658: INFO - Corner 2 flame-c2
2016-03-05 13:06:28,663: INFO - Corner 3 flame-c3
2016-03-05 13:06:28,688: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:28,694: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:28,699: INFO - < Rivet finished sucessfully
2016-03-05 13:06:28,704: INFO - ----------

2016-03-05 13:06:28,710: INFO - > RUN RIVET 1
2016-03-05 13:06:28,715: DEBUG - Assign free vars
2016-03-05 13:06:28,721: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:29,380: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:29,385: INFO - < Rivet finished sucessfully
2016-03-05 13:06:29,391: INFO - ----------

2016-03-05 13:06:29,396: INFO - > RUN RIVET 2
2016-03-05 13:06:29,401: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:06:32,518: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:06:32,524: INFO - C2 AS4 Message
2016-03-05 13:06:32,548: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176034992-813185913">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:07:14.496Z</eb:Timestamp>
<eb:MessageId>4b4459b5-2c66-489c-a856-b77a08c67a02@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>372800</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">372800</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="TA_id">eSENS_TA08</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">4b4459b5-2c66-489c-a856-b77a08c67a02@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload2@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload2@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>



</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:06:32,555: INFO - Verify And Decrypt Soap Message
2016-03-05 13:06:32,612: INFO - We had only one attachment. Check it to see that it is really our payload
2016-03-05 13:06:32,645: INFO - Attachment ID: <xmlpayload2@minder>, MimeType: application/gzip
2016-03-05 13:06:32,651: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:06:32,656: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:06:32,662: DEBUG - Assign free vars
2016-03-05 13:06:32,667: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:36,842: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:36,847: INFO - < Rivet finished sucessfully
2016-03-05 13:06:36,852: INFO - ----------

2016-03-05 13:06:36,857: INFO - > RUN RIVET 3
2016-03-05 13:06:36,863: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:06:36,868: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:06:36,874: INFO - Received Receipt: 1457175996874
2016-03-05 13:06:36,889: INFO - RECEIPT
2016-03-05 13:06:36,894: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176040147-
1396162422">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQQKEwVmbGFtZT
EOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4wDAYDVQQHEwVm
bGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZeZmkTjWZeGjh
EdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36dlyBHoedCU1/7
4efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJuJ
6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEeNE7qj3aSMKnx
mfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe8pyu8dgrzJVz
arCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqc
wjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-1457176040147-135861700">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176040149618664040">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>SARZh9/COofeB6V9b5iG2wdabkiY3ilxCzFRKMs9BQ0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176040149-1777395734">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>dktyyn2DoJDXEMMqVgdn6y6lfyWPGPWOKDSE5vHToYE=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>hnlmLfKfSvUt4bidRKUWXbjEymMk1QI8af4SDhN0OU98F0HYwPL2DNy7WVYb/vQ8mBz1N7daGc7J
LYhhODObHNBPZ8lmw2TWVxlWnD/63mYd7GhnUkWT6inQ3/AKsKyHoz1Aw1i3MzI7L/jUB2jU4wFR
GNUjiIf9seRo4F+bqlSdOGZs2RdjVRaEzRs4tnsvAgzgFCAlHf7GbPN6EO+svWGy6/Y0JaGsEcg6
XDh9CeJAKCOOUy4WrzvwtnjQXPXxlmP5ysPxcVVhPggrxiJTtx0nelIKkawZvQUSCXIhlZplSIY/
c9skZUz149/tetjNZUWFRf9tAXNsZc6nEBwTfA==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176040148985275883">
<wsse:Reference URI="#XWSSGID-1457176040147-1396162422"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176040149618664040">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:07:20.135Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130716.516-0.37861051732725415@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>4b4459b5-2c66-489c-a856-b77a08c67a02@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176034992-813185913">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>q88tQZ1xjJLEtMsodVAFjI8h/dnsN4jZZPy6dJ/gGAk=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176034994213206340">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>HFi4Eqjiw/CR/tren3N65ERcaQascSCVf1nqmgi6Udc=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload2@minder">



<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>UbMYV5CWJKXCyy1MPt54+wFeYbjnWIyqr0OQig7w2Vs=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:06:36,899: INFO - ========
2016-03-05 13:06:36,905: DEBUG - Assign free vars
2016-03-05 13:06:36,910: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:06:36,920: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:06:36,928: INFO - < Rivet finished sucessfully
2016-03-05 13:06:36,935: INFO - ----------

2016-03-05 13:06:36,941: INFO - > RUN RIVET 4
2016-03-05 13:06:36,946: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:06:39,164: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:06:39,170: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:06:39,175: INFO - Receipt
2016-03-05 13:06:39,181: INFO - 4b4459b5-2c66-489c-a856-b77a08c67a02@mindertestbed.org
2016-03-05 13:06:39,186: INFO - null
2016-03-05 13:06:39,209: INFO - null
2016-03-05 13:06:39,215: DEBUG - Assign free vars
2016-03-05 13:06:39,220: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:39,226: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:39,231: INFO - < Rivet finished sucessfully
2016-03-05 13:06:39,236: INFO - ----------

2016-03-05 13:06:39,242: INFO - > RUN RIVET 5
2016-03-05 13:06:39,247: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:39,252: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:39,258: INFO - -----------------------------------
2016-03-05 13:06:39,263: INFO - Corner4 Received Payloads:
2016-03-05 13:06:39,268: INFO - Data
2016-03-05 13:06:39,273: INFO - originalSender: C1
2016-03-05 13:06:39,279: INFO - finalRecipient: C4
2016-03-05 13:06:39,284: INFO - refToMessageId: null
2016-03-05 13:06:39,289: INFO - conversationId: 372800
2016-03-05 13:06:39,295: INFO - messageId: 4b4459b5-2c66-489c-a856-b77a08c67a02@mindertestbed.org
2016-03-05 13:06:39,300: INFO - to: flame-c3
2016-03-05 13:06:39,305: INFO - from: null
2016-03-05 13:06:39,311: INFO - pModeId: null
2016-03-05 13:06:39,321: INFO - xmlpayload2@minder type: application/octet-stream.
2016-03-05 13:06:39,326: INFO - <another>XML Document</another>
2016-03-05 13:06:39,332: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:06:39,337: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:06:39,343: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:06:39,348: INFO - <min><der>sample</der></min>
2016-03-05 13:06:39,353: INFO - -----------------------------------
2016-03-05 13:06:39,359: DEBUG - Assign free vars
2016-03-05 13:06:39,364: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:39,370: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:39,376: INFO - < Rivet finished sucessfully
2016-03-05 13:06:39,381: INFO - ----------

2016-03-05 13:06:39,387: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA09

Test Case: eSENS_TA09_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:04:59

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA09

Target: Payload location

Normative

Source:

[e-SENS] "The ebMS3 mechanism of supporting "external" payloads via

hyperlink references (as mentioned in section 5.2.2.12 of the ebMS3 Core

Specification [EBMS3]) must not be used."

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to

the eSENS profile (One-Way/Push MEP). • SMSH is simulated to send an

AS4 user message with a payload hyperlink reference.

Predicate: The RMSH sends back a synchronous ebMS error message.

Variables:

Tag: Payload reference



Log
 
2016-03-05 13:06:41,440: INFO - Start Test
2016-03-05 13:06:41,445: INFO - Initialize test case
2016-03-05 13:06:41,456: DEBUG - Parameters
2016-03-05 13:06:41,462: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:06:41,467: INFO - > Initialize the Adapters
2016-03-05 13:06:41,473: INFO - Call start test on NULLWRAPPER
2016-03-05 13:06:41,478: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:06:41,484: INFO - Call start test on as4-adapter
2016-03-05 13:06:41,494: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:06:41,506: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:06:41,511: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:06:41,517: INFO - Call start test on genericAS4Corner1
2016-03-05 13:06:41,523: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:06:41,529: INFO - > RUN RIVET 0
2016-03-05 13:06:41,534: DEBUG - Assign free vars
2016-03-05 13:06:41,540: INFO - Corner 2 flame-c2
2016-03-05 13:06:41,546: INFO - Corner 3 flame-c3
2016-03-05 13:06:41,567: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:41,572: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:41,577: INFO - < Rivet finished sucessfully
2016-03-05 13:06:41,583: INFO - ----------

2016-03-05 13:06:41,588: INFO - > RUN RIVET 1
2016-03-05 13:06:41,593: DEBUG - Assign free vars
2016-03-05 13:06:41,599: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:42,634: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:06:42,640: INFO - < Rivet finished sucessfully
2016-03-05 13:06:42,645: INFO - ----------

2016-03-05 13:06:42,651: INFO - > RUN RIVET 2
2016-03-05 13:06:42,656: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:06:45,447: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:06:45,452: INFO - C2 AS4 Message
2016-03-05 13:06:45,461: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176047964-225160115">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:07:27.492Z</eb:Timestamp>
<eb:MessageId>c74c3a5a-5bd9-48bc-a883-2d4644054c6e@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>303285</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">303285</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="TA_id">eSENS_TA09</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">c74c3a5a-5bd9-48bc-a883-2d4644054c6e@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:06:45,467: INFO - C2 AS4 Security Header
2016-03-05 13:06:45,474: INFO - <?xml version="1.0" encoding="UTF-8"?>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"



xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176047846-
1809346675">MIIDazCCAlOgAwIBAgIEEzBnRzANBgkqhkiG9w0BAQsFADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmZsYW1lMjEPMA0GA1UEBxMGZmxhbWUyMQ8wDQYDVQQKEw
ZmbGFtZTIxDzANBgNVBAsTBmZsYW1lMjEPMA0GA1UEAxMGZmxhbWUyMB4XDTE1MDgwOTExMzUyNloXDTE2MDgwODExMzUyNlowZjEPMA0GA1UEBhMGZmxhbWUyMQ8wDQYDVQQIEwZmbGFt
ZTIxDzANBgNVBAcTBmZsYW1lMjEPMA0GA1UEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmZsYW1lMjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJGnSq
oCqGCOWx51Yp+jjdW/km27tWX0t6rTscqV9wxSbX9qKOR49+aUHHzab05VXlMIHnKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDw0qIJOg5FgQNK7LJKzB4RuAmyf1P18CV2sg6Cg0h
sRvfnDLzPupND/giSbdwkRxHCSaxkto1CGLSj2RLafuwJa8kadObgQdf0BKfVzUpJsB8EqnbwNQdQZQxl9BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLr0cFO9O9n1F9C
utXdpJyKVJkEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAwEAAaMhMB8wHQYDVR0OBBYEFNzq/zf+cTkMos6q5KGHjUoojTEEMA0GCSqGSIb3DQEBCwUAA4IBAQBs1ujVdA/E
9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPC9XKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I43ozCXA2yRlFvchGlXA4Hto55s1zFNEc43WiLPx3E9F6
yFBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUl1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54cFl4/yXkgjT
TqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQOTYq4AHjvs</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176048102-1030526748">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#XWSSGID-1457176047846-1809346675"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>Hqyz6YFfnV3WSYBNERg9XKwg+3FYZDg0USAq7cVsmp5QNTB1bHj8c+Ewj5PCvtZlPIUgrQT//nkf
Hj31dkhzxDexPttFaD+2+U+1IeQfeZUNYV7CGqYZ26HKqV5kP+IsvebZdueI0myPUdkBVGfzDP0J
jK8wQ/d2K2jMmRfDjysPXLTXAbvWU4gSmtFeCOnsKS0LWBf1LY3Z4zc4s0etu9V1kG3DD6FUYrs0
n8AOQNajQVYSNfTht7F7+2BqR2fd3Em5qdb+zf6CADCnHMFck65ln3YSCAg6+HrmBV9YzsvfTJPT
Rf9qfPJTEvxyJ1XF9fjLYYoKK2KZPVg0BDdeMg==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#XWSSGID-1457176048170771241851"/>
<xenc:DataReference URI="#XWSSGID-1457176048167-700031692"/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176048167-700031692"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:custompayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176048170771241851"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:xmlpayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176047842-
1127829001">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQQKEwVmbGFtZT
EOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4wDAYDVQQHEwVm
bGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZeZmkTjWZeGjh
EdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36dlyBHoedCU1/7
4efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJuJ
6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEeNE7qj3aSMKnx
mfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe8pyu8dgrzJVz
arCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqc
wjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-1457176047838271178845">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176047964-225160115">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>1UI42RtPqiPpOnLeTeoE9oteuapEBU4AkJVLhSscvDI=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176047966-897361831">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>uhomRqH7d0gLUB8glpw8LuoOug/j3LXHa6tFg2dU+0k=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>



</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>Ia6y2kgOelOOjIQMR9l8KMro0iWZ+bCsTcMoEOK9iWlS8gH1zPUvbRNOCEoTJe3sjpF/qoivt+xG
a64Sk5IbD3kOiIgczKL+SaAfZLfNRFb/JI3EVGPn7kNSfmghNyzk3kDr8H5bNDxeAKEcgLELXmxE
x8DQPz3yiBxjPc1vlfhHCqISOilSivP1kwW510iDw134KEQULh2uelpGkFAL5mql2sd6bSa3I5xQ
T7l60MgPhaRbW9rIL2ZjpEA6Gfh4dJ6SSv3fZl4zocLDG2Oj/Nkw9vxb3+0wk4xN3glZO2bF6r/K
7Glim069g7XcVUx+cnfv/KWigLONBu+79Dpe0w==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176047943-1166319744">
<wsse:Reference URI="#XWSSGID-1457176047842-1127829001"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
2016-03-05 13:06:45,480: INFO - --------------------------------
2016-03-05 13:06:45,485: INFO - AS4 message id: c74c3a5a-5bd9-48bc-a883-2d4644054c6e@mindertestbed.org
2016-03-05 13:06:45,560: INFO - Soap Message After Modification
2016-03-05 13:06:45,565: INFO - --------------------------------
2016-03-05 13:06:45,572: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176047964-225160115">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:07:27.492Z</eb:Timestamp>
<eb:MessageId>c74c3a5a-5bd9-48bc-a883-2d4644054c6e@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>303285</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">303285</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="TA_id">eSENS_TA09</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">c74c3a5a-5bd9-48bc-a883-2d4644054c6e@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="http://www.w3schools.com/xml/cd_catalog.xml"/>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:06:45,577: INFO - --------------------------------
2016-03-05 13:06:45,696: DEBUG - Assign free vars
2016-03-05 13:06:45,701: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:46,619: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:06:46,624: INFO - < Rivet finished sucessfully
2016-03-05 13:06:46,630: INFO - ----------

2016-03-05 13:06:46,635: INFO - > RUN RIVET 3
2016-03-05 13:06:46,640: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:06:46,645: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:06:46,651: INFO - Received Receipt: 1457176006651
2016-03-05 13:06:46,663: INFO - RECEIPT
2016-03-05 13:06:46,668: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
S12:mustUnderstand="true">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:07:29.960Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130729.561-0.7791719152427838@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>c74c3a5a-5bd9-48bc-a883-2d4644054c6e@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Error category="Processing"
errorCode="EBMS:0102"
origin="ebMS"
refToMessageInError="c74c3a5a-5bd9-48bc-a883-2d4644054c6e@mindertestbed.org"
severity="failure"
shortDescription="FailedDecryption">
<eb:Description xml:lang="en">Message verification, authorisation, or decryption failed: com.sun.xml.wss.impl.WssSoapFaultException: Invalid
Security Header</eb:Description>
<eb:ErrorDetail>com.flame.shared.exceptions.PackingException: Message verification, authorisation, or decryption failed:
com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:686)
at java.util.concurrent.Executors$RunnableAdapter.call(Executors.java:511)
at java.util.concurrent.FutureTask.run(FutureTask.java:266)
at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)



at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:617)
at java.lang.Thread.run(Thread.java:745)
Caused by: com.sun.xml.wss.XWSSecurityException: com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header
at com.sun.xml.wss.impl.misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:158)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.verifyAndDecrypt(PackageManager.java:1455)
at com.flame.packaging.wrapping.ebXML.AS4.PackageManager.securityPass(PackageManager.java:2308)
at com.flame.connection.impl.ebXML.AS4.Session.run(Session.java:665)
... 5 more
Caused by: com.sun.xml.wss.impl.WssSoapFaultException: Invalid Security Header
at com.sun.xml.wss.impl.SecurableSoapMessage.newSOAPFaultException(SecurableSoapMessage.java:350)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.decryptElementWithCipher(DecryptionProcessor.java:1011)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.processEncryptedData(DecryptionProcessor.java:589)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.decryptReferenceList(DecryptionProcessor.java:364)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.processEncryptedKey(DecryptionProcessor.java:279)
at com.sun.xml.wss.impl.apachecrypto.DecryptionProcessor.decrypt(DecryptionProcessor.java:157)
at com.sun.xml.wss.impl.filter.EncryptionFilter.process(EncryptionFilter.java:524)
at com.sun.xml.wss.impl.SecurityRecipient.pProcessOnce(SecurityRecipient.java:1214)
at com.sun.xml.wss.impl.SecurityRecipient.pProcess(SecurityRecipient.java:1283)
at com.sun.xml.wss.impl.SecurityRecipient.processMessagePolicy(SecurityRecipient.java:782)
at com.sun.xml.wss.impl.SecurityRecipient.validateMessage(SecurityRecipient.java:261)
at com.sun.xml.wss.impl.misc.XWSSProcessor2_0Impl.verifyInboundMessage(XWSSProcessor2_0Impl.java:156)
... 8 more
</eb:ErrorDetail>
</eb:Error>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:06:46,673: INFO - ========
2016-03-05 13:06:46,683: DEBUG - Assign free vars
2016-03-05 13:06:46,688: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:06:46,699: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:06:46,705: INFO - < Rivet finished sucessfully
2016-03-05 13:06:46,710: INFO - ----------

2016-03-05 13:06:46,718: INFO - > RUN RIVET 4
2016-03-05 13:06:46,723: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:06:58,930: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:06:58,936: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:06:58,941: INFO - Error
2016-03-05 13:06:58,947: INFO - c74c3a5a-5bd9-48bc-a883-2d4644054c6e@mindertestbed.org
2016-03-05 13:06:58,952: INFO - null
2016-03-05 13:06:58,957: INFO - null
2016-03-05 13:06:58,963: DEBUG - Assign free vars
2016-03-05 13:06:58,969: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:06:58,974: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:06:58,980: INFO - < Rivet finished sucessfully
2016-03-05 13:06:58,985: INFO - ----------

2016-03-05 13:06:58,990: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA10

Test Case: eSENS_TA10_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA10

Target: Message reliability

Normative

Source:

[e-SENS] "This profile requires the use of the AS4 Reception Awareness

feature. This feature provides a built-in Retry mechanism that can help

overcome temporary network or other issues and detection of message

duplicates. •The parameter PMode[1].ReceptionAwareness must be set to true.

•The parameter PMode[1].ReceptionAwareness.Retry must be set to true. •The

parameter PMode[1].ReceptionAwareness.DuplicateDetection must be set to

true. The parameters PMode[1].ReceptionAwareness.Retry.Parameters and

related PMode[1].ReceptionAwareness.DuplicateDetection.Parameters are sets

of parameters configuring retries and duplicate detection. These parameters are

not fully specified in [AS4] and implementation-dependent. Products must

support configuration of parameters for retries and duplicate detection."

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to the

eSENS profile (One-Way/Push MEP). • Simulate the RMSH to not send

receipts (can be done by intercepting the receipts). • SMSH tries to send an AS4

User Message to the RMSH.

Predicate: The SMSH retries to send the AS4 User Message (at least once).

Variables:

Tag: Reception Awareness



Log
 
2016-03-05 13:07:01,071: INFO - Start Test
2016-03-05 13:07:01,076: INFO - Initialize test case
2016-03-05 13:07:01,088: DEBUG - Parameters
2016-03-05 13:07:01,093: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:07:01,099: INFO - > Initialize the Adapters
2016-03-05 13:07:01,104: INFO - Call start test on NULLWRAPPER
2016-03-05 13:07:01,109: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:07:01,115: INFO - Call start test on as4-adapter
2016-03-05 13:07:01,126: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:07:01,132: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:07:01,138: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:07:01,143: INFO - Call start test on genericAS4Corner4
2016-03-05 13:07:01,149: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:07:01,155: INFO - Call start test on genericAS4Corner1
2016-03-05 13:07:01,160: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:07:01,167: INFO - > RUN RIVET 0
2016-03-05 13:07:01,173: DEBUG - Assign free vars
2016-03-05 13:07:01,179: INFO - Corner 2 flame-c2
2016-03-05 13:07:01,184: INFO - Corner 3 flame-c3
2016-03-05 13:07:01,215: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:07:01,220: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:07:01,226: INFO - < Rivet finished sucessfully
2016-03-05 13:07:01,231: INFO - ----------

2016-03-05 13:07:01,236: INFO - > RUN RIVET 1
2016-03-05 13:07:01,241: DEBUG - Assign free vars
2016-03-05 13:07:01,246: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:07:02,289: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:07:02,294: INFO - < Rivet finished sucessfully
2016-03-05 13:07:02,300: INFO - ----------

2016-03-05 13:07:02,305: INFO - > RUN RIVET 2
2016-03-05 13:07:02,310: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:04,962: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:04,968: INFO - Received message #1 from C2
2016-03-05 13:07:04,973: INFO - C2 AS4 Message
2016-03-05 13:07:04,991: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176067408-578941604">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:07:46.984Z</eb:Timestamp>
<eb:MessageId>d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>273835</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">273835</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA10</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:07:04,999: INFO - --------------------------------
2016-03-05 13:07:05,004: INFO - AS4 message id: d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org
2016-03-05 13:07:05,009: DEBUG - Assign free vars
2016-03-05 13:07:05,014: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:07:05,020: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:07:05,025: INFO - < Rivet finished sucessfully
2016-03-05 13:07:05,030: INFO - ----------

2016-03-05 13:07:05,035: INFO - > RUN RIVET 3
2016-03-05 13:07:05,040: DEBUG - Assign free vars



2016-03-05 13:07:05,045: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:05,056: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:05,061: INFO - < Rivet finished sucessfully
2016-03-05 13:07:05,066: INFO - ----------

2016-03-05 13:07:05,071: INFO - > RUN RIVET 4
2016-03-05 13:07:05,076: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:17,668: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:17,673: INFO - Received message #2 from C2
2016-03-05 13:07:17,679: INFO - C2 AS4 Message
2016-03-05 13:07:17,689: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176080170-1045345040">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:07:59.745Z</eb:Timestamp>
<eb:MessageId>d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>273835</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">273835</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA10</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:07:17,695: INFO - --------------------------------
2016-03-05 13:07:17,701: INFO - AS4 message id: d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org
2016-03-05 13:07:17,706: DEBUG - Assign free vars
2016-03-05 13:07:17,711: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:07:17,717: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:07:17,722: INFO - < Rivet finished sucessfully
2016-03-05 13:07:17,727: INFO - ----------

2016-03-05 13:07:17,732: INFO - > RUN RIVET 5
2016-03-05 13:07:17,738: DEBUG - Assign free vars
2016-03-05 13:07:17,743: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:17,756: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:17,761: INFO - < Rivet finished sucessfully
2016-03-05 13:07:17,767: INFO - ----------

2016-03-05 13:07:17,772: INFO - > RUN RIVET 6
2016-03-05 13:07:17,777: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:30,266: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:30,271: INFO - Received message #3 from C2
2016-03-05 13:07:30,277: INFO - C2 AS4 Message
2016-03-05 13:07:30,292: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176092799-1251863599">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:08:12.346Z</eb:Timestamp>
<eb:MessageId>d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>



</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>273835</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">273835</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA10</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:07:30,297: INFO - --------------------------------
2016-03-05 13:07:30,303: INFO - AS4 message id: d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org
2016-03-05 13:07:30,308: DEBUG - Assign free vars
2016-03-05 13:07:30,313: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:07:30,318: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:07:30,323: INFO - < Rivet finished sucessfully
2016-03-05 13:07:30,329: INFO - ----------

2016-03-05 13:07:30,334: INFO - > RUN RIVET 7
2016-03-05 13:07:30,339: DEBUG - Assign free vars
2016-03-05 13:07:30,344: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:30,356: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:30,361: INFO - < Rivet finished sucessfully
2016-03-05 13:07:30,366: INFO - ----------

2016-03-05 13:07:30,371: INFO - > RUN RIVET 8
2016-03-05 13:07:30,377: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:42,961: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:42,966: INFO - Received message #4 from C2
2016-03-05 13:07:42,971: INFO - C2 AS4 Message
2016-03-05 13:07:42,981: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176105508-664667226">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:08:25.041Z</eb:Timestamp>
<eb:MessageId>d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>273835</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">273835</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA10</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:07:42,987: INFO - --------------------------------
2016-03-05 13:07:42,992: INFO - AS4 message id: d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org
2016-03-05 13:07:42,997: DEBUG - Assign free vars
2016-03-05 13:07:43,002: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])



2016-03-05 13:07:47,272: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:07:47,278: INFO - < Rivet finished sucessfully
2016-03-05 13:07:47,283: INFO - ----------

2016-03-05 13:07:47,288: INFO - > RUN RIVET 9
2016-03-05 13:07:47,293: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:07:47,298: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:07:47,304: INFO - Received Receipt: 1457176067304
2016-03-05 13:07:47,322: INFO - RECEIPT
2016-03-05 13:07:47,327: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176110584573004862">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQ
QKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4w
DAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZ
eZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEe
NE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe
8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-1457176110584-911591990">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-14571761105851183763373">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>Q2eqzIF/z62OsqS87/Nj9xh1ajdO5bhK+1A6U7+xrM4=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176110585-320678842">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>f2HEBX/FfDG8jf7nhk0hyQvMMlfp1/bPBycZe1/v3rs=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>W4jF/qhFTS/Tezo1F93nNEAAgoJLWjWpXkN8MvXFnjgbJKm9ovn3kgLeKUbaOrJvjCvT2jhXdJP4
t+lagQqYsENe75PYctnNGtQQFPzCyp5ToiWlm0WCpm1W7Gl3OEQVt4AnxuCVvY/iNFXyR7upW/TE
vpEBR79yaqFSaahMsVZRupbAkABtfE32LcbriBGdiuZhasM/GoiMLCZGql3dzebQKT+LkLRIjcFQ
Z6/nRxhPcG4GXcqY7N1BJp1uvcgdT5Sh/x962po92Kvmn9OveNwWWYXSe2lHo7CddqfXg8AdeZtq
/a5TEM40JpRxIY92MqK8go5fCtcIAQeaeTqAdQ==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176110585-1361515573">
<wsse:Reference URI="#XWSSGID-1457176110584573004862"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-14571761105851183763373">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:08:30.575Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130826.911-0.13068021059271184@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176105508-664667226">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>jXSE1CUDLchzJnsxRDszq+oa/hIGbtOueaz3boKDRVs=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176105509-773646155">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>UQYDDYvTJz8df54PKQHxjuAOgZ7bl8cAbR0pdhZstRs=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>



</eb:Messaging>
</env:Header>
2016-03-05 13:07:47,332: INFO - ========
2016-03-05 13:07:47,338: DEBUG - Assign free vars
2016-03-05 13:07:47,343: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:47,352: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:47,358: INFO - < Rivet finished sucessfully
2016-03-05 13:07:47,364: INFO - ----------

2016-03-05 13:07:47,370: INFO - > RUN RIVET 10
2016-03-05 13:07:47,379: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:07:47,387: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:07:47,395: INFO - -----------------------------------
2016-03-05 13:07:47,403: INFO - Corner4 Received Payloads:
2016-03-05 13:07:47,411: INFO - Data
2016-03-05 13:07:47,419: INFO - originalSender: C1
2016-03-05 13:07:47,427: INFO - finalRecipient: C4
2016-03-05 13:07:47,435: INFO - refToMessageId: null
2016-03-05 13:07:47,443: INFO - conversationId: 273835
2016-03-05 13:07:47,449: INFO - messageId: d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org
2016-03-05 13:07:47,455: INFO - to: flame-c3
2016-03-05 13:07:47,463: INFO - from: null
2016-03-05 13:07:47,470: INFO - pModeId: null
2016-03-05 13:07:47,508: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:07:47,513: INFO - <min><der>sample</der></min>
2016-03-05 13:07:47,519: INFO - -----------------------------------
2016-03-05 13:07:47,524: DEBUG - Assign free vars
2016-03-05 13:07:47,529: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:07:47,534: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:07:47,539: INFO - < Rivet finished sucessfully
2016-03-05 13:07:47,544: INFO - ----------

2016-03-05 13:07:47,550: INFO - > RUN RIVET 11
2016-03-05 13:07:47,555: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:07:49,594: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:07:49,600: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:07:49,605: INFO - Receipt
2016-03-05 13:07:49,610: INFO - d90af237-39e3-49d7-a746-c2dc4b226ca5@mindertestbed.org
2016-03-05 13:07:49,616: INFO - null
2016-03-05 13:07:49,621: INFO - null
2016-03-05 13:07:49,627: DEBUG - Assign free vars
2016-03-05 13:07:49,638: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:07:49,643: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:07:49,649: INFO - < Rivet finished sucessfully
2016-03-05 13:07:49,654: INFO - ----------

2016-03-05 13:07:49,659: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA11

Test Case: eSENS_TA11_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA11

Target: Message reliability

Normative

Source:

[e-SENS] "This profile requires the use of the AS4 Reception Awareness

feature. This feature provides a built-in Retry mechanism that can help

overcome temporary network or other issues and detection of message

duplicates. The parameters PMode[1].ReceptionAwareness.Retry.Parameters

and related PMode[1].ReceptionAwareness.DuplicateDetection.Parameters are

sets of parameters configuring retries and duplicate detection. These parameters

are not fully specified in [AS4] and implementation-dependent. Products must

support configuration of parameters for retries and duplicate detection. "

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to the

eSENS profile (One-Way/Push MEP). • Network connection between SMSH

and RMSH is blocked (RMSH not reachable) or prevent/simulate the RMSH to

not send receipts. • SMSH tries to send an AS4 User Message to the RMSH. •

Before a TIME_OUT is reached network connection is restored (RMSH is able

to send a non-repudiation receipt).

Predicate:

The RMSH sends back an AS4 non-repudiation receipt to the SMSH and

delivers only one message to the consumer and the SMSH stops resending the

original AS4 User Message.

Variables:
TIME_OUT: deadline (in terms of time or number of retries) allocated for

resending messages.



Tag: Reception Awareness



Log
 
2016-03-05 13:07:51,711: INFO - Start Test
2016-03-05 13:07:51,717: INFO - Initialize test case
2016-03-05 13:07:51,732: DEBUG - Parameters
2016-03-05 13:07:51,737: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:07:51,742: INFO - > Initialize the Adapters
2016-03-05 13:07:51,748: INFO - Call start test on NULLWRAPPER
2016-03-05 13:07:51,754: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:07:51,759: INFO - Call start test on as4-adapter
2016-03-05 13:07:51,769: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:07:51,775: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:07:51,780: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:07:51,786: INFO - Call start test on genericAS4Corner4
2016-03-05 13:07:51,792: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:07:51,797: INFO - Call start test on genericAS4Corner1
2016-03-05 13:07:51,803: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:07:51,809: INFO - > RUN RIVET 0
2016-03-05 13:07:51,815: DEBUG - Assign free vars
2016-03-05 13:07:51,821: INFO - Corner 2 flame-c2
2016-03-05 13:07:51,826: INFO - Corner 3 flame-c3
2016-03-05 13:07:51,841: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:07:51,846: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:07:51,852: INFO - < Rivet finished sucessfully
2016-03-05 13:07:51,857: INFO - ----------

2016-03-05 13:07:51,863: INFO - > RUN RIVET 1
2016-03-05 13:07:51,868: DEBUG - Assign free vars
2016-03-05 13:07:51,873: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:07:52,810: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:07:52,816: INFO - < Rivet finished sucessfully
2016-03-05 13:07:52,821: INFO - ----------

2016-03-05 13:07:52,826: INFO - > RUN RIVET 2
2016-03-05 13:07:52,832: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:55,402: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:07:55,407: INFO - Received message #1 from C2
2016-03-05 13:07:55,413: INFO - C2 AS4 Message
2016-03-05 13:07:55,423: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176117933-841466255">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:08:37.493Z</eb:Timestamp>
<eb:MessageId>7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>989980</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">989980</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA11</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:07:55,430: INFO - --------------------------------
2016-03-05 13:07:55,436: INFO - AS4 message id: 7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org
2016-03-05 13:07:55,441: DEBUG - Assign free vars
2016-03-05 13:07:55,446: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:07:55,452: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:07:55,458: INFO - < Rivet finished sucessfully
2016-03-05 13:07:55,466: INFO - ----------

2016-03-05 13:07:55,472: INFO - > RUN RIVET 3
2016-03-05 13:07:55,477: DEBUG - Assign free vars



2016-03-05 13:07:55,482: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:55,492: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:07:55,497: INFO - < Rivet finished sucessfully
2016-03-05 13:07:55,502: INFO - ----------

2016-03-05 13:07:55,508: INFO - > RUN RIVET 4
2016-03-05 13:07:55,513: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:08,059: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:08,064: INFO - Received message #2 from C2
2016-03-05 13:08:08,069: INFO - C2 AS4 Message
2016-03-05 13:08:08,079: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-14571761304931612685436">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:08:50.080Z</eb:Timestamp>
<eb:MessageId>7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>989980</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">989980</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA11</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:08:08,085: INFO - --------------------------------
2016-03-05 13:08:08,090: INFO - AS4 message id: 7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org
2016-03-05 13:08:08,095: DEBUG - Assign free vars
2016-03-05 13:08:08,100: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:08:08,105: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:08:08,111: INFO - < Rivet finished sucessfully
2016-03-05 13:08:08,116: INFO - ----------

2016-03-05 13:08:08,121: INFO - > RUN RIVET 5
2016-03-05 13:08:08,126: DEBUG - Assign free vars
2016-03-05 13:08:08,131: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:08:08,142: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:08:08,148: INFO - < Rivet finished sucessfully
2016-03-05 13:08:08,153: INFO - ----------

2016-03-05 13:08:08,158: INFO - > RUN RIVET 6
2016-03-05 13:08:08,163: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:20,743: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:20,748: INFO - Received message #3 from C2
2016-03-05 13:08:20,754: INFO - C2 AS4 Message
2016-03-05 13:08:20,768: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176143281-716841724">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:09:02.875Z</eb:Timestamp>
<eb:MessageId>7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>



</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>989980</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">989980</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA11</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:08:20,774: INFO - --------------------------------
2016-03-05 13:08:20,780: INFO - AS4 message id: 7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org
2016-03-05 13:08:20,785: DEBUG - Assign free vars
2016-03-05 13:08:20,790: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:08:20,796: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:08:20,802: INFO - < Rivet finished sucessfully
2016-03-05 13:08:20,807: INFO - ----------

2016-03-05 13:08:20,813: INFO - > RUN RIVET 7
2016-03-05 13:08:20,818: DEBUG - Assign free vars
2016-03-05 13:08:20,823: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:08:20,834: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:08:20,839: INFO - < Rivet finished sucessfully
2016-03-05 13:08:20,845: INFO - ----------

2016-03-05 13:08:20,850: INFO - > RUN RIVET 8
2016-03-05 13:08:20,855: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:33,418: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:33,423: INFO - Received message #4 from C2
2016-03-05 13:08:33,429: INFO - C2 AS4 Message
2016-03-05 13:08:33,448: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176155903-137567578">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:09:15.473Z</eb:Timestamp>
<eb:MessageId>7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>989980</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">989980</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA11</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:08:33,453: INFO - --------------------------------
2016-03-05 13:08:33,459: INFO - AS4 message id: 7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org
2016-03-05 13:08:33,464: DEBUG - Assign free vars
2016-03-05 13:08:33,469: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])



2016-03-05 13:08:37,842: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:08:37,847: INFO - < Rivet finished sucessfully
2016-03-05 13:08:37,852: INFO - ----------

2016-03-05 13:08:37,857: INFO - > RUN RIVET 9
2016-03-05 13:08:37,863: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:08:37,868: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:08:37,873: INFO - Received Receipt: 1457176117873
2016-03-05 13:08:37,883: INFO - RECEIPT
2016-03-05 13:08:37,894: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176161149208008530">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQ
QKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4w
DAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZ
eZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEe
NE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe
8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-1457176161149768488367">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176161150412051765">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>zQCcuvCesi6OtMnJjsqqwh+c8shvnvbwGgkkRl15Al0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176161151530198667">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>p1qLn2NzQiEfWBaB11D6+J9vZvbKDy1rfXzboiJNwk4=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>GMoY/dxNDR95IgKo3IcXiR1wGVWTSI2U3v4k7JUy4jJuVHv+NJS4Gv06/+x1erZxxpn2FA5PPi8p
EEcm1JgCUrwRdTtfITqVEDqUh2n7LE9aTWxI6YK4DDnB4UcjALgS05/J+IoTarES+HlPunXZWRZ3
ksPuUPvEPH/+/EtdKddmS/kjjrYOK1hVkkbSEP0aF5AmbVKe11rZTBML4P6/Z6Zt9bozRQVhAzRN
MxMz2K6wtBffy0ud17Wu4mLlAyIWILlZksLd9giqrtNF4029sUWSFKaKmoGKgqyWa2EQw7fFXHrO
oI1Wo6qC3MJPfgQFluWrhmErJfwX/dlFFlr77g==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176161150-402147471">
<wsse:Reference URI="#XWSSGID-1457176161149208008530"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176161150412051765">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:09:21.139Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130917.533-0.4473287285686125@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176155903-137567578">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>wNoI6Y9kd/c4Is2Ju2lWSla7Y29wliB6KDWktDKM324=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-14571761559051481576967">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>PmGpsbss8mKyslXVz6c4RI/CCpCORFK6rj/5Q77WErY=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>



</eb:Messaging>
</env:Header>
2016-03-05 13:08:37,899: INFO - ========
2016-03-05 13:08:37,905: DEBUG - Assign free vars
2016-03-05 13:08:37,911: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:08:37,924: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:08:37,930: INFO - < Rivet finished sucessfully
2016-03-05 13:08:37,935: INFO - ----------

2016-03-05 13:08:37,940: INFO - > RUN RIVET 10
2016-03-05 13:08:37,949: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:08:37,955: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:08:37,960: INFO - -----------------------------------
2016-03-05 13:08:37,965: INFO - Corner4 Received Payloads:
2016-03-05 13:08:37,970: INFO - Data
2016-03-05 13:08:37,976: INFO - originalSender: C1
2016-03-05 13:08:37,981: INFO - finalRecipient: C4
2016-03-05 13:08:37,986: INFO - refToMessageId: null
2016-03-05 13:08:37,992: INFO - conversationId: 989980
2016-03-05 13:08:38,002: INFO - messageId: 7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org
2016-03-05 13:08:38,008: INFO - to: flame-c3
2016-03-05 13:08:38,013: INFO - from: null
2016-03-05 13:08:38,019: INFO - pModeId: null
2016-03-05 13:08:38,041: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:08:38,046: INFO - <min><der>sample</der></min>
2016-03-05 13:08:38,052: INFO - -----------------------------------
2016-03-05 13:08:38,057: DEBUG - Assign free vars
2016-03-05 13:08:38,062: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:08:38,068: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:08:38,074: INFO - < Rivet finished sucessfully
2016-03-05 13:08:38,079: INFO - ----------

2016-03-05 13:08:38,085: INFO - > RUN RIVET 11
2016-03-05 13:08:38,090: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:08:40,239: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:08:40,245: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:08:40,250: INFO - Receipt
2016-03-05 13:08:40,256: INFO - 7ff6a6bc-63b0-48d2-a6ef-98abb28baf6b@mindertestbed.org
2016-03-05 13:08:40,261: INFO - null
2016-03-05 13:08:40,266: INFO - null
2016-03-05 13:08:40,272: DEBUG - Assign free vars
2016-03-05 13:08:40,278: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:08:40,284: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:08:40,289: INFO - < Rivet finished sucessfully
2016-03-05 13:08:40,295: INFO - ----------

2016-03-05 13:08:40,300: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA13

Test Case: eSENS_TA13_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA13

Target: Payload signature

Normative

Source:

[e-SENS] "This e-SENS AS4 profile uses the following AS4 parameters and

values: •The PMode[1].Security.X509.Sign parameter must be set in

accordance with section 5.1.4 and 5.1.5 of [AS4]. •The

PMode[1].Security.X509.Signature.HashFunction parameter must be set to

http://www.w3.org/2001/04/xmlenc#sha256. •The

PMode[1].Security.X509.Signature.Algorithm parameter must be set to

http://www.w3.org/2001/04/xmldsig-more#rsa-sha256." And "The

PMode[1].Security.X509.Signature.Certificate parameter must be set to a value

matching the certificate of the sender. The

PMode[1].Security.X509.Encryption.Certificate parameter must be set to a

value matching the certificate of the receiver."

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to the

eSENS profile (One-Way/Push MEP). • Producer submits a message with

metadata information and a payload to the SMSH. • SMSH sends an AS4

signed message to the RMSH.

Predicate:

In the AS4 Message generated by the SMSH: - Signature Hash function

parameter is set to http://www.w3.org/2001/04/xmlenc#sha256 - Signature

Algorithm parameter is set to http://www.w3.org/2001/04/xmldsig-more#rsa-

sha256 - Signature Certificate used is the certificate of the SMSH.



Variables:

Tag: Signature/Compression



Log
 
2016-03-05 13:08:54,735: INFO - Start Test
2016-03-05 13:08:54,741: INFO - Initialize test case
2016-03-05 13:08:54,754: DEBUG - Parameters
2016-03-05 13:08:54,760: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:08:54,765: INFO - > Initialize the Adapters
2016-03-05 13:08:54,771: INFO - Call start test on NULLWRAPPER
2016-03-05 13:08:54,776: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:08:54,782: INFO - Call start test on as4-adapter
2016-03-05 13:08:54,799: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:08:54,805: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:08:54,811: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:08:54,816: INFO - Call start test on genericAS4Corner4
2016-03-05 13:08:54,822: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:08:54,828: INFO - Call start test on genericAS4Corner1
2016-03-05 13:08:54,834: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:08:54,840: INFO - > RUN RIVET 0
2016-03-05 13:08:54,845: DEBUG - Assign free vars
2016-03-05 13:08:54,851: INFO - Corner 2 flame-c2
2016-03-05 13:08:54,856: INFO - Corner 3 flame-c3
2016-03-05 13:08:54,886: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:08:54,891: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:08:54,897: INFO - < Rivet finished sucessfully
2016-03-05 13:08:54,902: INFO - ----------

2016-03-05 13:08:54,907: INFO - > RUN RIVET 1
2016-03-05 13:08:54,912: DEBUG - Assign free vars
2016-03-05 13:08:54,917: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:08:55,874: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:08:55,880: INFO - < Rivet finished sucessfully
2016-03-05 13:08:55,885: INFO - ----------

2016-03-05 13:08:55,890: INFO - > RUN RIVET 2
2016-03-05 13:08:55,895: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:58,631: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:08:58,637: INFO - C2 AS4 Message
2016-03-05 13:08:58,645: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176181261-1872173452">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:09:40.790Z</eb:Timestamp>
<eb:MessageId>5155c0f8-1910-460e-bd50-4f5057b96380@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>266477</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">266477</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_SIGNONLY</eb:Property>
<eb:Property name="TA_id">eSENS_TA13</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_SIGNONLY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">5155c0f8-1910-460e-bd50-4f5057b96380@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:08:58,650: INFO - C2 AS4 Security Header
2016-03-05 13:08:58,656: INFO - <?xml version="1.0" encoding="UTF-8"?>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176181141-
636007469">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQQKEwVmbGFtZTE
OMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4wDAYDVQQHEwVmb
GFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZeZmkTjWZeGjhE
dQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36dlyBHoedCU1/74
efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJuJ6
mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEeNE7qj3aSMKnxm
fY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe8pyu8dgrzJVza
rCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqcw
jtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-14571761811371915641757">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176181261-1872173452">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>VJKJ4a/SOnllxoRCDwQBjHjgwivml4hL/jdxBwN4uXY=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-14571761812631154649971">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>raMbNYQMS6rL+Evc5iPb4oF7Eyp0I4AtRGQejVXwjwg=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>gMYRLlec/WqDkjJrjYeT9hsJVlTrsIZjLFwYzZCsgNSeJGNjWIql30TXiyR4eSFAfjybLm1mrdNN
SOTyLquWMq4AhP9XqKoQTse7D3E7Ria8Ta3Q+6CL11VqRoVESiLs6ehE/MM7SO/kMqqECmwH0COd
nKKMA3e+7JIvCRN+nZ+NXnlububz4dLJHYK/EBlp4Gfu2CCc/OCbuI1CZtc19IkifFnBI1AjogoK
3Q26+s9yQ/FjQ2NWGRxXoD6r/RSbQzIApYNe4FaoqinI60VO00uF4TGWDZ3g9VA8k530gCgSo5q4
8d3PKrasGc/UQ32BpSdY/2WKKLZxCstveoVx5A==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176181240-1495978641">
<wsse:Reference URI="#XWSSGID-1457176181141-636007469"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
2016-03-05 13:08:58,667: INFO - Signature Algorithm: http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
2016-03-05 13:08:58,672: INFO - Hash Algorithm: http://www.w3.org/2001/04/xmlenc#sha256
2016-03-05 13:08:58,677: DEBUG - Assign free vars
2016-03-05 13:08:58,683: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:03,175: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:03,180: INFO - < Rivet finished sucessfully
2016-03-05 13:09:03,185: INFO - ----------

2016-03-05 13:09:03,190: INFO - > RUN RIVET 3
2016-03-05 13:09:03,196: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:03,201: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:03,207: INFO - Received Receipt: 1457176143206
2016-03-05 13:09:03,216: INFO - RECEIPT
2016-03-05 13:09:03,222: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
14571761864901104364801">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDV
QQKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4
wDAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19v
ZeZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekE
eNE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kw
e8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-14571761864901351792034">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-14571761864921896598948">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>



<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>rbMdR2++fDx7TnvrixZQdHNIE9eg8y1IfZPM7Y6+Aeg=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176186492-2080773609">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>X7jzDN1+uelkp8LJGVoW0BoFU6j+YU6pKShpd1KU+FU=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>H0FB8HcXJn9Ir2tszE01EqJuIMlCqy/dZjCVtq6n4qYFClGXWZ83DvNQp6Ga1nfqnr01gCj6HOl+
m9vAiLV9yzNbdbRPrmVNtqM0XLQ4l/hniQWhZaf4Bn8qNZ52ZuW4sFV7R9vGpLeeR07HgyQ5tMmO
JTMRulvCwWhVaSBjiLQ9BdPMM+BsVhm3rbUpftgXjqnIB9WD7fAKsR+XOaorLO8s5ATeiHmYw8Jw
qYzgMPxF5kpjzFftTICM2CxvrVoK/OaMJZJvZp+7dreRab0S0bKyWCrbEbIPB5FdpFXuk6WECx9D
Carf0O+YI0RpsKhhPU7m0IuqN8GnrydE/n10Ow==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176186491-2040899488">
<wsse:Reference URI="#XWSSGID-14571761864901104364801"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-14571761864921896598948">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:09:46.478Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130942.988-0.09373377131488225@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>5155c0f8-1910-460e-bd50-4f5057b96380@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176181261-1872173452">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>VJKJ4a/SOnllxoRCDwQBjHjgwivml4hL/jdxBwN4uXY=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-14571761812631154649971">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>raMbNYQMS6rL+Evc5iPb4oF7Eyp0I4AtRGQejVXwjwg=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:09:03,227: INFO - ========
2016-03-05 13:09:03,233: DEBUG - Assign free vars
2016-03-05 13:09:03,238: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:03,248: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:03,253: INFO - < Rivet finished sucessfully
2016-03-05 13:09:03,263: INFO - ----------

2016-03-05 13:09:03,268: INFO - > RUN RIVET 4
2016-03-05 13:09:03,273: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:03,279: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:03,284: INFO - -----------------------------------
2016-03-05 13:09:03,289: INFO - Corner4 Received Payloads:
2016-03-05 13:09:03,295: INFO - Data
2016-03-05 13:09:03,300: INFO - originalSender: C1
2016-03-05 13:09:03,305: INFO - finalRecipient: C4
2016-03-05 13:09:03,313: INFO - refToMessageId: null
2016-03-05 13:09:03,318: INFO - conversationId: 266477
2016-03-05 13:09:03,324: INFO - messageId: 5155c0f8-1910-460e-bd50-4f5057b96380@mindertestbed.org
2016-03-05 13:09:03,329: INFO - to: flame-c3
2016-03-05 13:09:03,334: INFO - from: null
2016-03-05 13:09:03,339: INFO - pModeId: null
2016-03-05 13:09:03,355: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:09:03,360: INFO - !! Modify me after submission, if you dare!!



2016-03-05 13:09:03,366: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:09:03,372: INFO - <min><der>sample</der></min>
2016-03-05 13:09:03,377: INFO - -----------------------------------
2016-03-05 13:09:03,382: DEBUG - Assign free vars
2016-03-05 13:09:03,387: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:03,393: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:03,399: INFO - < Rivet finished sucessfully
2016-03-05 13:09:03,404: INFO - ----------

2016-03-05 13:09:03,410: INFO - > RUN RIVET 5
2016-03-05 13:09:03,415: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:05,607: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:05,613: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:09:05,619: INFO - Receipt
2016-03-05 13:09:05,624: INFO - 5155c0f8-1910-460e-bd50-4f5057b96380@mindertestbed.org
2016-03-05 13:09:05,629: INFO - null
2016-03-05 13:09:05,635: INFO - null
2016-03-05 13:09:05,641: DEBUG - Assign free vars
2016-03-05 13:09:05,646: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:05,652: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:05,658: INFO - < Rivet finished sucessfully
2016-03-05 13:09:05,663: INFO - ----------

2016-03-05 13:09:05,668: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA14

Test Case: eSENS_TA14_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA14

Target: Payload signature

Normative

Source:

[e-SENS] "This e-SENS AS4 profile uses the following AS4 parameters and

values: For encryption, WS-Security leverages the W3C XML Encryption

recommendation. The following AS4 configuration options configure this

feature: •The PMode[1].Security. X509.Encryption.Encrypt parameter must be

set in accordance with section 5.1.6 and 5.1.7 of [AS4]. •The parameter

PMode[1].Security.X509.Encryption.Algorithm must be set to

http://www.w3.org/2009/xmlenc11#aes128-gcm. This is the algorithm used as

value for the Algorithm attribute of xenc:EncryptionMethod on

xenc:EncryptedData." And "The

PMode[1].Security.X509.Encryption.Certificate parameter must be set to a

value matching the certificate of the receiver."

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to the

eSENS profile (One-Way/Push MEP). • Producer submits a message with

metadata information and a payload to the SMSH. • SMSH sends an AS4

encrypted message to the RMSH.

Predicate:

In the AS4 Message generated by the SMSH: - Encryption Algorithm is set to

http://www.w3.org/2009/xmlenc11#aes128-gcm - Encryption Certificate used

is the certificate of the RMSH.

Variables:



Tag: Signature/Compression



Log
 
2016-03-05 13:09:07,732: INFO - Start Test
2016-03-05 13:09:07,737: INFO - Initialize test case
2016-03-05 13:09:07,747: DEBUG - Parameters
2016-03-05 13:09:07,752: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:09:07,758: INFO - > Initialize the Adapters
2016-03-05 13:09:07,764: INFO - Call start test on NULLWRAPPER
2016-03-05 13:09:07,769: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:09:07,774: INFO - Call start test on as4-adapter
2016-03-05 13:09:07,785: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:09:07,795: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:09:07,801: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:09:07,806: INFO - Call start test on genericAS4Corner4
2016-03-05 13:09:07,812: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:09:07,818: INFO - Call start test on genericAS4Corner1
2016-03-05 13:09:07,824: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:09:07,830: INFO - > RUN RIVET 0
2016-03-05 13:09:07,835: DEBUG - Assign free vars
2016-03-05 13:09:07,841: INFO - Corner 2 flame-c2
2016-03-05 13:09:07,846: INFO - Corner 3 flame-c3
2016-03-05 13:09:07,863: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:07,869: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:07,875: INFO - < Rivet finished sucessfully
2016-03-05 13:09:07,880: INFO - ----------

2016-03-05 13:09:07,885: INFO - > RUN RIVET 1
2016-03-05 13:09:07,891: DEBUG - Assign free vars
2016-03-05 13:09:07,896: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:09,383: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:09,389: INFO - < Rivet finished sucessfully
2016-03-05 13:09:09,394: INFO - ----------

2016-03-05 13:09:09,399: INFO - > RUN RIVET 2
2016-03-05 13:09:09,404: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:09:12,303: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:09:12,310: INFO - C2 AS4 Message
2016-03-05 13:09:12,323: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176194769-67176958">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:09:54.234Z</eb:Timestamp>
<eb:MessageId>71a8d9fa-4010-4da7-bc96-4434d891496b@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>27955</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">27955</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="TA_id">eSENS_TA14</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">71a8d9fa-4010-4da7-bc96-4434d891496b@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:09:12,328: INFO - C2 AS4 Security Header
2016-03-05 13:09:12,334: INFO - <?xml version="1.0" encoding="UTF-8"?>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176194624-
1790716617">MIIDazCCAlOgAwIBAgIEEzBnRzANBgkqhkiG9w0BAQsFADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmZsYW1lMjEPMA0GA1UEBxMGZmxhbWUyMQ8wDQYDVQQKEw
ZmbGFtZTIxDzANBgNVBAsTBmZsYW1lMjEPMA0GA1UEAxMGZmxhbWUyMB4XDTE1MDgwOTExMzUyNloXDTE2MDgwODExMzUyNlowZjEPMA0GA1UEBhMGZmxhbWUyMQ8wDQYDVQQIEwZmbGFt
ZTIxDzANBgNVBAcTBmZsYW1lMjEPMA0GA1UEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmZsYW1lMjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJGnSq
oCqGCOWx51Yp+jjdW/km27tWX0t6rTscqV9wxSbX9qKOR49+aUHHzab05VXlMIHnKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDw0qIJOg5FgQNK7LJKzB4RuAmyf1P18CV2sg6Cg0h
sRvfnDLzPupND/giSbdwkRxHCSaxkto1CGLSj2RLafuwJa8kadObgQdf0BKfVzUpJsB8EqnbwNQdQZQxl9BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLr0cFO9O9n1F9C
utXdpJyKVJkEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAwEAAaMhMB8wHQYDVR0OBBYEFNzq/zf+cTkMos6q5KGHjUoojTEEMA0GCSqGSIb3DQEBCwUAA4IBAQBs1ujVdA/E
9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPC9XKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I43ozCXA2yRlFvchGlXA4Hto55s1zFNEc43WiLPx3E9F6
yFBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUl1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54cFl4/yXkgjT
TqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQOTYq4AHjvs</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-14571761949291986683774">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#XWSSGID-1457176194624-1790716617"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>XO3GQ5P5i3QxOVVL1Vd5IPwbi4jdImn1zCDTVAgrKJ4gVlsKRh/s0TtL1YwtyLsCQ5O3ggluXLPg
qs9lJcdTiXJQHooT0kPqhi5i5WBDrsgAxlI3L/N11qPJV/cR0DguhtrJL1wi9ebPU8ESXKykDP6O
mp21eoNq4tTmAq6nfZ2FUzInOK5Kg3lgsuh5lczCA0t/MdYwAG6V5r6bQcTtYIJzdJJCfUP8kXon
3uPx+KwjxdZhDzq6VHvJ8s5kAAO59+cM8g0g+Zo9BPnPiDFUPpBfqY8IDeiDQadelZVyFSOGFGZ2
6gCKMLRvl5KiOO8TH+vj2WL0eGyNInO4RFossQ==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#XWSSGID-1457176195011-580088585"/>
<xenc:DataReference URI="#XWSSGID-14571761950051139278626"/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-14571761950051139278626"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:custompayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176195011-580088585"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:xmlpayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176194618216871921">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQ
QKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4w
DAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZ
eZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEe
NE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe
8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-1457176194613-130585328">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176194769-67176958">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>GK1dvchfvgHrnvgZBKyhdYo4GIT9YAaHRgxsci81HNQ=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176194772-68792991">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>PDy0RbAs6wKBaDzBPSzFnRMw/BzkvZSjimCbdaDjEpU=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">



<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>QPnOK2rO+3puoYRvO4v3JNZ1YpubkmU/Sjwg0YqeGI5j94z1GXJhU7iXI139MaeMAmgF8qnZn2er
dk5QjE+O8sBooBeR/CKcqljhECEoulCnEgry2AaBMd0GO8uZvQYKzbAnjqWoVwjh6uwBR+mGlqG4
rXoqw/KgvPWjY+moSHwhrDfub6aCWpxzzjH+6QxM9rAIgV67XCFqCAAW2YWMn3MkPNdi+xVT/kn5
iYoVTHjF6xYABMNBQXImYUxKZMACA4K405n0umCad+sY2SV08uH0vGpFRefHryYw33hrrJtPc0fz
7bWtLEmDHiD8J67TrDeFfFK+Qv6PSNGhM6/xoQ==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176194741-834555387">
<wsse:Reference URI="#XWSSGID-1457176194618216871921"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
2016-03-05 13:09:12,342: INFO - Encryption Algorithm: http://www.w3.org/2009/xmlenc11#aes128-gcm
2016-03-05 13:09:12,347: DEBUG - Assign free vars
2016-03-05 13:09:12,353: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:16,905: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:16,911: INFO - < Rivet finished sucessfully
2016-03-05 13:09:16,916: INFO - ----------

2016-03-05 13:09:16,921: INFO - > RUN RIVET 3
2016-03-05 13:09:16,926: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:16,932: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:16,938: INFO - Received Receipt: 1457176156937
2016-03-05 13:09:16,954: INFO - RECEIPT
2016-03-05 13:09:16,959: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176200223-
955894502">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQQKEwVmbGFtZTE
OMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4wDAYDVQQHEwVmb
GFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZeZmkTjWZeGjhE
dQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36dlyBHoedCU1/74
efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJuJ6
mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEeNE7qj3aSMKnxm
fY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe8pyu8dgrzJVza
rCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqcw
jtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-1457176200223-335143854">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176200224-885465048">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>2uEWSgEi+tMTMF9q4EvGx+HdU5Gg4DcVACudQr5DYfU=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176200224316323112">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>5K4O42hCUWgMZH3iziLIzNRWzLvSdluogPMkFlfyO+k=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>Y2IBzAgpg+e2cOoCRmLYADuptwCAOcuHM1nYtExa708nwivUA7eBAACaU4m4jSEkbqJD6v2o1Qha
XVnqUp7HgUHHKXVWg0wiPbXczbJmNxsYnS7TdIln+e9b5vZxKGVU5YiHoKmLCo+gflivvCkF1YQd
kakrg8xeFf5TGuhQxQ6sExJgqBYHOn26Jn9IoB5rKMC1Z678CX3LvAEYJ1Lsf+16hCsp/VcjjJt/
/YMQr2VFnxVUOnrsTkBuk9bN095g86IP/u4An+Y95j5E2cy4/Nr1pJXJsW1Md6Prc8IDsdv+7RvQ
kLQ8OgfaqKj9zzvRfbqop6N/moUkwB9uzuXEbg==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176200224773864011">
<wsse:Reference URI="#XWSSGID-1457176200223-955894502"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176200224-885465048">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:10:00.214Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-130956.767-0.4918254479305898@fms.flame.co.za</eb:MessageId>
<eb:RefToMessageId>71a8d9fa-4010-4da7-bc96-4434d891496b@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176194769-67176958">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>GK1dvchfvgHrnvgZBKyhdYo4GIT9YAaHRgxsci81HNQ=</ds:DigestValue>
</ds:Reference>



</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176194772-68792991">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>PDy0RbAs6wKBaDzBPSzFnRMw/BzkvZSjimCbdaDjEpU=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:09:16,964: INFO - ========
2016-03-05 13:09:16,970: DEBUG - Assign free vars
2016-03-05 13:09:16,975: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:16,985: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:16,996: INFO - < Rivet finished sucessfully
2016-03-05 13:09:17,003: INFO - ----------

2016-03-05 13:09:17,011: INFO - > RUN RIVET 4
2016-03-05 13:09:17,018: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:17,027: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:17,035: INFO - -----------------------------------
2016-03-05 13:09:17,043: INFO - Corner4 Received Payloads:
2016-03-05 13:09:17,049: INFO - Data
2016-03-05 13:09:17,055: INFO - originalSender: C1
2016-03-05 13:09:17,063: INFO - finalRecipient: C4
2016-03-05 13:09:17,069: INFO - refToMessageId: null
2016-03-05 13:09:17,075: INFO - conversationId: 27955
2016-03-05 13:09:17,081: INFO - messageId: 71a8d9fa-4010-4da7-bc96-4434d891496b@mindertestbed.org
2016-03-05 13:09:17,087: INFO - to: flame-c3
2016-03-05 13:09:17,092: INFO - from: null
2016-03-05 13:09:17,099: INFO - pModeId: null
2016-03-05 13:09:17,145: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:09:17,150: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:09:17,155: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:09:17,161: INFO - <min><der>sample</der></min>
2016-03-05 13:09:17,166: INFO - -----------------------------------
2016-03-05 13:09:17,171: DEBUG - Assign free vars
2016-03-05 13:09:17,176: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:17,182: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:17,189: INFO - < Rivet finished sucessfully
2016-03-05 13:09:17,194: INFO - ----------

2016-03-05 13:09:17,199: INFO - > RUN RIVET 5
2016-03-05 13:09:17,205: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:19,297: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:19,303: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:09:19,309: INFO - Receipt
2016-03-05 13:09:19,314: INFO - 71a8d9fa-4010-4da7-bc96-4434d891496b@mindertestbed.org
2016-03-05 13:09:19,319: INFO - null
2016-03-05 13:09:19,324: INFO - null
2016-03-05 13:09:19,331: DEBUG - Assign free vars
2016-03-05 13:09:19,338: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:19,344: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:19,350: INFO - < Rivet finished sucessfully
2016-03-05 13:09:19,355: INFO - ----------

2016-03-05 13:09:19,361: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA15

Test Case: eSENS_TA15_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA15

Target: Message reliability

Normative

Source:

[e-SENS] "To be able to forward a received message, the receiving gateway

(C3) needs to be able to determine the end entity (C4) that an e-SENS AS4

message is intended for. This information is generally available in the business

document. However, using information from the business document assumes an

understanding of the schema on which the document is based. Since gateways

need to be able to process documents of any type, it is desirable to adopt a

mechanism that is independent of particular schemas. The e-CODEX

documentation for its use of ebMS3/AS4 [ECODEXD59] uses the ebMS3

property mechanism to attach arbitrary pairs of property-values to a message to

address C1 and C4: •The property named originalSender addresses the original

(end entity) sender party. •The property named finalRecipient addresses the

final (end entity) recipient party The type attribute may be used to categorize

party identifier types. Implementations of the e-SENS e-Delivery AS4 profile

must support this mechanism: the sender gateway (or integration middleware)

must set, and the receiver gateway (or integration middleware) must get, these

properties and values."

Prescription

Level:
Mandatory

Prerequisite:

• Producer submits a business document with the information “Sender” and

“destination” to the SMSH • SMSH and RMSH are configured to exchange

AS4 messages according to the eSENS profile (One-Way/Push MEP). • SMSH

sends an AS4 User message to the RMSH.



Predicate:

The message received by the RMSH contains 2 property elements in the

MessageProperties node with attributes name and type. One has name =

"OriginalSender" and value producerID and the other has name =

"finalRecipient" and value consumerID (producerID and consumerID are

provided by the original message submitted by the producer).

Variables:
producerID: ID of the producer of the AS4 message consumerID: ID of the

consumer of the message

Tag: User Message, end entity Addressing



Log
 
2016-03-05 13:09:21,475: INFO - Start Test
2016-03-05 13:09:21,480: INFO - Initialize test case
2016-03-05 13:09:21,494: DEBUG - Parameters
2016-03-05 13:09:21,499: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:09:21,505: INFO - > Initialize the Adapters
2016-03-05 13:09:21,510: INFO - Call start test on NULLWRAPPER
2016-03-05 13:09:21,515: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:09:21,521: INFO - Call start test on as4-adapter
2016-03-05 13:09:21,530: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:09:21,536: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:09:21,541: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:09:21,546: INFO - Call start test on genericAS4Corner4
2016-03-05 13:09:21,552: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:09:21,558: INFO - Call start test on genericAS4Corner1
2016-03-05 13:09:21,564: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:09:21,570: INFO - > RUN RIVET 0
2016-03-05 13:09:21,575: DEBUG - Assign free vars
2016-03-05 13:09:21,581: INFO - Corner 2 flame-c2
2016-03-05 13:09:21,586: INFO - Corner 3 flame-c3
2016-03-05 13:09:21,600: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:21,606: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:21,612: INFO - < Rivet finished sucessfully
2016-03-05 13:09:21,617: INFO - ----------

2016-03-05 13:09:21,622: INFO - > RUN RIVET 1
2016-03-05 13:09:21,628: DEBUG - Assign free vars
2016-03-05 13:09:21,633: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:22,316: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:22,322: INFO - < Rivet finished sucessfully
2016-03-05 13:09:22,328: INFO - ----------

2016-03-05 13:09:22,333: INFO - > RUN RIVET 2
2016-03-05 13:09:22,338: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:09:25,189: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:09:25,195: INFO - C2 AS4 Message
2016-03-05 13:09:25,203: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176207696138555384">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:10:07.257Z</eb:Timestamp>
<eb:MessageId>789d128e-f9bc-454c-9e57-496554762a1c@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>339081</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">339081</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="TA_id">eSENS_TA15</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">789d128e-f9bc-454c-9e57-496554762a1c@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:09:25,208: INFO - C2 AS4 Security Header
2016-03-05 13:09:25,214: INFO - <?xml version="1.0" encoding="UTF-8"?>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
14571762075781025459539">MIIDazCCAlOgAwIBAgIEEzBnRzANBgkqhkiG9w0BAQsFADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmZsYW1lMjEPMA0GA1UEBxMGZmxhbWUyM
Q8wDQYDVQQKEwZmbGFtZTIxDzANBgNVBAsTBmZsYW1lMjEPMA0GA1UEAxMGZmxhbWUyMB4XDTE1MDgwOTExMzUyNloXDTE2MDgwODExMzUyNlowZjEPMA0GA1UEBhMGZmxhbWUyMQ8wDQY
DVQQIEwZmbGFtZTIxDzANBgNVBAcTBmZsYW1lMjEPMA0GA1UEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmZsYW1lMjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCA
QoCggEBAJGnSqoCqGCOWx51Yp+jjdW/km27tWX0t6rTscqV9wxSbX9qKOR49+aUHHzab05VXlMIHnKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDw0qIJOg5FgQNK7LJKzB4RuAmyf1
P18CV2sg6Cg0hsRvfnDLzPupND/giSbdwkRxHCSaxkto1CGLSj2RLafuwJa8kadObgQdf0BKfVzUpJsB8EqnbwNQdQZQxl9BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRL
r0cFO9O9n1F9CutXdpJyKVJkEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAwEAAaMhMB8wHQYDVR0OBBYEFNzq/zf+cTkMos6q5KGHjUoojTEEMA0GCSqGSIb3DQEBCwUAA4I
BAQBs1ujVdA/E9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPC9XKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I43ozCXA2yRlFvchGlXA4Hto55s1zFNE
c43WiLPx3E9F6yFBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUl1Rc14yyQTI1QiLzVREK3alY5vaTwvjP
54cFl4/yXkgjTTqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQOTYq4AHjvs</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-14571762078392086962156">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#XWSSGID-14571762075781025459539"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>TYvs4N7hkhIi9AqXJWQuyGV8HCyig7mwkY9fJl4j/mCaXx0QM3FutaHq1dAPSDudlCaqOU9yyryg
q7VI7Hy3LoMvXHza/4BsBMdt+5IjUEj3hHPGRWBIOeWq5ice9x+5HhhdOnR9yWaLriLXSfxYQwvF
lPYKd0R8KcrEjZWIanhMClhmPMJkuSre73oCXgnLx9O0GZkBhB5R06l3iB4f9tW8p3avZdrFmgAn
4LPp86ADgp8eF94qcBkJ2CRcfSCMYxI3zwugNsgQMcqdBB5utZWnIbD65nzl1U9OAaBIgJr0N2yW
Bcf25QHJEwpe/uzh1rPPJp8+Z2Sw7CyQKUK9Ig==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#XWSSGID-1457176207907-662260001"/>
<xenc:DataReference URI="#XWSSGID-1457176207904585936738"/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176207904585936738"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:custompayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176207907-662260001"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:xmlpayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176207575353949834">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQ
QKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4w
DAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZ
eZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36d
lyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej
5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEe
NE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe
8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4am
dFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-1457176207570-1886828979">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176207696138555384">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>B8RGv38QgSV2ST2EdzwX7G0Zbl2uVBIfi7V+RgL+P0A=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-14571762076971753656469">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>FC50cDFZ0G5WP7l/7406C015dAuZ7Md2gBH+Eo1IOgs=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">



<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>DBGAmxBODe/g2d82obLfFwc0kqQybgIqC/vWEHNvypjht1UXzefWoSBZGJUCIIOVrLQPYR+NJTGV
4mWXTzXhhRCLABKznAiFqvXuXNMTam59np/OxRosLNCgqlmB6ng7feQJ8j83hEczd3w6uH2yChuR
DIktXK/gt+E/O0WxBfGlPd3CND+Ribp3AkISXm4dNgjagbbiZS68UdFfECbWWMPIzA7Z5odF8kzk
GKB4C7BrZiooHVjtXYJe1q+K3pGC5PxMT4Ec8qVdkwi6WCkVykmFD9hrq+ZYp4et40FPC9YVJk1C
wo7GmwgPNpPks0+bEUMh7878TqONBud+RK8+Cg==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176207675-1785744084">
<wsse:Reference URI="#XWSSGID-1457176207575353949834"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
2016-03-05 13:09:25,227: INFO - Original Sender: C1
2016-03-05 13:09:25,235: INFO - Final Recipient: C4
2016-03-05 13:09:25,240: DEBUG - Assign free vars
2016-03-05 13:09:25,245: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:29,415: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:29,421: INFO - < Rivet finished sucessfully
2016-03-05 13:09:29,426: INFO - ----------

2016-03-05 13:09:29,431: INFO - > RUN RIVET 3
2016-03-05 13:09:29,436: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:29,441: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:29,447: INFO - Received Receipt: 1457176169447
2016-03-05 13:09:29,457: INFO - RECEIPT
2016-03-05 13:09:29,463: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
14571762127281972860526">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDV
QQKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4
wDAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19v
ZeZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekE
eNE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kw
e8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-1457176212728942441586">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-14571762127291729197464">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>1W6EgJnJ2R0/npewQ6yrIH0xUPywiCjvCgq6+K8iRko=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176212729-990962428">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>GrBCBNWBTvo1aZHLvyFIc9BXzmkjHnJQBqJF1nD5lWs=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>bPjlFFeQoaV5Yp+n4qd5T+7JcY59vu6T6lCOtsPP7Ce4WxianSOadnlser16rWZn0jGuvIl5doRT
GhhhScjHFsRWmimbusgk9+AyiJVmNP2ARxwXdYWgdICuyVVerr2IEYnPDrOnFvQmcnKWw8yLYSkQ
dnC7EaBNbqkXvcvC8iwlfxzGoXF29BsLb3bz6koGJbrsdMB3lOxM0MgkO+llkXeKuSwKwciDzfUb
UADM/9VFwQ0nHqksSXZjuiGIEMS9dOrxYvvsQh7qFErA3uTNBdRq6fROKuWntUYhQAgWOkcZs0sK
DdCIrq6z1MzQIpFfyA41vUjGqOF8Ida/lcsShg==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176212729-1221463295">
<wsse:Reference URI="#XWSSGID-14571762127281972860526"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-14571762127291729197464">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:10:12.718Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-131009.118-0.9925259919272408@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>789d128e-f9bc-454c-9e57-496554762a1c@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176207696138555384">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>B8RGv38QgSV2ST2EdzwX7G0Zbl2uVBIfi7V+RgL+P0A=</ds:DigestValue>



</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-14571762076971753656469">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>FC50cDFZ0G5WP7l/7406C015dAuZ7Md2gBH+Eo1IOgs=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:09:29,468: INFO - ========
2016-03-05 13:09:29,473: DEBUG - Assign free vars
2016-03-05 13:09:29,479: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:29,504: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:29,512: INFO - < Rivet finished sucessfully
2016-03-05 13:09:29,517: INFO - ----------

2016-03-05 13:09:29,523: INFO - > RUN RIVET 4
2016-03-05 13:09:29,530: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:29,539: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:29,547: INFO - -----------------------------------
2016-03-05 13:09:29,555: INFO - Corner4 Received Payloads:
2016-03-05 13:09:29,563: INFO - Data
2016-03-05 13:09:29,571: INFO - originalSender: C1
2016-03-05 13:09:29,579: INFO - finalRecipient: C4
2016-03-05 13:09:29,587: INFO - refToMessageId: null
2016-03-05 13:09:29,595: INFO - conversationId: 339081
2016-03-05 13:09:29,603: INFO - messageId: 789d128e-f9bc-454c-9e57-496554762a1c@mindertestbed.org
2016-03-05 13:09:29,611: INFO - to: flame-c3
2016-03-05 13:09:29,617: INFO - from: null
2016-03-05 13:09:29,623: INFO - pModeId: null
2016-03-05 13:09:29,648: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:09:29,655: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:09:29,664: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:09:29,669: INFO - <min><der>sample</der></min>
2016-03-05 13:09:29,674: INFO - -----------------------------------
2016-03-05 13:09:29,681: DEBUG - Assign free vars
2016-03-05 13:09:29,686: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:29,691: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:29,697: INFO - < Rivet finished sucessfully
2016-03-05 13:09:29,702: INFO - ----------

2016-03-05 13:09:29,707: INFO - > RUN RIVET 5
2016-03-05 13:09:29,712: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:31,750: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:31,760: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:09:31,767: INFO - Receipt
2016-03-05 13:09:31,773: INFO - 789d128e-f9bc-454c-9e57-496554762a1c@mindertestbed.org
2016-03-05 13:09:31,786: INFO - null
2016-03-05 13:09:31,791: INFO - null
2016-03-05 13:09:31,800: DEBUG - Assign free vars
2016-03-05 13:09:31,807: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:31,815: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:31,823: INFO - < Rivet finished sucessfully
2016-03-05 13:09:31,830: INFO - ----------

2016-03-05 13:09:31,839: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA16

Test Case: eSENS_TA16_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA16

Target: Message reliability

Normative

Source:

[eSENS] "For Reliable Messaging this profile specifies that non-repudiation

receipts must be sent synchronously for each message type. Note that non-

repudiation is only "per hop" in the case of the four-corner-model, in particular

the hop from corner two to corner three. In e-SENS, the optional end-to-end

services module supports the traceability across the four corners. •The

parameter PMode[1].Security.SendReceipt.NonRepudiation must be set to the

value true. •The parameter PMode[1].Security.SendReceipt.ReplyPattern must

be set to the value Response."

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to

the eSENS profile (Two-Way/Push-and-Push MEP). • SMSH sends an AS4

User Message to the RMSH.

Predicate:
The RMSH returns a non-repudiation receipt within a HTTP response with

status code 2XX.

Variables:

Tag: Non-repudiation receipt



Log
 
2016-03-05 13:09:33,920: INFO - Start Test
2016-03-05 13:09:33,925: INFO - Initialize test case
2016-03-05 13:09:33,940: DEBUG - Parameters
2016-03-05 13:09:33,946: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:09:33,951: INFO - > Initialize the Adapters
2016-03-05 13:09:33,956: INFO - Call start test on NULLWRAPPER
2016-03-05 13:09:33,962: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:09:33,967: INFO - Call start test on as4-adapter
2016-03-05 13:09:33,977: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:09:33,985: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:09:33,990: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:09:33,995: INFO - Call start test on genericAS4Corner4
2016-03-05 13:09:34,001: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:09:34,007: INFO - Call start test on genericAS4Corner1
2016-03-05 13:09:34,013: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:09:34,018: INFO - > RUN RIVET 0
2016-03-05 13:09:34,024: DEBUG - Assign free vars
2016-03-05 13:09:34,029: INFO - Corner 2 flame-c2
2016-03-05 13:09:34,035: INFO - Corner 3 flame-c3
2016-03-05 13:09:34,060: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:34,067: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:34,072: INFO - < Rivet finished sucessfully
2016-03-05 13:09:34,077: INFO - ----------

2016-03-05 13:09:34,083: INFO - > RUN RIVET 1
2016-03-05 13:09:34,088: DEBUG - Assign free vars
2016-03-05 13:09:34,093: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:34,769: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:34,780: INFO - < Rivet finished sucessfully
2016-03-05 13:09:34,785: INFO - ----------

2016-03-05 13:09:34,790: INFO - > RUN RIVET 2
2016-03-05 13:09:34,795: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:09:37,592: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:09:37,598: INFO - C2 AS4 Message
2016-03-05 13:09:37,836: INFO - Attachments
2016-03-05 13:09:37,841: INFO - --------------------------------
2016-03-05 13:09:37,865: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:09:37,870: INFO - Compressed HEX payload:
1F8B0800000000000000535454F0CD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:09:37,875: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:09:37,880: INFO -
2016-03-05 13:09:37,886: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:09:37,891: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:09:37,896: INFO - Decompressed Payload: <min><der>sample</der></min>
2016-03-05 13:09:37,902: INFO -
2016-03-05 13:09:37,907: INFO - --------------------------------
2016-03-05 13:09:37,924: INFO - SOAP HEADER
2016-03-05 13:09:37,929: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176220005421002734">MIIDazCCAlOgAwIBAgIEEzBnRzANBgkqhkiG9w0BAQsFADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmZsYW1lMjEPMA0GA1UEBxMGZmxhbWUyMQ
8wDQYDVQQKEwZmbGFtZTIxDzANBgNVBAsTBmZsYW1lMjEPMA0GA1UEAxMGZmxhbWUyMB4XDTE1MDgwOTExMzUyNloXDTE2MDgwODExMzUyNlowZjEPMA0GA1UEBhMGZmxhbWUyMQ8wDQYD
VQQIEwZmbGFtZTIxDzANBgNVBAcTBmZsYW1lMjEPMA0GA1UEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmZsYW1lMjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQ
oCggEBAJGnSqoCqGCOWx51Yp+jjdW/km27tWX0t6rTscqV9wxSbX9qKOR49+aUHHzab05VXlMIHnKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDw0qIJOg5FgQNK7LJKzB4RuAmyf1P
18CV2sg6Cg0hsRvfnDLzPupND/giSbdwkRxHCSaxkto1CGLSj2RLafuwJa8kadObgQdf0BKfVzUpJsB8EqnbwNQdQZQxl9BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLr
0cFO9O9n1F9CutXdpJyKVJkEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAwEAAaMhMB8wHQYDVR0OBBYEFNzq/zf+cTkMos6q5KGHjUoojTEEMA0GCSqGSIb3DQEBCwUAA4IB
AQBs1ujVdA/E9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPC9XKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I43ozCXA2yRlFvchGlXA4Hto55s1zFNEc
43WiLPx3E9F6yFBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUl1Rc14yyQTI1QiLzVREK3alY5vaTwvjP5
4cFl4/yXkgjTTqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQOTYq4AHjvs</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176220263-1545252375">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#XWSSGID-1457176220005421002734"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>BJDJnOevR8IJGF7XDYG+44LfVpVruYtotn5oPQeq7DK32/S4zqoTI7u6WOsG9eEb9ypU73YKSk9z
+GHlbEHnJIVPabg92glWssDxgnihP4G5afgmUvMqgnWqCdkheq1CEDicMN15RDuUZgC/QjkCPNlj
xLBEF9aoBRa2rZwIHWDLtCNflq1bYZ7PhyHh52EAnEy0IWkZP/76rstZFvc5KmKq2+foPxpfvRKd
S2O8OLxtybrddCra7EzfjgiEa+8XxAV2Wjn4iP2WpGbmLWYL0N4WaBOr8ZlJtLzyAdHLiGdzf25E
5Ld0I0z00vfT2nfGNNodEnnGmDnYj2oXZYiGgQ==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#XWSSGID-1457176220330784339051"/>
<xenc:DataReference URI="#XWSSGID-1457176220327313114292"/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176220327313114292"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:custompayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>



</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176220330784339051"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:xmlpayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176220002-
1997144958">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQQKEwVmbGFtZT
EOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4wDAYDVQQHEwVm
bGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZeZmkTjWZeGjh
EdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36dlyBHoedCU1/7
4efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJuJ
6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEeNE7qj3aSMKnx
mfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe8pyu8dgrzJVz
arCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqc
wjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-1457176219998-2068414699">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-14571762201251666266309">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>q3BvJfOWHGd3VagPJlf9AHTwN6Cil+40fc6h7thELbM=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176220127-1911672456">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>jknGMBq6398N35n9nwZgptjFtA8R1ZEk2fUGk8oo12k=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>LCLkCFeNRlGmE6DOns66nZfJVv5aqdWNHlWG9ohrdEZCmjuFUGvGHFI4d4IFoHih9dMYDQRy9kW+
hAQQLiz1khYr+n6Tpnn1F6Qaq/x9KEZn8dCG+Zsy7A+0AwSbdt4LYrbSTZTYyMXLeKRv434O5PV0
7vlfb8Jt2Mfy7b8M2BKp3E0BkskJpav20DqkKEY8d3ippIACNwusrhqg4EIqzFDj/W88yK9cNu0h
VQBKoTDHzGZQAJEjgrmgjnuhYZJJ7IyDCFoQ32RXh5rkJTGp30fSOUVm12zZCARlJaA+IXKzNKPw
bNs1rGRlQoR9Uvv4dZzpLF/btXuDSWWPHtxI/w==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-14571762201041406966155">
<wsse:Reference URI="#XWSSGID-1457176220002-1997144958"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-14571762201251666266309">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:10:19.635Z</eb:Timestamp>
<eb:MessageId>af2e4e0d-5bb0-46ee-b4a3-76e2f5cf051e@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_TWOWAY</eb:Service>
<eb:Action>ACT_SIMPLE_TWOWAY</eb:Action>
<eb:ConversationId>852787</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">852787</eb:Property>



<eb:Property name="Action">ACT_SIMPLE_TWOWAY</eb:Property>
<eb:Property name="TA_id">eSENS_TA16</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_TWOWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">af2e4e0d-5bb0-46ee-b4a3-76e2f5cf051e@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:09:37,934: INFO - ========
2016-03-05 13:09:37,939: DEBUG - Assign free vars
2016-03-05 13:09:37,944: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:42,322: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:42,328: INFO - < Rivet finished sucessfully
2016-03-05 13:09:42,333: INFO - ----------

2016-03-05 13:09:42,338: INFO - > RUN RIVET 3
2016-03-05 13:09:42,343: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:42,349: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:42,363: INFO - RECEIPT
2016-03-05 13:09:42,368: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176225624883932">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQQKE
wVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4wDAY
DVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZeZm
kTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36dlyB
HoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx
7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEeNE7
qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe8py
u8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFc
Cn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-14571762256241604302168">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176225625390872211">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>gixyKT0A2Dbsdi3E7I7UMV/xgMdmvg7Qs7ILHFMrz1c=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176225625973585156">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>OCzlMn8nBVG2crlh43aT9ufSoPtC9z/DnFVGj1oulqQ=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>YA8+dbs0QvAyHfDG05qACqHBiNQj6Ae+1caqaq0pGSPete2DNStuHFcbFN0llwKJ7LNbYHh6TW1C
DjB1XTa5jFaAFdxDxpV8mHJY8GhyDIE7zoWcGxypkgC4oAqswQ+rzHvB5Y5eXMH+syPWY7BYQklu
VN/2r5LK/iryS1tixswdKYQGAVevfORsIYJ0SbyUnaRre7/aUhGxfKsV6hlQSy9mPUJ0zflUyjN5
JpdeNVOX5uvrEIPjVAdQFYmKij1SyFLx/7QhJxkGGyRKYtp76jDHw/I/ARDIj6hVbz+Rh6EdYxcc
B6q1a9yT+COFHpXa91Ga8vvaAmY+kwSvG/PpCw==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-14571762256251321463889">
<wsse:Reference URI="#XWSSGID-1457176225624883932"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176225625390872211">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:10:25.603Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-131022.107-0.1895424568569808@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>af2e4e0d-5bb0-46ee-b4a3-76e2f5cf051e@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-14571762201251666266309">



<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>q3BvJfOWHGd3VagPJlf9AHTwN6Cil+40fc6h7thELbM=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176220127-1911672456">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>jknGMBq6398N35n9nwZgptjFtA8R1ZEk2fUGk8oo12k=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:09:42,374: INFO - ========
2016-03-05 13:09:42,382: DEBUG - Assign free vars
2016-03-05 13:09:42,388: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:42,399: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:42,406: INFO - < Rivet finished sucessfully
2016-03-05 13:09:42,411: INFO - ----------

2016-03-05 13:09:42,418: INFO - > RUN RIVET 4
2016-03-05 13:09:42,424: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:42,429: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:42,434: INFO - -----------------------------------
2016-03-05 13:09:42,439: INFO - Corner4 Received Payloads:
2016-03-05 13:09:42,445: INFO - Data
2016-03-05 13:09:42,450: INFO - originalSender: C1
2016-03-05 13:09:42,455: INFO - finalRecipient: C4
2016-03-05 13:09:42,461: INFO - refToMessageId: null
2016-03-05 13:09:42,470: INFO - conversationId: 852787
2016-03-05 13:09:42,475: INFO - messageId: af2e4e0d-5bb0-46ee-b4a3-76e2f5cf051e@mindertestbed.org
2016-03-05 13:09:42,480: INFO - to: flame-c3
2016-03-05 13:09:42,486: INFO - from: null
2016-03-05 13:09:42,491: INFO - pModeId: null
2016-03-05 13:09:42,497: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:09:42,502: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:09:42,507: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:09:42,513: INFO - <min><der>sample</der></min>
2016-03-05 13:09:42,518: INFO - -----------------------------------
2016-03-05 13:09:42,523: DEBUG - Assign free vars
2016-03-05 13:09:42,529: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:42,535: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:42,542: INFO - < Rivet finished sucessfully
2016-03-05 13:09:42,547: INFO - ----------

2016-03-05 13:09:42,553: INFO - > RUN RIVET 5
2016-03-05 13:09:42,558: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:44,594: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:44,600: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:09:44,609: INFO - Receipt
2016-03-05 13:09:44,614: INFO - af2e4e0d-5bb0-46ee-b4a3-76e2f5cf051e@mindertestbed.org
2016-03-05 13:09:44,619: INFO - null
2016-03-05 13:09:44,625: INFO - null
2016-03-05 13:09:44,630: DEBUG - Assign free vars
2016-03-05 13:09:44,635: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:44,641: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:44,647: INFO - < Rivet finished sucessfully
2016-03-05 13:09:44,652: INFO - ----------

2016-03-05 13:09:44,657: INFO - > RUN RIVET 6
2016-03-05 13:09:44,662: DEBUG - Assign free vars
2016-03-05 13:09:44,668: INFO - > CALL SLOT genericAS4Corner4|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:45,445: INFO - < SLOT CALLED genericAS4Corner4|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:45,451: INFO - < Rivet finished sucessfully
2016-03-05 13:09:45,456: INFO - ----------

2016-03-05 13:09:45,462: INFO - > RUN RIVET 7
2016-03-05 13:09:45,467: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:09:48,529: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:09:48,535: INFO - C3 AS4 Message
2016-03-05 13:09:48,590: INFO - Attachments
2016-03-05 13:09:48,596: INFO - --------------------------------
2016-03-05 13:09:48,602: INFO - Attachment ID: <custompayload@minder>, MimeType: application/gzip
2016-03-05 13:09:48,607: INFO - Compressed HEX payload:
1F8B0800000000000000535454F0CD4FC94CAB54C84D55484C2B492D52282E4DCACD2C2ECECCCFD351C84C53A8CC2F5548492C4A555404006FDED25E2C000000
2016-03-05 13:09:48,612: INFO - Decompressed Payload: !! Modify me after submission, if you dare!!
2016-03-05 13:09:48,617: INFO -



2016-03-05 13:09:48,623: INFO - Attachment ID: <xmlpayload@minder>, MimeType: application/gzip
2016-03-05 13:09:48,628: INFO - Compressed HEX payload: 1F8B0800000000000000B3C9CDCCB3B349492DB22B4ECC2DC849B5D107B16DF441C2007E6CD3781C000000
2016-03-05 13:09:48,633: INFO - Decompressed Payload: <min><der>sample</der></min>
2016-03-05 13:09:48,638: INFO -
2016-03-05 13:09:48,643: INFO - --------------------------------
2016-03-05 13:09:48,651: INFO - SOAP HEADER
2016-03-05 13:09:48,656: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
14571762308791469273486">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDV
QQKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4
wDAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19v
ZeZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekE
eNE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kw
e8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176231164-2028801847">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#XWSSGID-14571762308791469273486"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>b0sT9CpzEZYEWmc0bkrsLxZO+Ras1+6uR1A6e+iVsk3tINw1dTiGGH2nDBGUrCTIiWKK+ItW9lxy
/zOek4tMXMiAqiiu+wrr54GLg+LrFRIkBTeaqytmyGoz8U8+24TH68qTYibbEsMIfW8GdayhkGF0
eT3zxz2MtaQIJ2h4iDMp8PK3F23hcqpMuDofM4bxLUbJvS29h+9Nhc8WI4LEDfHKEk8IR7kSGa93
6jHjUw7556svop/stdjr/LdZL0Q0SlZ6CagtcCCQy6R+lw5ACLOgRW19LA1TeTZUiposcRCPQoUq
cQADndAWhpLQRUZFlqJ5vShB6XyD5OHUmP2V9A==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#XWSSGID-14571762312591230442607"/>
<xenc:DataReference URI="#XWSSGID-1457176231254-646498505"/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176231254-646498505"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:custompayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-14571762312591230442607"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:xmlpayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
14571762308751143195626">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDV
QQKEwVmbGFtZTEOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4
wDAYDVQQHEwVmbGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19v
ZeZmkTjWZeGjhEdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36
dlyBHoedCU1/74efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwe
j5mx7jqKnLJuJ6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekE
eNE7qj3aSMKnxmfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kw
e8pyu8dgrzJVzarCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4a
mdFcCn/XN3gqcwjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-1457176230871768694721">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176230996-760229294">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>wGDG/cuBuFI4Vbgqz51MfcZXmEAqZKFK9YiLXTAT1Zk=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176230998-1454575494">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>7S9XMoaE0THUeL580RyRjAxNItBWhKCDST1XmGVOC/g=</ds:DigestValue>



</ds:Reference>
<ds:Reference URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>L+hxWmizNY+VvKN15xDJpPiVf/qaZqgwCE9v9Rp+AR1rGXpwQwP/zHITnDdMowGMMRPaXzC4ygca
IZud2e+bcOa9OeKddH2hOiQHdFgLZyX/pfjp3K/eTBVKyOQRCF46hOe5DCiV+KVBFzwuxB0LEQ/o
7bUxRPXZbo0tnhSdVvsodBgQK+SJSu1cyt8FlMVdf4GaUbcVMTUGOaerHMU3Sam4NLQni8dnCaYv
+q9lre6Bl/b+VAtn1dgCnU7+8pS/aTBDOOvZ8ty5CagcKbtQGFoOtCT2iGke83nfy9ouURSUUDwY
RfUIdEQ8oBE6+KYlJLkvNsGuXTTei87XRFoJDg==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176230974856199862">
<wsse:Reference URI="#XWSSGID-14571762308751143195626"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176230996-760229294">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:10:30.576Z</eb:Timestamp>
<eb:MessageId>051b7cc0-6d70-4ada-ba59-de835613c607@mindertestbed.org</eb:MessageId>
<eb:RefToMessageId>af2e4e0d-5bb0-46ee-b4a3-76e2f5cf051e@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_TWOWAY</eb:Service>
<eb:Action>ACT_SIMPLE_TWOWAY</eb:Action>
<eb:ConversationId>852787</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="RefToMessageId">af2e4e0d-5bb0-46ee-b4a3-76e2f5cf051e@mindertestbed.org</eb:Property>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Property>
<eb:Property name="ConversationId">852787</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_TWOWAY</eb:Property>
<eb:Property name="TA_id">eSENS_TA16</eb:Property>
<eb:Property name="originalSender">C4</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_TWOWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c2</eb:Property>
<eb:Property name="finalRecipient">C1</eb:Property>
<eb:Property name="MessageId">051b7cc0-6d70-4ada-ba59-de835613c607@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:custompayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/octet-stream</eb:Property>
<eb:Property name="Description">custompayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:09:48,661: INFO - ========
2016-03-05 13:09:48,666: DEBUG - Assign free vars
2016-03-05 13:09:48,672: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:52,789: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:09:52,794: INFO - < Rivet finished sucessfully
2016-03-05 13:09:52,799: INFO - ----------

2016-03-05 13:09:52,805: INFO - > RUN RIVET 8
2016-03-05 13:09:52,810: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:52,815: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:09:52,829: INFO - RECEIPT
2016-03-05 13:09:52,834: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-
1457176236099116697885">MIIDazCCAlOgAwIBAgIEEzBnRzANBgkqhkiG9w0BAQsFADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmZsYW1lMjEPMA0GA1UEBxMGZmxhbWUyMQ



8wDQYDVQQKEwZmbGFtZTIxDzANBgNVBAsTBmZsYW1lMjEPMA0GA1UEAxMGZmxhbWUyMB4XDTE1MDgwOTExMzUyNloXDTE2MDgwODExMzUyNlowZjEPMA0GA1UEBhMGZmxhbWUyMQ8wDQYD
VQQIEwZmbGFtZTIxDzANBgNVBAcTBmZsYW1lMjEPMA0GA1UEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmZsYW1lMjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQ
oCggEBAJGnSqoCqGCOWx51Yp+jjdW/km27tWX0t6rTscqV9wxSbX9qKOR49+aUHHzab05VXlMIHnKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDw0qIJOg5FgQNK7LJKzB4RuAmyf1P
18CV2sg6Cg0hsRvfnDLzPupND/giSbdwkRxHCSaxkto1CGLSj2RLafuwJa8kadObgQdf0BKfVzUpJsB8EqnbwNQdQZQxl9BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLr
0cFO9O9n1F9CutXdpJyKVJkEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAwEAAaMhMB8wHQYDVR0OBBYEFNzq/zf+cTkMos6q5KGHjUoojTEEMA0GCSqGSIb3DQEBCwUAA4IB
AQBs1ujVdA/E9EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPC9XKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I43ozCXA2yRlFvchGlXA4Hto55s1zFNEc
43WiLPx3E9F6yFBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUl1Rc14yyQTI1QiLzVREK3alY5vaTwvjP5
4cFl4/yXkgjTTqX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQOTYq4AHjvs</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-1457176236099-415318685">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-14571762361011141992465">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>XAk/sEEHtUYcHTq8rzjxcwed2q8OwucF0WP0k9NCkCk=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-14571762361011277245141">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>ztfU32C4NeetMYnWDBFOW2FRsLXurKmuBNiFrjFHOEk=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>RrntRkavPnKLpx9Nahbf85/hHn6hXk90v0emwVsKuN78G89+YgBY9znTg0T3FHwiWAmp9/iLIL69
TqIbtLOSykAzZ80JQUxNa/527WFkC/KYSxtOcREtDO503+B12O8Hqb+M8gL9rFP3j4Iijl15je41
BdTskZfQOof+XERUqvNqFXw3TMGrV+svmAG5LvG5BOBBh8iwSon1gajolM4blr3gsw78yqwHLzdD
tlw+Yr6WC0/9F6tSwwrAGxsxSmR9Zi3lJxLL663Q97yDw4x4kaaRnGZ+KDPnE1t1YusHrbB0+4QQ
DgNXT2SdzjOWkmcRUWU25YeK5QgiNnSs1h8YRw==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-1457176236100-676530089">
<wsse:Reference URI="#XWSSGID-1457176236099116697885"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-14571762361011141992465">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:10:36.080Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-131032.571-0.18692655300297822@fmstest.flame.co.za</eb:MessageId>
<eb:RefToMessageId>051b7cc0-6d70-4ada-ba59-de835613c607@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176230996-760229294">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>wGDG/cuBuFI4Vbgqz51MfcZXmEAqZKFK9YiLXTAT1Zk=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176230998-1454575494">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>7S9XMoaE0THUeL580RyRjAxNItBWhKCDST1XmGVOC/g=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="cid:custompayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>r7CBJbov5qfQij53dkc1t13rbaTa3dKkqkCR5ankrf0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:09:52,839: INFO - ========
2016-03-05 13:09:52,845: DEBUG - Assign free vars
2016-03-05 13:09:52,850: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:52,864: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:09:52,870: INFO - < Rivet finished sucessfully
2016-03-05 13:09:52,879: INFO - ----------



2016-03-05 13:09:52,884: INFO - > RUN RIVET 9
2016-03-05 13:09:52,889: DEBUG - > Wait For Signal:genericAS4Corner1|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:52,894: DEBUG - < Signal Arrived: genericAS4Corner1|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:52,903: INFO - -----------------------------------
2016-03-05 13:09:52,910: INFO - Corner1 Received Payloads:
2016-03-05 13:09:52,919: INFO - Data
2016-03-05 13:09:52,927: INFO - originalSender: C4
2016-03-05 13:09:52,935: INFO - finalRecipient: C1
2016-03-05 13:09:52,943: INFO - refToMessageId: af2e4e0d-5bb0-46ee-b4a3-76e2f5cf051e@mindertestbed.org
2016-03-05 13:09:52,951: INFO - conversationId: 852787
2016-03-05 13:09:52,958: INFO - messageId: 051b7cc0-6d70-4ada-ba59-de835613c607@mindertestbed.org
2016-03-05 13:09:52,963: INFO - to: flame-c2
2016-03-05 13:09:52,971: INFO - from: null
2016-03-05 13:09:52,979: INFO - pModeId: null
2016-03-05 13:09:52,989: INFO - custompayload@minder type: application/octet-stream.
2016-03-05 13:09:52,995: INFO - !! Modify me after submission, if you dare!!
2016-03-05 13:09:53,003: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:09:53,010: INFO - <min><der>sample</der></min>
2016-03-05 13:09:53,019: INFO - -----------------------------------
2016-03-05 13:09:53,027: DEBUG - Assign free vars
2016-03-05 13:09:53,035: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:53,043: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:53,051: INFO - < Rivet finished sucessfully
2016-03-05 13:09:53,058: INFO - ----------

2016-03-05 13:09:53,065: INFO - > RUN RIVET 10
2016-03-05 13:09:53,070: DEBUG - > Wait For Signal:genericAS4Corner4|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:55,165: DEBUG - < Signal Arrived: genericAS4Corner4|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:09:55,170: INFO - Corner4 backend NOTIFICATION
2016-03-05 13:09:55,176: INFO - Receipt
2016-03-05 13:09:55,181: INFO - 051b7cc0-6d70-4ada-ba59-de835613c607@mindertestbed.org
2016-03-05 13:09:55,186: INFO - null
2016-03-05 13:09:55,191: INFO - null
2016-03-05 13:09:55,196: DEBUG - Assign free vars
2016-03-05 13:09:55,201: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:55,206: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:55,212: INFO - < Rivet finished sucessfully
2016-03-05 13:09:55,217: INFO - ----------

2016-03-05 13:09:55,222: INFO - > Send finish message to all wrappers
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Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA17

Test Case: eSENS_TA17_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA17

Target: Message reliability

Normative

Source:

[eSENS] "Reception awareness errors generated by the Sender must be

reported to the Submitting application: •The parameter

PMode[1].ErrorHandling.Report.MissingReceiptNotifyProducer must be set to

true. •The parameter PMode[1].ErrorHandling.Report.SenderErrorsTo must

not be set. There is no support for reporting sender errors to a third party"

Prescription

Level:
Mandatory

Prerequisite: • eSENS_TA10. • TIME_OUT for resending the messages is reached.

Predicate: The SMSH reports an error to the message producer.

Variables:
TIME_OUT: deadline (in terms of time or number of retries) allocated for

resending messages.

Tag: Reception Awareness



Log
 
2016-03-05 13:09:57,315: INFO - Start Test
2016-03-05 13:09:57,320: INFO - Initialize test case
2016-03-05 13:09:57,337: DEBUG - Parameters
2016-03-05 13:09:57,343: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:09:57,348: INFO - > Initialize the Adapters
2016-03-05 13:09:57,353: INFO - Call start test on NULLWRAPPER
2016-03-05 13:09:57,359: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:09:57,364: INFO - Call start test on as4-adapter
2016-03-05 13:09:57,374: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:09:57,381: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:09:57,387: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:09:57,392: INFO - Call start test on genericAS4Corner1
2016-03-05 13:09:57,399: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:09:57,405: INFO - > RUN RIVET 0
2016-03-05 13:09:57,410: DEBUG - Assign free vars
2016-03-05 13:09:57,417: INFO - Corner 2 flame-c2
2016-03-05 13:09:57,422: INFO - Corner 3 flame-c3
2016-03-05 13:09:57,439: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:09:57,445: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:09:57,451: INFO - < Rivet finished sucessfully
2016-03-05 13:09:57,457: INFO - ----------

2016-03-05 13:09:57,462: INFO - > RUN RIVET 1
2016-03-05 13:09:57,467: DEBUG - Assign free vars
2016-03-05 13:09:57,472: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:58,117: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:09:58,123: INFO - < Rivet finished sucessfully
2016-03-05 13:09:58,128: INFO - ----------

2016-03-05 13:09:58,133: INFO - > RUN RIVET 2
2016-03-05 13:09:58,139: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:10:00,739: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:10:00,745: INFO - Received message #1 from C2
2016-03-05 13:10:00,750: INFO - C2 AS4 Message
2016-03-05 13:10:00,765: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176243229363346080">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:10:42.815Z</eb:Timestamp>
<eb:MessageId>c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>106805</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">106805</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA17</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:10:00,771: INFO - --------------------------------
2016-03-05 13:10:00,776: INFO - AS4 message id: c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org
2016-03-05 13:10:00,781: DEBUG - Assign free vars
2016-03-05 13:10:00,787: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:10:00,792: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:10:00,797: INFO - < Rivet finished sucessfully
2016-03-05 13:10:00,802: INFO - ----------

2016-03-05 13:10:00,807: INFO - > RUN RIVET 3
2016-03-05 13:10:00,812: DEBUG - Assign free vars
2016-03-05 13:10:00,818: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:10:00,828: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])



2016-03-05 13:10:00,833: INFO - < Rivet finished sucessfully
2016-03-05 13:10:00,838: INFO - ----------

2016-03-05 13:10:00,843: INFO - > RUN RIVET 4
2016-03-05 13:10:00,849: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:10:13,353: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:10:13,358: INFO - Received message #2 from C2
2016-03-05 13:10:13,364: INFO - C2 AS4 Message
2016-03-05 13:10:13,375: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-14571762558581631653475">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:10:55.429Z</eb:Timestamp>
<eb:MessageId>c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>106805</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">106805</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA17</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:10:13,383: INFO - --------------------------------
2016-03-05 13:10:13,388: INFO - AS4 message id: c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org
2016-03-05 13:10:13,393: DEBUG - Assign free vars
2016-03-05 13:10:13,398: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:10:13,404: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:10:13,409: INFO - < Rivet finished sucessfully
2016-03-05 13:10:13,414: INFO - ----------

2016-03-05 13:10:13,419: INFO - > RUN RIVET 5
2016-03-05 13:10:13,424: DEBUG - Assign free vars
2016-03-05 13:10:13,432: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:10:13,443: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:10:13,456: INFO - < Rivet finished sucessfully
2016-03-05 13:10:13,461: INFO - ----------

2016-03-05 13:10:13,466: INFO - > RUN RIVET 6
2016-03-05 13:10:13,472: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:10:25,997: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:10:26,002: INFO - Received message #3 from C2
2016-03-05 13:10:26,008: INFO - C2 AS4 Message
2016-03-05 13:10:26,021: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176268489-1078333446">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:11:08.077Z</eb:Timestamp>
<eb:MessageId>c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>



<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>106805</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">106805</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA17</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:10:26,027: INFO - --------------------------------
2016-03-05 13:10:26,032: INFO - AS4 message id: c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org
2016-03-05 13:10:26,037: DEBUG - Assign free vars
2016-03-05 13:10:26,043: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:10:26,048: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:10:26,054: INFO - < Rivet finished sucessfully
2016-03-05 13:10:26,059: INFO - ----------

2016-03-05 13:10:26,064: INFO - > RUN RIVET 7
2016-03-05 13:10:26,069: DEBUG - Assign free vars
2016-03-05 13:10:26,074: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:10:26,084: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:10:26,094: INFO - < Rivet finished sucessfully
2016-03-05 13:10:26,099: INFO - ----------

2016-03-05 13:10:26,104: INFO - > RUN RIVET 8
2016-03-05 13:10:26,109: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:10:38,705: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:10:38,710: INFO - Received message #4 from C2
2016-03-05 13:10:38,716: INFO - C2 AS4 Message
2016-03-05 13:10:38,732: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-14571762812511848061196">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:11:20.784Z</eb:Timestamp>
<eb:MessageId>c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>106805</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">106805</eb:Property>
<eb:Property name="Action">ACT_ONEWAY_RETRY</eb:Property>
<eb:Property name="TA_id">eSENS_TA17</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_ONEWAY_RETRY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:10:38,737: INFO - --------------------------------
2016-03-05 13:10:38,742: INFO - AS4 message id: c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org
2016-03-05 13:10:38,748: DEBUG - Assign free vars
2016-03-05 13:10:38,753: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:10:38,758: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:10:38,763: INFO - < Rivet finished sucessfully



2016-03-05 13:10:38,769: INFO - ----------

2016-03-05 13:10:38,774: INFO - > RUN RIVET 9
2016-03-05 13:10:38,779: DEBUG - Assign free vars
2016-03-05 13:10:38,785: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:10:38,796: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:10:38,802: INFO - < Rivet finished sucessfully
2016-03-05 13:10:38,807: INFO - ----------

2016-03-05 13:10:38,812: INFO - > RUN RIVET 10
2016-03-05 13:10:38,817: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:11:32,872: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:11:32,878: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:11:32,884: INFO - Error
2016-03-05 13:11:32,891: INFO - c3b9fadf-e09b-44b2-9fa8-fd7abd8395e2@mindertestbed.org
2016-03-05 13:11:32,896: INFO - null
2016-03-05 13:11:32,902: INFO - null
2016-03-05 13:11:32,908: DEBUG - Assign free vars
2016-03-05 13:11:32,913: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:11:32,919: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:11:32,925: INFO - < Rivet finished sucessfully
2016-03-05 13:11:32,930: INFO - ----------

2016-03-05 13:11:32,935: INFO - > Send finish message to all wrappers



Test Report - eSENS_TA18
 
Overview
 

 

 

 

 

Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA18

Test Case: eSENS_TA18_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA18

Target: Test service

Normative

Source:

[eSENS] " Section 5.2.2 of [EBMS3] defines a server test feature that allows an

organization to "Ping" a communication partner. The feature is based on

messages with the values of: UserMessage/CollaborationInfo/Service set to

http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service

UserMessage/CollaborationInfo/Action set to http://docs.oasis-open.org/ebxml-

msg/ebms/v3.0/ns/core/200704/test. This feature must be supported so that

business partners can perform a basic test of the communication configuration

(including security at network, transport and message layer, and reliability) in

any environment, including the production environment. This functionality may

be supported as a built-in feature of the AS4 product. If not, a PMode must be

configured with these values. "

Prescription

Level:
Mandatory

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to the

eSENS profile: One-Way/Push MEP. • Producer submits a "ping" message with

metadata information to the SMSH (to "ping" consumer).

Predicate:

The SMSH generates an AS4 message with values (and sends it to the RMSH):

• UserMessage/CollaborationInfo/Service set to http://docs.oasis-

open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service •

UserMessage/CollaborationInfo/Action set to http://docs.oasis-open.org/ebxml-

msg/ebms/v3.0/ns/core/200704/test



Variables:

Tag: Ping message



Log
 
2016-03-05 13:11:34,999: INFO - Start Test
2016-03-05 13:11:35,004: INFO - Initialize test case
2016-03-05 13:11:35,016: DEBUG - Parameters
2016-03-05 13:11:35,021: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:11:35,026: INFO - > Initialize the Adapters
2016-03-05 13:11:35,032: INFO - Call start test on NULLWRAPPER
2016-03-05 13:11:35,037: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:11:35,042: INFO - Call start test on as4-adapter
2016-03-05 13:11:35,049: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:11:35,055: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:11:35,060: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:11:35,065: INFO - Call start test on genericAS4Corner1
2016-03-05 13:11:35,071: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:11:35,077: INFO - > RUN RIVET 0
2016-03-05 13:11:35,082: DEBUG - Assign free vars
2016-03-05 13:11:35,087: INFO - Corner 2 flame-c2
2016-03-05 13:11:35,093: INFO - Corner 3 flame-c3
2016-03-05 13:11:35,113: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:11:35,119: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:11:35,124: INFO - < Rivet finished sucessfully
2016-03-05 13:11:35,129: INFO - ----------

2016-03-05 13:11:35,134: INFO - > RUN RIVET 1
2016-03-05 13:11:35,139: DEBUG - Assign free vars
2016-03-05 13:11:35,144: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:36,687: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:36,692: INFO - < Rivet finished sucessfully
2016-03-05 13:11:36,698: INFO - ----------

2016-03-05 13:11:36,703: INFO - > RUN RIVET 2
2016-03-05 13:11:36,708: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:11:38,498: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:11:38,504: INFO - C2 AS4 Message
2016-03-05 13:11:38,512: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:12:21.366Z</eb:Timestamp>
<eb:MessageId>b64de421-ac24-4ad9-b8be-e5f815787561@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service</eb:Service>
<eb:Action>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/test</eb:Action>
<eb:ConversationId>805632</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">805632</eb:Property>
<eb:Property name="Action">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/test</eb:Property>
<eb:Property name="TA_id">eSENS_TA18</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">b64de421-ac24-4ad9-b8be-e5f815787561@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo/>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:11:38,520: INFO - --------------------------------
2016-03-05 13:11:38,526: INFO - AS4 message id: b64de421-ac24-4ad9-b8be-e5f815787561@mindertestbed.org
2016-03-05 13:11:38,532: INFO - Service: http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service
2016-03-05 13:11:38,537: INFO - Action: http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/test
2016-03-05 13:11:38,543: DEBUG - Assign free vars
2016-03-05 13:11:38,548: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:11:39,408: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:11:39,414: INFO - < Rivet finished sucessfully
2016-03-05 13:11:39,420: INFO - ----------

2016-03-05 13:11:39,425: INFO - > RUN RIVET 3
2016-03-05 13:11:39,430: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:11:39,436: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:11:39,442: INFO - Received Receipt: 1457176299441
2016-03-05 13:11:39,449: INFO - RECEIPT
2016-03-05 13:11:39,455: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
S12:mustUnderstand="true">
<eb:SignalMessage>
<eb:MessageInfo>



<eb:Timestamp>2016-03-05T11:12:22.719Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-131222.695-0.12558632906729783@fms.flame.co.za</eb:MessageId>
<eb:RefToMessageId>b64de421-ac24-4ad9-b8be-e5f815787561@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"/>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:11:39,460: INFO - ========
2016-03-05 13:11:39,467: DEBUG - Assign free vars
2016-03-05 13:11:39,472: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:11:39,487: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:11:39,493: INFO - < Rivet finished sucessfully
2016-03-05 13:11:39,498: INFO - ----------

2016-03-05 13:11:39,503: INFO - > Send finish message to all wrappers



Test Report - eSENS_TA19
 
Overview
 

 

 

 

 

Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA19

Test Case: eSENS_TA19_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA19

Target: Test service

Normative

Source:

[eSENS] "The AS4 product must be configured so that messages with these

values are not delivered to any business application."

Prescription

Level:
Mandatory

Prerequisite: • eSENS_TA18. • The consumer is reachable.

Predicate:
The RMSH sends back a non-repudiation receipt within a HTTP response

with status code 2XX and the consumer doesn't receive any message.

Variables:

Tag: Ping message



Log
 
2016-03-05 13:11:41,572: INFO - Start Test
2016-03-05 13:11:41,577: INFO - Initialize test case
2016-03-05 13:11:41,586: DEBUG - Parameters
2016-03-05 13:11:41,591: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:11:41,597: INFO - > Initialize the Adapters
2016-03-05 13:11:41,602: INFO - Call start test on NULLWRAPPER
2016-03-05 13:11:41,607: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:11:41,613: INFO - Call start test on as4-adapter
2016-03-05 13:11:41,622: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:11:41,628: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:11:41,633: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:11:41,638: INFO - Call start test on genericAS4Corner1
2016-03-05 13:11:41,644: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:11:41,650: INFO - > RUN RIVET 0
2016-03-05 13:11:41,655: DEBUG - Assign free vars
2016-03-05 13:11:41,661: INFO - Corner 2 flame-c2
2016-03-05 13:11:41,666: INFO - Corner 3 flame-c3
2016-03-05 13:11:41,697: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:11:41,702: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:11:41,708: INFO - < Rivet finished sucessfully
2016-03-05 13:11:41,713: INFO - ----------

2016-03-05 13:11:41,718: INFO - > RUN RIVET 1
2016-03-05 13:11:41,723: DEBUG - Assign free vars
2016-03-05 13:11:41,728: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:42,646: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:42,652: INFO - < Rivet finished sucessfully
2016-03-05 13:11:42,657: INFO - ----------

2016-03-05 13:11:42,664: INFO - > RUN RIVET 2
2016-03-05 13:11:42,669: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:11:44,757: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:11:44,762: INFO - C2 AS4 Message
2016-03-05 13:11:44,770: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:12:27.660Z</eb:Timestamp>
<eb:MessageId>dbcc7811-3d5b-4ce4-b0c6-d46e910829ab@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service</eb:Service>
<eb:Action>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/test</eb:Action>
<eb:ConversationId>557694</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">557694</eb:Property>
<eb:Property name="Action">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/test</eb:Property>
<eb:Property name="TA_id">eSENS_TA19</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">dbcc7811-3d5b-4ce4-b0c6-d46e910829ab@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo/>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:11:44,775: INFO - --------------------------------
2016-03-05 13:11:44,781: INFO - AS4 message id: dbcc7811-3d5b-4ce4-b0c6-d46e910829ab@mindertestbed.org
2016-03-05 13:11:44,787: INFO - Service: http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service
2016-03-05 13:11:44,792: INFO - Action: http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/test
2016-03-05 13:11:44,798: DEBUG - Assign free vars
2016-03-05 13:11:44,803: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:11:45,708: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:11:45,714: INFO - < Rivet finished sucessfully
2016-03-05 13:11:45,719: INFO - ----------

2016-03-05 13:11:45,724: INFO - > RUN RIVET 3
2016-03-05 13:11:45,730: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:11:45,735: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:11:45,741: INFO - Received Receipt: 1457176305741
2016-03-05 13:11:45,755: INFO - RECEIPT
2016-03-05 13:11:45,760: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
S12:mustUnderstand="true">
<eb:SignalMessage>
<eb:MessageInfo>



<eb:Timestamp>2016-03-05T11:12:29.040Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-131229.011-0.7406106205824382@fms.flame.co.za</eb:MessageId>
<eb:RefToMessageId>dbcc7811-3d5b-4ce4-b0c6-d46e910829ab@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"/>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:11:45,766: INFO - ========
2016-03-05 13:11:45,771: DEBUG - Assign free vars
2016-03-05 13:11:45,776: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:11:45,787: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:11:45,796: INFO - < Rivet finished sucessfully
2016-03-05 13:11:45,801: INFO - ----------

2016-03-05 13:11:45,806: INFO - > Send finish message to all wrappers



Test Report - eSENS_TA20
 
Overview
 

 

 

 

 

Test Assertion Details
 

Test Group: AS4 e-SENS Specific Test Assertions

Test Assertion: eSENS_TA20

Test Case: eSENS_TA20_TC01

User: Muhammet YILDIZ

Date: 2016.03.05 13:05:00

System(s) Tested: 1- Flame FMS AS4 Server

Result: Successful 

TAID: eSENS_TA20

Target: Message Exchange tracking

Normative

Source:

[eSENS] "This profile defines an additional, optional third property: • The

property named trackingIdentifier provides a mechanism to include an

identifier (in arbitrary string format) that allows end-to-end tracking of

messages in a four-corner exchange. Its value could be set to the value of an

identifier for the message from C1 to C2 that the AS4 message relates to. This

allows tracking and tracing of messages from C1, via C2 to (at least) C3."

Prescription

Level:
Preferred

Prerequisite:

• SMSH and RMSH are configured to exchange AS4 messages according to

the eSENS profile: One-Way/Push MEP. • SMSH sends an AS4 User Message

including a TRACKINGIDENTIFIER property set by the producer.

Predicate:

The RMSH returns a non-repudiation receipt within a HTTP response with

status code 2XX and the received AS4 message contains the

TRACKINGIDENTIFIER property.

Variables: TRACKINGIDENTIFIER: an arbitrary string format.

Tag: Message Packaging, Tracking, TrackingIdentifier



Log
 
2016-03-05 13:11:47,860: INFO - Start Test
2016-03-05 13:11:47,866: INFO - Initialize test case
2016-03-05 13:11:47,877: DEBUG - Parameters
2016-03-05 13:11:47,883: DEBUG - Corner2:flame-c2
Corner3:flame-c3
2016-03-05 13:11:47,888: INFO - > Initialize the Adapters
2016-03-05 13:11:47,894: INFO - Call start test on NULLWRAPPER
2016-03-05 13:11:47,899: INFO - Obtain SUT Identifiers from NULLWRAPPER
2016-03-05 13:11:47,905: INFO - Call start test on as4-adapter
2016-03-05 13:11:47,913: INFO - Obtain SUT Identifiers from as4-adapter
2016-03-05 13:11:47,919: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:11:47,925: INFO - System Under Test: Flame FMS AS4 Server
2016-03-05 13:11:47,930: INFO - Call start test on genericAS4Corner4
2016-03-05 13:11:47,937: INFO - Obtain SUT Identifiers from genericAS4Corner4
2016-03-05 13:11:47,944: INFO - Call start test on genericAS4Corner1
2016-03-05 13:11:47,950: INFO - Obtain SUT Identifiers from genericAS4Corner1
2016-03-05 13:11:47,956: INFO - > RUN RIVET 0
2016-03-05 13:11:47,962: DEBUG - Assign free vars
2016-03-05 13:11:47,968: INFO - Corner 2 flame-c2
2016-03-05 13:11:47,974: INFO - Corner 3 flame-c3
2016-03-05 13:11:47,994: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:11:48,007: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:11:48,012: INFO - < Rivet finished sucessfully
2016-03-05 13:11:48,017: INFO - ----------

2016-03-05 13:11:48,023: INFO - > RUN RIVET 1
2016-03-05 13:11:48,028: DEBUG - Assign free vars
2016-03-05 13:11:48,033: INFO - > CALL SLOT genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:48,720: INFO - < SLOT CALLED genericAS4Corner1|3.submitMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:48,726: INFO - < Rivet finished sucessfully
2016-03-05 13:11:48,731: INFO - ----------

2016-03-05 13:11:48,736: INFO - > RUN RIVET 2
2016-03-05 13:11:48,741: DEBUG - > Wait For Signal:as4-adapter|3.messageReceived(byte[])
2016-03-05 13:11:51,792: DEBUG - < Signal Arrived: as4-adapter|3.messageReceived(byte[])
2016-03-05 13:11:51,797: INFO - C2 AS4 Message
2016-03-05 13:11:51,814: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
s12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176354256-1081535585">
<eb:UserMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:12:33.834Z</eb:Timestamp>
<eb:MessageId>e141e928-67df-45b4-a36c-e87eb24027fe@mindertestbed.org</eb:MessageId>
</eb:MessageInfo>
<eb:PartyInfo>
<eb:From>
<eb:PartyId>flame-c2</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator</eb:Role>
</eb:From>
<eb:To>
<eb:PartyId>flame-c3</eb:PartyId>
<eb:Role>http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Role>
</eb:To>
</eb:PartyInfo>
<eb:CollaborationInfo>
<eb:Service>SRV_SIMPLE_ONEWAY</eb:Service>
<eb:Action>ACT_SIMPLE_ONEWAY</eb:Action>
<eb:ConversationId>442741</eb:ConversationId>
</eb:CollaborationInfo>
<eb:MessageProperties>
<eb:Property name="ToPartyRole">http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder</eb:Property>
<eb:Property name="ConversationId">442741</eb:Property>
<eb:Property name="Action">ACT_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="trackingIdentifier">TRACKER_ID</eb:Property>
<eb:Property name="TA_id">eSENS_TA20</eb:Property>
<eb:Property name="originalSender">C1</eb:Property>
<eb:Property name="Service">SRV_SIMPLE_ONEWAY</eb:Property>
<eb:Property name="ToPartyId">flame-c3</eb:Property>
<eb:Property name="finalRecipient">C4</eb:Property>
<eb:Property name="MessageId">e141e928-67df-45b4-a36c-e87eb24027fe@mindertestbed.org</eb:Property>
</eb:MessageProperties>
<eb:PayloadInfo>
<eb:PartInfo href="cid:xmlpayload@minder">
<eb:PartProperties>
<eb:Property name="MimeType">application/xml</eb:Property>
<eb:Property name="Description">xmlpayload@minder</eb:Property>
<eb:Property name="CompressionType">application/gzip</eb:Property>
</eb:PartProperties>
</eb:PartInfo>
</eb:PayloadInfo>
</eb:UserMessage>
</eb:Messaging>
2016-03-05 13:11:51,819: INFO - C2 AS4 Security Header
2016-03-05 13:11:51,826: INFO - <?xml version="1.0" encoding="UTF-8"?>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
env:mustUnderstand="true">
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"



ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176354131-
857732572">MIIDazCCAlOgAwIBAgIEEzBnRzANBgkqhkiG9w0BAQsFADBmMQ8wDQYDVQQGEwZmbGFtZTIxDzANBgNVBAgTBmZsYW1lMjEPMA0GA1UEBxMGZmxhbWUyMQ8wDQYDVQQKEwZ
mbGFtZTIxDzANBgNVBAsTBmZsYW1lMjEPMA0GA1UEAxMGZmxhbWUyMB4XDTE1MDgwOTExMzUyNloXDTE2MDgwODExMzUyNlowZjEPMA0GA1UEBhMGZmxhbWUyMQ8wDQYDVQQIEwZmbGFtZ
TIxDzANBgNVBAcTBmZsYW1lMjEPMA0GA1UEChMGZmxhbWUyMQ8wDQYDVQQLEwZmbGFtZTIxDzANBgNVBAMTBmZsYW1lMjCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAJGnSqo
CqGCOWx51Yp+jjdW/km27tWX0t6rTscqV9wxSbX9qKOR49+aUHHzab05VXlMIHnKHPqBb+vsUiTsL8TAnpQ/gY31NxaY9v83Z/EVDw0qIJOg5FgQNK7LJKzB4RuAmyf1P18CV2sg6Cg0hs
RvfnDLzPupND/giSbdwkRxHCSaxkto1CGLSj2RLafuwJa8kadObgQdf0BKfVzUpJsB8EqnbwNQdQZQxl9BzK+rbGZ4IiWbAyfhzKLLug4/4a8HDKEVgKQpL9teSRNQRLr0cFO9O9n1F9Cu
tXdpJyKVJkEO5imT/yDRnoZ9/udLttbpzh4/SQk6Q6dTz8ncep9sCAwEAAaMhMB8wHQYDVR0OBBYEFNzq/zf+cTkMos6q5KGHjUoojTEEMA0GCSqGSIb3DQEBCwUAA4IBAQBs1ujVdA/E9
EAUpV7co8tFQjsWrKKRjHpmz4j3TQwetbL2V7/VHbZg+e71IN5zvADPC9XKBHREPhoRqzod3sRknHWWCB/Pruj091IVnjAo2I43ozCXA2yRlFvchGlXA4Hto55s1zFNEc43WiLPx3E9F6y
FBsLqfS+WpqRA8yucR3PSfraaUL9Yq/gKah5u3mb+fP/r9ay0AjAxkZqlOT5T28izQ7Wn8tejzpirkl2qjwjMQoFTuSW11SUl1Rc14yyQTI1QiLzVREK3alY5vaTwvjP54cFl4/yXkgjTT
qX8vVi9txkogXHi5BnV6RXKYgCohr8Bs5n0QQOTYq4AHjvs</wsse:BinarySecurityToken>
<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176354426-2134811396">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#XWSSGID-1457176354131-857732572"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>GHCdk1t+sUf85zXXzL3jEQii9y8bttMsWTty3fLcgtaQ69+QTppZU4UhdOdWpbgL1r9+b3dct6/r
hZf/pPbM37LSYt9zj6/g9uXwWsz88RyrS7fBLm/Jjh5zbTJn9b5m6tcUTRJ+bqgtO72Q5NRCxboX
xaUj9XjM8Pucc7ytuaoYPeiieEIHKDVqznTeeci6VDutxLNS5h0jeHJyo5iTTc4b4lPVZQ0AhyKq
7civGEz/pXM9YVFDqogWEQ5Dr2bCEPeKWChWxuS0WEIwVZYvMZ+HjhQkas3i0TFdSnQbmTp20H4N
bdLky/ph8QoqB4Gxmvszh/iRsQFQK0QfXgqPUQ==</xenc:CipherValue>
</xenc:CipherData>
<xenc:ReferenceList>
<xenc:DataReference URI="#XWSSGID-1457176354515-463871176"/>
</xenc:ReferenceList>
</xenc:EncryptedKey>
<xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
Id="XWSSGID-1457176354515-463871176"
MimeType="application/gzip"
Type="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Only">
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>
<xenc:CipherData>
<xenc:CipherReference URI="cid:xmlpayload@minder">
<xenc:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Ciphertext-Transform"/>
</xenc:Transforms>
</xenc:CipherReference>
</xenc:CipherData>
</xenc:EncryptedData>
<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176354127-
1446784453">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQQKEwVmbGFtZT
EOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4wDAYDVQQHEwVm
bGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZeZmkTjWZeGjh
EdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36dlyBHoedCU1/7
4efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJuJ
6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEeNE7qj3aSMKnx
mfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe8pyu8dgrzJVz
arCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqc
wjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature Id="XWSSGID-1457176354123949557040">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.org/2001/10/xml-exc-c14n#"
PrefixList="wsse ds eb ebbpsig env wsu"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176354256-1081535585">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>BvFEJGTOAkBisO9TsiUviXtBvnUnla9bTYQZirsh1n0=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176354258-2044387162">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>CC0EaF0+p7i4g3tsiMjyh9hZ0KORlO0mvwhR1sRt510=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>amPWpycMVS8sqCj3zsfHkYvSmr1FQFNvPHUySOzu9PTnhjqyWC7TtwWj2GCQJ/AP8n2/eJAh1Za3
bGUsDbaqnoUR/wOgzfp+2lbqYSG0H+GJp1pv6827wgTQNpfYdThJVyxnbwfGZ5So/zkEvZ6tP9G4
H0fg0MxPqnjWICvhSp2xInN8xgbRb5pjZgGLFM/8FVSdjIFV0ZLvN2Yd23E2AtoI0DsR7/d9bCrM
vn+/oZq5vsJ/x1bry9vwXHw+gTH0hInr+fzBU8XSayvMqB47MFaedpR5zBR3f8K0Y8e3d0aoel35
q04yKEphwN9yL+pZ/T4otETMuhgg8Qk8L8SExA==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference wsu:Id="XWSSGID-1457176354228348105075">
<wsse:Reference URI="#XWSSGID-1457176354127-1446784453"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
2016-03-05 13:11:51,832: INFO - --------------------------------
2016-03-05 13:11:51,837: INFO - AS4 message id: e141e928-67df-45b4-a36c-e87eb24027fe@mindertestbed.org
2016-03-05 13:11:51,843: INFO - <?xml version="1.0" encoding="UTF-8"?>
<eb:Property xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns="http://www.w3.org/2001/XMLSchema"
xmlns:s12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"



xmlns:env="http://www.w3.org/2003/05/soap-envelope"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0"
name="trackingIdentifier">TRACKER_ID</eb:Property>
2016-03-05 13:11:51,849: DEBUG - Assign free vars
2016-03-05 13:11:51,854: INFO - > CALL SLOT as4-adapter|3.sendMessage(byte[])
2016-03-05 13:11:55,639: INFO - < SLOT CALLED as4-adapter|3.sendMessage(byte[])
2016-03-05 13:11:55,644: INFO - < Rivet finished sucessfully
2016-03-05 13:11:55,650: INFO - ----------

2016-03-05 13:11:55,655: INFO - > RUN RIVET 3
2016-03-05 13:11:55,660: DEBUG - > Wait For Signal:as4-adapter|3.replyReceived(byte[])
2016-03-05 13:11:55,665: DEBUG - < Signal Arrived: as4-adapter|3.replyReceived(byte[])
2016-03-05 13:11:55,672: INFO - Received Receipt: 1457176315671
2016-03-05 13:11:55,681: INFO - RECEIPT
2016-03-05 13:11:55,687: INFO - <?xml version="1.0" encoding="UTF-8"?>
<env:Header xmlns:env="http://www.w3.org/2003/05/soap-envelope">
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
env:mustUnderstand="true">
<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:Id="XWSSGID-1457176358942-
1819250415">MIIDWTCCAkGgAwIBAgIELokpPjANBgkqhkiG9w0BAQsFADBdMQswCQYDVQQGEwJFVTEOMAwGA1UECBMFZmxhbWUxDjAMBgNVBAcTBWZsYW1lMQ4wDAYDVQQKEwVmbGFtZT
EOMAwGA1UECxMFZmxhbWUxDjAMBgNVBAMTBWZsYW1lMB4XDTE1MDcxNzE3NDMwN1oXDTE2MDcxNjE3NDMwN1owXTELMAkGA1UEBhMCRVUxDjAMBgNVBAgTBWZsYW1lMQ4wDAYDVQQHEwVm
bGFtZTEOMAwGA1UEChMFZmxhbWUxDjAMBgNVBAsTBWZsYW1lMQ4wDAYDVQQDEwVmbGFtZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIem6nStOSWUMx19vZeZmkTjWZeGjh
EdQXliaSUgIRARgSG3RZ0j5/AsqMGobxOkg3Nk3eXC3pBw6o5c4lb4k+y1xSkTd1E91YVUvB/49hFyWKwiIVwupoJ/NZGk9zzJMmrvsRrK+yIyqFg47DDx/Ghr7R4IX36dlyBHoedCU1/7
4efPPuiu7T7Uxfsf3x925cqKg4fi4aRWkXsOYDYCUyL5aXXKs2DfvCycrpnUC/2gdvvX8R1eQPYP+2XYYcVw4r/l9QBaLK0vDDrlVXHiodxgH357aMYJGyuPFaNbYXGwej5mx7jqKnLJuJ
6mc1xO/PVmff03D8CzcK4Y1OAzJtsCAwEAAaMhMB8wHQYDVR0OBBYEFAaSjtDcYahsH087WyKQVqRktPn+MA0GCSqGSIb3DQEBCwUAA4IBAQADpC+qzMiI00CAsEAzekEeNE7qj3aSMKnx
mfY1IMCz0kka+ffhpdJqjSKMTL5Z55FZZ2cEm1wGtVlP3+zKMv1qea4YOc1RQsFtYVL8KB/A6kO/KeLvfVIxAZ7EkbAoHsVUgXjjiO8lBPZKzx31L9BpBEkxR4iTGc+Kwe8pyu8dgrzJVz
arCDVeGlROUWb15QNMaFYpG4LTonTGK6IdjAxSlX0eqQWFdCo3WX9oq9F3b+NinSW+8NY1bvgEuHcv3qLhYVDLwAN577InD5+jP5JGRHH/+DY0ih/ePtFU2tII0G+xc4amdFcCn/XN3gqc
wjtXagQlaomSl4ssvvxquGoL</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
Id="XWSSGID-14571763589421034596920">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1457176358944-199773726">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>xwyfxbOraS/psy4st4Jcs2tUgLwIz9Q+7znQ66uswbs=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1457176358944-157402661">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>sN1IEoum9xRPyUVkvm9aJZn9no3GHwCxsKy9WgDtx6o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>a8UBirDdriFybnvWwv4O1jBEN1GsZi7egpvm0GRGNa8WmbnS9U+hxkDaKxChXymPX2P7S+i3h3Qs
RICyFz1mg6M5pq//E6rduwzO7wNABxvcOpp73lWtfQPk11ztu/cn6qzXZlUzwXTOHUwTJtib2QWm
cxbCAJDuJGwDJwY4C2M9pQTehH/D9BqLRz2NxnZ2cQgZMR050F6hVk0st5IWt/AwhoCTEfH/MrFL
eWr9rIv552cUcgbsN6TEyHu3tpTL+PxTScTI3WG2OhThxhw3QVxQ2TD1LeUm5L15k6LVN5BYI683
4rl1IVFDBb2R+aQxAyCO74GeDNO/AmNaWdg7PQ==</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="XWSSGID-14571763589431744608813">
<wsse:Reference URI="#XWSSGID-1457176358942-1819250415"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<eb:Messaging xmlns:eb="http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/"
xmlns:S12="http://www.w3.org/2003/05/soap-envelope"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
S12:mustUnderstand="true"
wsu:Id="XWSSGID-1457176358944-199773726">
<eb:SignalMessage>
<eb:MessageInfo>
<eb:Timestamp>2016-03-05T11:12:38.933Z</eb:Timestamp>
<eb:MessageId>FMS-A-20160305-131235.722-0.8772754575274356@fms.flame.co.za</eb:MessageId>
<eb:RefToMessageId>e141e928-67df-45b4-a36c-e87eb24027fe@mindertestbed.org</eb:RefToMessageId>
</eb:MessageInfo>
<eb:Receipt>
<ebbpsig:NonRepudiationInformation xmlns:ebbpsig="http://docs.oasis-open.org/ebxml-bp/ebbp-signals-2.0">
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176354256-1081535585">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>BvFEJGTOAkBisO9TsiUviXtBvnUnla9bTYQZirsh1n0=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
URI="#XWSSGID-1457176354258-2044387162">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
<ds:DigestValue>CC0EaF0+p7i4g3tsiMjyh9hZ0KORlO0mvwhR1sRt510=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
<ebbpsig:MessagePartNRInformation>
<ds:Reference xmlns:ds="http://www.w3.org/2000/09/xmldsig#" URI="cid:xmlpayload@minder">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/oasis-wss-SwAProfile-1.1#Attachment-Content-Signature-Transform"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>



<ds:DigestValue>yqDt8JU9CgV+e+tbfUO3wVj/I811CUMDveI8LpSJ14o=</ds:DigestValue>
</ds:Reference>
</ebbpsig:MessagePartNRInformation>
</ebbpsig:NonRepudiationInformation>
</eb:Receipt>
</eb:SignalMessage>
</eb:Messaging>
</env:Header>
2016-03-05 13:11:55,692: INFO - ========
2016-03-05 13:11:55,699: DEBUG - Assign free vars
2016-03-05 13:11:55,704: INFO - > CALL SLOT as4-adapter|3.sendResponse(byte[])
2016-03-05 13:11:55,717: INFO - < SLOT CALLED as4-adapter|3.sendResponse(byte[])
2016-03-05 13:11:55,723: INFO - < Rivet finished sucessfully
2016-03-05 13:11:55,728: INFO - ----------

2016-03-05 13:11:55,733: INFO - > RUN RIVET 4
2016-03-05 13:11:55,739: DEBUG - > Wait For Signal:genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:55,744: DEBUG - < Signal Arrived: genericAS4Corner4|3.receiveMessage(esens.wp6.esensMshBackend.SubmissionData)
2016-03-05 13:11:55,749: INFO - -----------------------------------
2016-03-05 13:11:55,754: INFO - Corner4 Received Payloads:
2016-03-05 13:11:55,760: INFO - Data
2016-03-05 13:11:55,765: INFO - originalSender: C1
2016-03-05 13:11:55,770: INFO - finalRecipient: C4
2016-03-05 13:11:55,775: INFO - refToMessageId: null
2016-03-05 13:11:55,781: INFO - conversationId: 442741
2016-03-05 13:11:55,786: INFO - messageId: e141e928-67df-45b4-a36c-e87eb24027fe@mindertestbed.org
2016-03-05 13:11:55,791: INFO - to: flame-c3
2016-03-05 13:11:55,796: INFO - from: null
2016-03-05 13:11:55,802: INFO - pModeId: null
2016-03-05 13:11:55,814: INFO - xmlpayload@minder type: application/octet-stream.
2016-03-05 13:11:55,820: INFO - <min><der>sample</der></min>
2016-03-05 13:11:55,825: INFO - -----------------------------------
2016-03-05 13:11:55,830: DEBUG - Assign free vars
2016-03-05 13:11:55,836: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:11:55,841: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:11:55,847: INFO - < Rivet finished sucessfully
2016-03-05 13:11:55,852: INFO - ----------

2016-03-05 13:11:55,858: INFO - > RUN RIVET 5
2016-03-05 13:11:55,863: DEBUG - > Wait For Signal:genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:11:55,869: DEBUG - < Signal Arrived: genericAS4Corner1|3.processNotification(esens.wp6.esensMshBackend.MessageNotification)
2016-03-05 13:11:55,875: INFO - Corner1 backend NOTIFICATION
2016-03-05 13:11:55,880: INFO - Receipt
2016-03-05 13:11:55,885: INFO - dbcc7811-3d5b-4ce4-b0c6-d46e910829ab@mindertestbed.org
2016-03-05 13:11:55,891: INFO - null
2016-03-05 13:11:55,896: INFO - null
2016-03-05 13:11:55,903: DEBUG - Assign free vars
2016-03-05 13:11:55,909: INFO - > CALL SLOT NULLWRAPPER.NULLSLOT
2016-03-05 13:11:55,914: INFO - < SLOT CALLED NULLWRAPPER.NULLSLOT
2016-03-05 13:11:55,920: INFO - < Rivet finished sucessfully
2016-03-05 13:11:55,925: INFO - ----------

2016-03-05 13:11:55,931: INFO - > Send finish message to all wrappers
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